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SummarySummary

AXMEDIS Authoring Tool/Player ScenarioAXMEDIS Authoring Tool/Player Scenario
MPEG21 OverviewMPEG21 Overview
♣♣ Digital Item (DIDL)Digital Item (DIDL)
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♣♣ Intellectual Property Management and Protection (IPMP)Intellectual Property Management and Protection (IPMP)
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Browsing the MPEG21 Digital ItemBrowsing the MPEG21 Digital Item
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Authoring tool scenarioAuthoring tool scenario

A typical scenario for authoring tool A typical scenario for authoring tool 
♣♣ the creation of a digital item the creation of a digital item 

from other digital itemsfrom other digital items
♣♣ on the basis of acquired licenses (DRM)on the basis of acquired licenses (DRM)
♣♣ embedding digital resources: e.g. mp3 files, embedding digital resources: e.g. mp3 files, pdfpdf files, etc.files, etc.

Authoring Tool is also a PlayerAuthoring Tool is also a Player
♣♣ To be able to preview the authored contentTo be able to preview the authored content

Authoring
Tool

Licenses Contents

User
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Player scenarioPlayer scenario

A typical scenario for AXMEDIS playerA typical scenario for AXMEDIS player
♣♣ the rendering of a digital itemthe rendering of a digital item

requires synchronization with other digital items content requires synchronization with other digital items content 
♣♣ on the basis of acquired licenses (DRM)on the basis of acquired licenses (DRM)
♣♣ rendering embedded digital resourcesrendering embedded digital resources

e.g., mp3 files, e.g., mp3 files, pdfpdf files, etc.files, etc.

Player

Licenses Content

User



AXMEDIS project slides
http://www.axmedis.org

Author:…………www.axmedis.org

3

51st AXMEDIS Conference, 30 Nov 2005, AXMEDIS Tool Core

MPEG21 Overview: Digital Item ConceptMPEG21 Overview: Digital Item Concept

Extremely flexible content packagingExtremely flexible content packaging
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MPEG21 Rights Expression Language MPEG21 Rights Expression Language 

RELREL
♣♣ can declare rights and permissionscan declare rights and permissions

REL grant consist ofREL grant consist of
♣♣ principal to whom grant is issuedprincipal to whom grant is issued
♣♣ rights the grant specifiesrights the grant specifies
♣♣ resource to which right in grant appliesresource to which right in grant applies
♣♣ condition to be met before grant can be exercisedcondition to be met before grant can be exercised

right

resource conditionprincipal

issued to
associated  with

subject to
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MPEG21 Intellectual Property Management and ProtectionMPEG21 Intellectual Property Management and Protection

Terminal can get IPMP Tools 
embedded in content
by downloading it
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AXMEDIS Tool Core: General ArchitectureAXMEDIS Tool Core: General Architecture

ModelModel--ViewView--ControllerController design patterndesign pattern
♣♣ useuse the the ObserverObserver ((eventevent drivendriven) and ) and CommandCommand design patterndesign pattern

Model Status Manager Model Status Manager 
♣♣ ensure a correct manipulation of the Model ensure a correct manipulation of the Model 

avoiding simultaneous read/write access to the same data (locks)avoiding simultaneous read/write access to the same data (locks)
ControllerController
♣♣ intermediary of every action performed on the Model.intermediary of every action performed on the Model.
♣♣ Executes/Inhibits operations with respect to rights and produce Executes/Inhibits operations with respect to rights and produce logslogs

Model

View

Controller

commands
external
events

data
manipulation

internal
events

renderinguser actions

Model Status 
Manager

data
indexing

authorization
algorithm

Views
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AXMEDIS Tool Core: General Architecture (2)AXMEDIS Tool Core: General Architecture (2)

Model dataModel data--indexingindexing
♣♣ mechanism to refer the mechanism to refer the 

content outside the modelcontent outside the model
♣♣ views can refer a specific views can refer a specific 

element and does not hold a element and does not hold a 
memory pointer to itmemory pointer to it

♣♣ It allows only authorized It allows only authorized 
access access 

Content manipulation Content manipulation 
walkwalk--troughtrough
1.1. User acts on a viewUser acts on a view
2.2. View prepares a command View prepares a command 

to be executed (using to be executed (using 
indexes)indexes)

3.3. Controller checks Controller checks 
authorization and resolves authorization and resolves 
indexes and uses Modelindexes and uses Model

4.4. Model raises Model raises ““changechange””
events events 

5.5. View updates itselfView updates itself

Model

Controller

external
events

internal
events

data
indexing

Views

commands

manipulation
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AXMEDIS Tool Core: ControllerAXMEDIS Tool Core: Controller

Commands Commands 
♣♣ actions which actions which 

can be can be 
performed on performed on 
the Model. the Model. 

♣♣ derives from a derives from a 
common base common base 
class class 
((CommandCommand))

♣♣ provides undo provides undo 
support and support and 
grant grant 
verification. verification. 

♣♣ rights must be rights must be 
declared in order declared in order 
to be authorizedto be authorized

«interfaccia»
IModelStatusManagerListener

AxObject ModelStatusManager

1

1

1

1

AxCommandManager

11

ElementIndex

Commands ::Command

Commands ::CommandAdd

1 *

PMSClient

«uses»

«uses»
«interfaccia»

ICommandManagerListener

«uses»

«uses»

ProtectionProcessor

«uses»

1

*
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AXMEDIS Tool Core: Controller (2)AXMEDIS Tool Core: Controller (2)

AddCommandAddCommand contains contains 
two parameters,two parameters,
♣♣ new element to be new element to be 

attached to the structure attached to the structure 
♣♣ the index of the parent the index of the parent 

element the new one element the new one 
should be added to should be added to 

A view deals with A view deals with 
ElementIndexElementIndex objects objects 
It asks It asks 
AxCommandManagerAxCommandManager to to 
obtain data objects obtain data objects 
referred by indexesreferred by indexes
It receives It receives a clonea clone of the of the 
data element data element 
♣♣ purified from references to purified from references to 

the Model the Model 
It uses cloned data It uses cloned data 
objects for renderingobjects for rendering
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AXMEDIS Tool Core: Protection ProcessorAXMEDIS Tool Core: Protection Processor

Protection ProcessorProtection Processor
♣♣ verifies the integrity of verifies the integrity of 

the softwarethe software
♣♣ protects/protects/unprotectsunprotects the the 

elements of the Model.elements of the Model.
♣♣ MPEG21 IPMPMPEG21 IPMP

Protection Manager Protection Manager 
Support Support 
♣♣ is a remote service is a remote service 
♣♣ checks the grants checks the grants 

needed to execute an needed to execute an 
action (authorization action (authorization 
algorithm)algorithm)

♣♣ is used by Protection is used by Protection 
Processor through a Processor through a 
builtbuilt--in clientin client

♣♣ MPEG21 RELMPEG21 REL
DRM governed DRM governed 
manipulation also in manipulation also in 
offline contextoffline context

+unprotectElement(in protectedElement : AxElement) : AxElement
+protectElement(in unprotectedElement : AxElement) : AxElement
-ProtectionProcessor()
+getInstance() : ProtectionProcessor*
+isGranted(in AXOID, in grants) : bool
+doToolVerification() : bool
-doLocalToolVerification() : bool
+verifySoftware(in swId : char*) : int
-doToolCertification() : void
+addActionLog(in actionLog : char*) : void
+getUID() : char*
+getTID() : char*
+getToolFingerprint() : char*
+getSystemTime() : char*
+disableTool() : void
+getCommunicationCertificate() : char*

ProtectionProcessor

Protection ManagerProtection Manager
Support ServiceSupport Service

AxCommandManagerAxCommandManager

<<uses>><<uses>>

<<uses>><<uses>>
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AXMEDIS Tool Core: Protection Processor (2)AXMEDIS Tool Core: Protection Processor (2)

1.1. local verification local verification 
of tool integrityof tool integrity

2.2. remote remote 
verification of verification of 
tool integritytool integrity

3.3. evaluation of evaluation of 
requested grantsrequested grants

4.4. update of tool update of tool 
status status 

on the basis of on the basis of 
the previous the previous 
evaluation result.evaluation result.

pmsClientprotectionProcessoraxCommandManager

isGranted(AXOID, grants )

getAXCSProxy ()

axcsProxy

doLocalToolVerification ()

getCommunicationCertificate ()

certificate

getActionLogs ()

actionLogList

doToolVerification (TID,ToolFPHash ,time,newHistoryHash ,actionLogList )

releaseAXCSProxy (axcsProxy)

axcsProxy

true

true

clearActionLogs ()

isGranted(AXOID , grants)

true

getLastActionLog ()

actionLog

New action history hash is
evalueted , etc..true
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MPEG21MPEG21--compliant Authoring Tool: User Interfacecompliant Authoring Tool: User Interface

Manages several documentsManages several documents
♣♣ a Controller for each documenta Controller for each document

Manages several views on each documentManages several views on each document
♣♣ connected with the proper Controllerconnected with the proper Controller

TreeViewTreeView
AttributeEditorAttributeEditor
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Browsing an MPEG21 Digital ItemBrowsing an MPEG21 Digital Item

renders the hierarchical renders the hierarchical 
structure of MPEGstructure of MPEG--21 DI21 DI
adds/deletes DI elements adds/deletes DI elements 
cutcut--copycopy--paste and dragpaste and drag--
drop drop 
exploits Commands exploits Commands 
provided by the Controllerprovided by the Controller
♣♣ Expand, Add, Delete, Move, Expand, Add, Delete, Move, 

CopyCopy……
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Editing attributes of the MPEG21 Digital Item elementsEditing attributes of the MPEG21 Digital Item elements

dynamically configured on dynamically configured on 
the basis of the target the basis of the target 
elementelement
♣♣ the schema of thethe schema of the

MPEG21 elementMPEG21 element
exploits Commands exploits Commands 
provided by the Controllerprovided by the Controller
♣♣ EditEdit
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ConclusionsConclusions

The MPEG21 standard has been intensively studiedThe MPEG21 standard has been intensively studied
The tool core can manipulate MPEG21 digital items The tool core can manipulate MPEG21 digital items 
following the standard guidelinesfollowing the standard guidelines
The architecture benefits of the most advanced design The architecture benefits of the most advanced design 
patternspatterns
The Authoring Tool has been easily developed on the The Authoring Tool has been easily developed on the 
basis of the Command Manager interfacebasis of the Command Manager interface
A flexible approach to DRM has been realizedA flexible approach to DRM has been realized
♣♣ Remote service or local verificationRemote service or local verification
♣♣ It considers device/application trustinessIt considers device/application trustiness

The tool core architecture has been used to realize the The tool core architecture has been used to realize the 
AXMEDIS EditorAXMEDIS Editor
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