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Summary

X e AXMEDIS Authoring Tool/Player Scenario
e MPEG21 Overview
« Digital Item (DIDL)
« Rights Expression Language (REL)
& Intellectual Property Management and Protection (IPMP)
e AXMEDIS Tool Core
« General Architecture
& Object Oriented Design
The Controller
The Protection Processor
« Authoring Tool User Interface
Browsing the MPEG21 Digital ltem
Editing the attributes of MPEG21 Digital Item elements
@ Conclusions
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Authoring tool scenario Q’m‘fﬁl
X B A typical scenario for authoring tool
« the creation of a digital item
M from other digital items
E % on the basis of acquired licenses (DRM)
D « embedding digital resources: e.g. mp3 files, pdf files, etc.
{ e Authoring Tool is also a Player
S « To be able to preview the authored content
Authoring
Tool
User 3 @
S ——
o
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Player scenario

X e A typical scenario for AXMEDIS player
« the rendering of a digital item
M requires synchronization with other digital items content
E « on the basis of acquired licenses (DRM)
D « rendering embedded digital resources
’ e.g., mp3 files, pdf files, etc.
S

%@ Player
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MPEG21 Overview: Digital Item Concept /@«n@

e Extremely flexible content packaging
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MPEG21 Rights Expression Languag

right

issued to subject to

associated |with

A 4

{ resource J

[ principal J

e REL

« can declare rights and permissions

@ REL grant consist of
& principal to whom grant is issued
« rights the grant specifies
& resource to which right in grant applies
« condition to be met before grant can be exercised
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MPEG?21 Intellectual Property Management Qi'm‘flj;

Terminal can get IPMP Tools
embedded in content
by downloading it

IPMP_Control_Info_Descriptar

IPMP Tool List ‘ Obtain Missing IPMP

IPMP Tool ID(s) Tool(s)

E Digital ltem
Digital Item Declaration Missing IPMP
Tools

Alternate IPMP Tool ID(s) IPMP Tool Manager
i Terminal
| Parametric Tool Description(s) ! y IPMP Parser
3
IPMP Tool Holder "DI" Request % E REL Parser
IPMP Tool ID(s) Q) ]
IPMP ToolBody — N g Repcr:eosrzinmftion
'DI" Delivery S = Tool
Rights Holder Fls Fulure Tool
Rights Tool ID(s) ({TBD)
Rights Expressions

‘ Terminal- IPMP Tool Message Interchange Interface }—

Terminal-IPMP Tool
Communications.

‘ IPMP_Descriptor

‘ IPMP_Descriptor

IPMP Tool 1 IPMP Tool 2 0o0 IPMP Tool n
Ba
i :‘ Resource (s)
Ved
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AXMEDIS Tool Core: General Architecture

X @ Model-View-Controller design pattern

& use the Observer (event driven) and Command design pattern
M @ Model Status Manager
E & ensure a correct manipulation of the Model

avoiding simultaneous read/write access to the same data (locks)
D e Controller
’ « intermediary of every action performed on the Model.
« Executes/Inhibits operations with respect to rights and produce logs

s user actions rendering

authorization m Views ‘
algofithm commands external ‘

[ events déta

| Controller \ o

[ indexing
= Model Status data internal
L~ Manlager manipulation events |
PGL Model |
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AXMEDIS Tool Core: General Architecture ( axm E}J

e Model data-indexing

& mechanism to refer the
content outside the model 1

« views can refer a specific
element and does not hold a
memory pointer to it

& It allows only authorized external
access commands events

e Content manipulation
walk-trough
1. User acts on a view Controller indexing

2. View prepares a command )
to be executed (using internal
indexes) manipulation events

3. Controller checks
authorization and resolves
indexes and uses Model Model

4. Model raises “change”
events

5. View updates itself

data
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AXMEDIS Tool Core: Controller

PMSClient
3 |
|

«uses» | 1 «uses»

M «interfaccia» l
ICommandManagerListener ProtectionProcessor
E i
|

e Commands . .
«interfaccia»

« actions which IModelStatusManagerList | cuses»
can be J
performed on o
the Model. L I 1 b1 +| Commands ::Command

& derives from a

common base
class
(Command)

|

|

|

|

. |
& provides undo |
|

|

|

|

|

support and
grant
verification.
& rights must be
declared in order !

| «uses»

@ to be authorized «____ _

|
——* Commands ::Cc dAdd }

Elementindex
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AXMEDIS Tool Core: Controller (2)
e AddCommand containg == | s |

two parameters,
& new element to be
attached to the structure
« the index of the parent
element the new one
should be added to
A view deals with
Elementindex objects
It asks
AxCommandManager to
obtain data objects
referred by indexes

data element

« purified from references t¢

the Model

It uses cloned data
objects for rendering
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It receives a clone of thy ‘;

T
ayamedi
E—————
modelManager protectionProcessor pmsClient

T <<new>> T

add

Execute(add,

'
getAXOID() add
T
]
!

protectionProcessor verifies device integrity
before invoking pmsClient service

)

isGranted(axoic grants

7
]
| true

ExecutelaxCommandManager;

GetMode ()

etModelManager() 2xObject
modelManager| 3

GetElementRef(elementindex;

parentElement

el

G

e,
|

addinewElement]

StructureChangedievent,

result

SetLockec/(elementindex false;

result !

result

<<delete>> !
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AXMEDIS Tool Core: Protection Processor

@ Protection Processor
« verifies the integrity of
the software
& protects/unprotects the
elements of the Model.
& MPEG21 IPMP

e Protection Manager
Support

 is a remote service

# checks the grants
needed to execute an
action (authorization
algorithm)

& is used by Protection
Processor through a
built-in client

« MPEG21 REL

e DRM governed
= manipulation also in
offline context
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AxCommandManager

i <<yses>>

ProtectionProcessor

+unprotectElement(in protectedElement : AxElement) : AxElement
+protectElement(in unprotectedElement : AxElement) : AxElement
-ProtectionProcessor()

+getlnstance() : ProtectionProcessor*

+isGranted(in AXOID, in grants) : bool

+doToolVerification() : bool

-doLocalToolVerification() : bool

+verifySoftware(in swid : char*) : int

-doToolCertification() : void

+addActionLog(in actionLog : char*) : void

+getUID() : char*

+getTID() : char*

+getToolFingerprint() : char*

+getSystemTime() : char*

+disableTool() : void

+getCommunicationCertificate() : char*

T
<<yses>> i

Protection Manager
Support Service

12

Author: ... ........www.axmedis.org



AXMEDIS project slides
http://www.axmedis.org

e = [ |

x 1 1 I
M isGranted (AXOID, grants) : :
- . 1 doLocalToolVerification () |
M 1. local verification H? i
- - I
E of tool integrity - !
=== ge%e(csproxy() L
D getCommunicationCertificate ()
2. remote T crtitate
l verification of
tool integrity
s .'I HistoryHash ,actionLogList) |
true
3. evaluation of ereTeZse?&c_srTr&y(T-:?cs?r"ex?)_4: _____________ !

requested grants

clearActionLogs () i

isGranted (AXOID , grants ) i

4. update of tool e

~ tLastActionLe |
status SelasthcionLog() i

| . actionLog
@ on the basis of IS o 1] T —
e the previous L | '—

@ evaluation result. '
€ 1
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e

MPEG21-compliant Authoring Tool: User Interface

Manages several documents
& a Controller for each document
Manages several views on each document

X

M

E « connected with the proper Controller
|

S

TreeView
AttributeEditor
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e renders the hierarchical
structure of MPEG-21 DI

e adds/deletes DI elements

e cut-copy-paste and drag-
drop

e exploits Commands
provided by the Controller

« Expand, Add, Delete, Move,

Copy...

Browsing an MPEG21 Digital Item \/ixrn di

il
(5 & oL i

£l @ Declarations
<» Descriptor
B E Container
<» Descriptor
<E» Descriptor
B[ Item
455 Descriptor
Descriptor
[ PERFORMING_GROUP_ ] Descriptar
<% Descriptar
<% [RIGHTS_ ] Descriptar
<% [ICON_FILE_ ] Descriptar
+-%5 [ PLATFORM_Choice_ | Chaice
[ALL_SONGS_ ] Choice
5 [SONG_PICKER_ ] Choice
%5 [BITRATE Choice_ ] Choics
%5 [EXTRA_COMTENT Choice_ ] Choice
M5 [ COVER_ART_Choice_ | Choics
M5 [IMAGE_FORMAT_Choice_ ] Choics
5

{2 Condition
0 ahways_redmu
-1 Anchar
S8 Component
£ /& Component -
£ /& Component
+-- B Component
+-J8 Component
+-J8 Component
48 Component

1 Comporent =l
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L2

[®nput Form

Editing attributes of the MPEG21 Digital Item

[ Statement Element

[ Mime Type | [lestiplain

[ LocalPath | |

[ Encedna | |

Valuz [This is a package for John 0. Consumer. This package was

provider by Digital Music Unmited

Ok Reset Close

e dynamically configured on
the basis of the target
element

& the schema of the
MPEG21 element

e exploits Commands

provided by the Controller
« Edit
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@ The MPEG21 standard has been intensively studied
@ The tool core can manipulate MPEG21 digital items
following the standard guidelines
@ The architecture benefits of the most advanced design
patterns
@ The Authoring Tool has been easily developed on the
basis of the Command Manager interface
e A flexible approach to DRM has been realized
« Remote service or local verification
« It considers device/application trustiness

@ The tool core architecture has been used to realize the
AXMEDIS Editor

Ba
s

Toora
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i @emediy
Conclusions (@Xmediy
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