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PrefacePreface

Currently, the digitalCurrently, the digital--content market is growing very fast and it content market is growing very fast and it 
needs solutions of production, protection and distribution of needs solutions of production, protection and distribution of 
massive content collections. This is a real challenge for many massive content collections. This is a real challenge for many 
industries that are discovering the complexity of managing industries that are discovering the complexity of managing 
large digital content factories and distribution chains.large digital content factories and distribution chains.
Content producers, providers, aggregators and distributors Content producers, providers, aggregators and distributors 
constantly need to adopt innovative means of increasing constantly need to adopt innovative means of increasing 
efficiency in order to reduce cost and to cope with large scale efficiency in order to reduce cost and to cope with large scale 
traffic. traffic. 
Possible solutions to this challenge could be found by Possible solutions to this challenge could be found by 
automating, accelerating and restructuring production and automating, accelerating and restructuring production and 
protection processes.  Such solutions will enable the protection processes.  Such solutions will enable the 
production processes to be faster and cheaper, while at the production processes to be faster and cheaper, while at the 
same time providing new capabilities to support safer same time providing new capabilities to support safer 
distribution. distribution. 

Duration 8:30 Duration 8:30 –– 12:0012:00
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The tutorial is mainly focused on presenting the major The tutorial is mainly focused on presenting the major 
problems, architectures and solutions for content problems, architectures and solutions for content 
production, protection and distribution. production, protection and distribution. 

The experience of the speaker mainly referThe experience of the speaker mainly referss to a set of to a set of 
international research and development projects such as  international research and development projects such as  
WEDELMUSIC, MUSICNETWORK and AXMEDIS in which WEDELMUSIC, MUSICNETWORK and AXMEDIS in which 
technologies for the production, protection and technologies for the production, protection and 
distributions of digital content have been analyzed and distributions of digital content have been analyzed and 
developed for the major European industries of the developed for the major European industries of the 
sector. sector. 
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SummarySummary
Business and Value Chains Business and Value Chains 
Architectures for Content DistributionArchitectures for Content Distribution

♣♣ General architecture for content distributionGeneral architecture for content distribution
♣♣ Architectures for Single Channel Architectures for Single Channel 
♣♣ Multichannel ArchitectureMultichannel Architecture
♣♣ SuperSuper--Distribution ConceptsDistribution Concepts
♣♣ Content SharingContent Sharing
♣♣ Distribution/transaction models, Business modelsDistribution/transaction models, Business models

Content Production and PackagingContent Production and Packaging
♣♣ Content Models and PackagingContent Models and Packaging
♣♣ Content Gathering from Content Management SystemsContent Gathering from Content Management Systems
♣♣ Content AdaptationContent Adaptation
♣♣ Content production with GRID supportContent production with GRID support
♣♣ Content queries, indexingContent queries, indexing

Content Protection and TrackingContent Protection and Tracking
♣♣ Registration, Certification and Verification/AuthenticationRegistration, Certification and Verification/Authentication
♣♣ Digital Rights ManagementDigital Rights Management
♣♣ Formalizing and Processing LicensesFormalizing and Processing Licenses
♣♣ Supervising tools for protection, tracking, black lists Supervising tools for protection, tracking, black lists 
♣♣ Accounting and event reportingAccounting and event reporting

Examples that have been consideredExamples that have been considered
♣♣ Apple iApple i--TUNESTUNES
♣♣ AXMEDIS/WEDELMUSICAXMEDIS/WEDELMUSIC
♣♣ DMPDMP
♣♣ MPEGMPEG--2121
♣♣ Windows MediaWindows Media
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Business Business 
and Value and Value 
ChainsChains
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Business and Value Chains Business and Value Chains 

Content Type and fruition paradigmContent Type and fruition paradigm
Distribution of the BusinessDistribution of the Business
Not on Content for Entertainment Not on Content for Entertainment 
The Network for Business transaction or The Network for Business transaction or 
for Consumersfor Consumers
Some Examples of Value chainsSome Examples of Value chains
Content exploitation for the end usersContent exploitation for the end users
♣♣MPEG Multimedia Middleware, M3WMPEG Multimedia Middleware, M3W
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Content and channelsContent and channels

Source EITO2005Source EITO2005
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Western European Online Content revenues Western European Online Content revenues 

Source EITO2005Source EITO2005
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Emerging On Line Music Value ChainEmerging On Line Music Value Chain

Source EITO2005Source EITO2005
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Emerging Broadband VOD value chainEmerging Broadband VOD value chain

Source EITO2005Source EITO2005
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Emerging On Line Emerging On Line GaamesGaames value chainvalue chain

Source EITO2005Source EITO2005
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The Media Usage at homeThe Media Usage at home

Source EITO2005Source EITO2005
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M3W: MPEG Multimedia MiddlewareM3W: MPEG Multimedia Middleware

Standardization of the APIs for components and their Standardization of the APIs for components and their 
interactioninteraction
Dynamic management of ComponentsDynamic management of Components
Replacement of ComponentsReplacement of Components
Consumer Electronics devicesConsumer Electronics devices
First Working Draft for the next MPEG Meetings First Working Draft for the next MPEG Meetings 

M3W
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State of the art for Media State of the art for Media CentersCenters

Open Source (GPL) 

– Example MythTV, MediaPortal, etc.

– Open source code

– Liberal extendibility

– Short ttm, strong user driven 
community and innovation

– No Trustworthiness, limited 
Industry support, immature 

– “Open standards”

– Royalty free  

– OS: Linux, Windows

Proprietary closed

– Example MCE

– Closed source code

– Vendor controlled 

– Limited extendibility, large 
(industry) ecosystem 

– Weak differentiation

– Proprietary standards

– IP revenues

– OS: Windows MCE, XP, CE
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HomeHome--network of devices scenarionetwork of devices scenario

Applications
M3WRunTime

Downloadable/Remotable
M3WComps

M3WRunTime
Downloadable 
M3WComps

Application
M3WRunTime

Remotable
M3WComps

Application

PC

Home
Storage

MultiMedia CE

MM 
devices

Component
Vendors

M3WRunTime
Downloadable 
M3WComps

Home
WLAN
Home
WLAN

InternetInternet

DISITDISIT--M3WM3W
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DISIT M3W a distributed solution DISIT M3W a distributed solution 

Multimedia Application X

Component A for
PLATFORM

Service
1

Service
2

Multimedia Application Y

Component B for
PLATFORM

Service
3

Component A for
PLATFORM

Service
1

Service
2

static or dynamic linking static or dynamic linking

Multimedia Platform
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Major Related Major Related OrganisationsOrganisations

StandardisationStandardisation Bodies for elementsBodies for elements
♣♣ MPEGMPEG--2, MPEG (Motion Picture Expert Group)2, MPEG (Motion Picture Expert Group)
♣♣ OMA (Open Mobile Alliance)OMA (Open Mobile Alliance)
♣♣ MI3P (ID and licensing aspects)MI3P (ID and licensing aspects)
♣♣ OASIS (OASIS (OrganisationOrganisation for advancement in Structured Information for advancement in Structured Information 

Standards)Standards)
♣♣ TVTV--AnyTimeAnyTime (DVB(DVB…….).)

Associations/organization:Associations/organization:
♣♣ OeBOeB (Open (Open eBookeBook Forum)Forum)
♣♣ CRF (Content Reference Forum)CRF (Content Reference Forum)
♣♣ WIPO (World Intellectual Property Organization)WIPO (World Intellectual Property Organization)
♣♣ RIAA (Recording Industry Association of America)RIAA (Recording Industry Association of America)
♣♣ WSWS--I (Web Services Interoperability Organisation)I (Web Services Interoperability Organisation)
♣♣ ISMA (Internet Streaming Media Alliance)ISMA (Internet Streaming Media Alliance)
♣♣ CC (Creative Commons)CC (Creative Commons)

Projects on Architecture and Value chain solutionsProjects on Architecture and Value chain solutions
♣♣ AXMEDIS Project AXMEDIS Project 
♣♣ DMP (Digital Media Project)DMP (Digital Media Project)
♣♣ Etc.Etc.
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Major Technology Providers in different area Major Technology Providers in different area 

• Adobe
• Apple
• AXMEDIS
• Beep Science
• ContentGuard of Xerox and a part of Microsoft
• Digital World Services (Bertelsmann)
• DMDsecure
• IBM
• Intertrust is of Sony and Philips
• LiquidAudio
• Lockstream: Mobile DRM, OMA, Catalyst DRM, 
• Macrovision in partnership with Microsoft
• Microsoft
• NDS
• Panasonic Europe
• Philips
• RealNetworks, used by IBM
• Roxio
• WEDELMUSIC
• Yacast
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EE--Content DistributionContent Distribution

EE--Content Distribution applications are:Content Distribution applications are:
♣♣ Distributed ApplicationsDistributed Applications
♣♣ ““Mission CriticalMission Critical”” ApplicationsApplications
♣♣ Require BuiltRequire Built--in System Management, Highin System Management, High--

AvailabilityAvailability
♣♣ Transactional ApplicationsTransactional Applications

Changing the statusChanging the status
Bank operationsBank operations

♣♣ Digital Good or not, mainly digital in this tutorialDigital Good or not, mainly digital in this tutorial
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Applications of Content Distribution with protectionApplications of Content Distribution with protection

Entertainment and leisureEntertainment and leisure
BankingBanking
Administration Administration 
♣♣ Sharing dataSharing data
♣♣ Sharing CV and personal informationSharing CV and personal information
♣♣ Sharing medical results, and medical informationSharing medical results, and medical information

EE--CommerceCommerce
Cultural:Cultural:
♣♣ Archive and museum for content sharingArchive and museum for content sharing
♣♣ EE--learning, Distance learninglearning, Distance learning

GovernmentGovernment
♣♣ Sharing of legal information on legal actionsSharing of legal information on legal actions
♣♣ Sharing military informationSharing military information
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ACIDACID

Atomicity: complete allAtomicity: complete all--oror--nothingnothing

Consistency:  transaction must leave the Consistency:  transaction must leave the 
system in a correct state or it must abortsystem in a correct state or it must abort

Isolation: the transaction behavior is not Isolation: the transaction behavior is not 
effected by other transactions or its effect is effected by other transactions or its effect is 
hidden to the user and in any case the atomicity hidden to the user and in any case the atomicity 
is guaranteeis guarantee

Durability: the transactionDurability: the transaction’’s effects are s effects are 
permanent after it commits. They survive permanent after it commits. They survive 
system failures system failures 
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Architectures Architectures 
for Content for Content 
DistributionDistribution
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Summary Summary 

Architectures for Content DistributionArchitectures for Content Distribution
♣♣ General architecture for content distributionGeneral architecture for content distribution
♣♣ Architectures for Single Channel Architectures for Single Channel 
♣♣ Multichannel ArchitectureMultichannel Architecture
♣♣ SuperSuper--Distribution ConceptsDistribution Concepts
♣♣ Content SharingContent Sharing
♣♣ Distribution/transaction modelsDistribution/transaction models
♣♣ Business modelsBusiness models

Content Production and PackagingContent Production and Packaging
♣♣ Content Models and PackagingContent Models and Packaging
♣♣ Content Adaptation, description, composition, and processingContent Adaptation, description, composition, and processing
♣♣ Content production with GRID supportContent production with GRID support
♣♣ Content Gathering from Content Management SystemsContent Gathering from Content Management Systems
♣♣ Content queries, indexingContent queries, indexing

Content Protection and TrackingContent Protection and Tracking
♣♣ Registration, Certification and Verification/AuthenticationRegistration, Certification and Verification/Authentication
♣♣ Digital Rights ManagementDigital Rights Management
♣♣ Formalizing and Processing LicensesFormalizing and Processing Licenses
♣♣ Supervising tools for protection, tracking, black lists Supervising tools for protection, tracking, black lists 
♣♣ Accounting and event reportingAccounting and event reporting
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Certifier and 
Supervisor

General Architecture OverviewGeneral Architecture Overview

Content 
provider

Content 
provider

Content 
provider

Content
Gathering

Content
FACTORY

Content
Packaging

Content
Protection

LicensesLicenses
Protection Protection 
InformationInformation

Distribution 
Server

Payment 
Server

License License 
ContractContract
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Content Distribution a Conceptual ModelContent Distribution a Conceptual Model

Windows Windows 
Media 9Media 9

Content
FACTORY

Content 
provider

Content 
provider

Content 
provider

WEB 
ServerPayment 

Server

Carrier
Carrier

Content DistributorContent Distributor
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The Case of Napster and Windows MediaThe Case of Napster and Windows Media

Source EITO2005Source EITO2005
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Another Solution with StreamingAnother Solution with Streaming

Distribution
SERVER

Application ServerApplication Server
TransactionsTransactionsContent

Gathering

Content
Packaging

Content
Protection

licenseslicenses

us
er

s
us

er
s

Payment 
Server

Streaming
SERVER

Content ProducerContent Producer

Content DistributorContent Distributor

Payment CollectorPayment Collector

License License 
ContractContract
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Another Solution with third party protectionAnother Solution with third party protection

Distribution
SERVER

Application ServerApplication Server
TransactionsTransactions

Content
Gathering

Content
Packaging

Content
Protection

licenselicense

us
er

s
us

er
s

Payment 
Server

Third partyThird party

Content DistributorContent Distributor

License License 
ContractContract
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AXMEDIS General ArchitectureAXMEDIS General Architecture

Content Integrator  

AXMEDIS
Portal

Distributor

Distributor

Content Provider  

Distributor

AXMEDIS Certifier  & 
Supervisor 

Collecting Society  

Content Provider  

Content Provider  

AXMEDIS General Architecture, mainly B2B side

AXMEDIS 
P2P TOOL
(AXEPTool)

B2B Mainly B2C

Content Integrator  
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Multichannel ProblemsMultichannel Problems

Different Channels:Different Channels:
♣♣ ii--TV, Interactive TV, Satellite/terrestrial TV, Interactive TV, Satellite/terrestrial databroadcastdatabroadcast (MPEG4, (MPEG4, 

MHP), mainly streaming or Push MHP), mainly streaming or Push 
♣♣ Internet, streaming or downloadInternet, streaming or download
♣♣ Kiosks, mainly downloadKiosks, mainly download
♣♣ Cellular network: mobiles, PDA, Smart Phone, etc.., mainly Cellular network: mobiles, PDA, Smart Phone, etc.., mainly 

streamingstreaming
♣♣ Traditional physical mediaTraditional physical media
♣♣ Etc.Etc.

Content Coming from a single factoryContent Coming from a single factory
♣♣ Content has to be smartly prepared in advanceContent has to be smartly prepared in advance
♣♣ Content can be requested on Demand if streamingContent can be requested on Demand if streaming
♣♣ Content should be produced on demandContent should be produced on demand
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Multichannel ProblemsMultichannel Problems

Different channels means:Different channels means:
♣♣Different formats to be producedDifferent formats to be produced
♣♣Different content type: video, audio, Different content type: video, audio, 

multimedia, etc.multimedia, etc.
♣♣Needs of Real Time Adaptation Needs of Real Time Adaptation 
♣♣Large number of final user devices, need of Large number of final user devices, need of 

profiling for users and devices with channelprofiling for users and devices with channel
♣♣Need of Content on demand ?? Need of Content on demand ?? 
♣♣Different methods for paymentsDifferent methods for payments
♣♣Different business and transaction modelsDifferent business and transaction models
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....

AXMEDIS
Portal

AXMEDIS General Architecture, mainly B2C

AXMEDIS 
P2P TOOL
(AXEPTool)

PCs

PDAs

OpenSky Data Broadcast

AXMEDIS Certifier  &  
Supervisor Server Clients

Kiosks
Kiosks

i-TVs

Channel Distributors

PC- Distributors

PDA- Distributors

Mobile-Distributors
Mobiles

Satellite Data Broadcast

Packaging

Content Integrators 

Content Providers  
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Super Distribution ConceptsSuper Distribution Concepts

What is intendedWhat is intended
♣♣ A distribution in which the users collaborate to the A distribution in which the users collaborate to the 

distribution, such as in the P2P environmentsdistribution, such as in the P2P environments
♣♣ A solution in which the content is separate from the A solution in which the content is separate from the 

Protection Information, while the License can be in Protection Information, while the License can be in 
the object or no the object or no 

♣♣ A Solution in which the Certifier and Supervisors A Solution in which the Certifier and Supervisors 
and/or the device are capable of detecting violations and/or the device are capable of detecting violations 
thus activating some recovering activitythus activating some recovering activity

Examples are: Examples are: 
♣♣ AXMEDIS:AXMEDIS:

B2B B2B withwith AXEPToolAXEPTool
B2C, C2C B2C, C2C withwith AXMEDIA AXMEDIA tooltool
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Content SharingContent Sharing

Can be among Business entities or ConsumersCan be among Business entities or Consumers
♣♣ B2B: Business to BusinessB2B: Business to Business
♣♣ C2C: Consumer to ConsumerC2C: Consumer to Consumer

Only if allowed at Contractual LevelOnly if allowed at Contractual Level
♣♣ A sort of redistribution towards third partiesA sort of redistribution towards third parties
♣♣ Typical for Typical for 

non protected content, or fornon protected content, or for
protected content with resource separate from the license protected content with resource separate from the license 
and protection informationand protection information

Practical for Archives, Conservatories, Libraries, etc. Practical for Archives, Conservatories, Libraries, etc. 

An example is the WEDELMUSIC Solution that is also An example is the WEDELMUSIC Solution that is also 
feasible with AXMEDIS environment/technology. feasible with AXMEDIS environment/technology. 

6/16/2005
36ICECCS 2005, June 2005, © Paolo Nesi

Web DELivering of MUSIC scores
http://www.wedelmusic.org

Dipartimento Sistemi e Informatica

Fraunhofer Institute for
Computer Graphics
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Transaction ModelsTransaction Models

• Mediateques and Libraries
– Agreement for free consultation
– Percentage, forfeit, etc.
– Collecting content from several content 

owners and other mediateques
• Mediateques as Content Distributors

– pay per play, special contracts, …
– precise DRM: protection + certification + 

control of exploited functionalities 
– respect of the privacy

6/16/2005
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Sharing Content ModelSharing Content Model

Sharable Archive Server

Internet

Distributor

Local Distributor

Content

Clients

Content Distributor

Content Distributor Local Area Network

Local Distributor

Clients

Content Distributor Local Area Network

Clients

Local Area NetworkLocal Distributor

Sharable Archive Server ……

……

……

Distributor
Content

Clients at 
home
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WEDELMUSIC Editor and IntegratorWEDELMUSIC Editor and Integrator

• To build your WEDELMUSIC objects
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Distribution/transaction modelsDistribution/transaction models

B2B: Business to BusinessB2B: Business to Business
♣♣ Among digital good producer, publishers, integrator, Among digital good producer, publishers, integrator, 

resellers, etc.resellers, etc.
♣♣ They add values and thus They add values and thus ……

B2C: Business to ConsumerB2C: Business to Consumer
♣♣ From distributors to consumersFrom distributors to consumers

C2C: Consumer to ConsumerC2C: Consumer to Consumer
♣♣ File sharingFile sharing
♣♣ Virtual Good sharingVirtual Good sharing

B2B2CB2B2C
♣♣ Integrated B2B to B2CIntegrated B2B to B2C
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Business modelsBusiness models

Off Line PaymentOff Line Payment

On Line PaymentOn Line Payment

Off Line deliveringOff Line deliveringOn Line deliveringOn Line delivering

Any goodAny goodDigital goodDigital good

Any goodAny goodDigital goodDigital good

Physical goodPhysical good

Digital goodDigital good

Off Line usageOff Line usageOn Line usageOn Line usage

Yes Yes No senseNo sense

YesYesYesYes
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Business ProblemBusiness Problem

Identification of the user for the businessIdentification of the user for the business
♣♣ Respect of the privacy for the usagesRespect of the privacy for the usages
♣♣ Payment modelPayment model

Legal contract for the licenseLegal contract for the license
♣♣ Tools for controlling the actionsTools for controlling the actions

Delivering of physical or digital objectsDelivering of physical or digital objects

Tracking/control of the usage in terms of rights Tracking/control of the usage in terms of rights 
exploited by the end userexploited by the end user
♣♣ Action tracking and log, accounting, etc. Action tracking and log, accounting, etc. 
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Business Rules, a way to formalize allowed rightsBusiness Rules, a way to formalize allowed rights

Exploitation Models (contracts from the consumers to Exploitation Models (contracts from the consumers to 
the provider are aligned to the exploitation model):the provider are aligned to the exploitation model):
♣♣ Subscription to a collection or serviceSubscription to a collection or service
♣♣ All you can heatAll you can heat
♣♣ Pay per rentingPay per renting
♣♣ Pay per use, pay per play, pay per print, etc. Pay per use, pay per play, pay per print, etc. 
♣♣ Pay per stream, download, etcPay per stream, download, etc……
♣♣ Pay per minute all you can heatPay per minute all you can heat
♣♣ Burning the CD Burning the CD 
♣♣ Copy the objectCopy the object
♣♣ Moving the objectMoving the object
♣♣ Passing the object to a different devicePassing the object to a different device
♣♣ Pay per building a collectionPay per building a collection
♣♣ Preview without payingPreview without paying
♣♣ Try and buyTry and buy

Etc.Etc.
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Business Rules, a way to formalize allowed rightsBusiness Rules, a way to formalize allowed rights

It may be based on limiting It may be based on limiting 
♣♣ Number of times you can do an action, and usageNumber of times you can do an action, and usage
♣♣ in a temporal window for the exploitation of any rightsin a temporal window for the exploitation of any rights

rentingrenting
♣♣ in a space in a space 

regional area or regional area or 
domain (set of computers, etc.) domain (set of computers, etc.) 

♣♣ The usage according to the user profile: The usage according to the user profile: 
impaired, impaired, 
student, student, 
Archival Archival 
etc. etc. 
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Content Distributors web sitesContent Distributors web sites

TISCALI, 12 portalsTISCALI, 12 portals
♣♣ Audio tracks of OD2 and videos (MIKADO)Audio tracks of OD2 and videos (MIKADO)
♣♣ Windows Media DRMWindows Media DRM

SKY, EUTELSATSKY, EUTELSAT
♣♣ Video, MPEG4Video, MPEG4

BuyMusic.comBuyMusic.com
♣♣ SDMI, Windows Media DRMSDMI, Windows Media DRM

Real NetworksReal Networks
ROXIO, NapsterROXIO, Napster
♣♣ Windows Media DRMWindows Media DRM

Warner Music UK is using the Warner Music UK is using the Share!Share!
♣♣ Windows Media DRMWindows Media DRM

Musicmatch.comMusicmatch.com
♣♣ 360.000 tracks, Windows Media DRM360.000 tracks, Windows Media DRM
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Content Content 
Production and Production and 
PackagingPackaging
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Summary Summary 

Content Production and PackagingContent Production and Packaging
♣♣ Content Models and PackagingContent Models and Packaging
♣♣ Content AdaptationContent Adaptation
♣♣ Content DescriptionContent Description
♣♣ Content Composition and FormattingContent Composition and Formatting
♣♣ Content Processing with GRID supportContent Processing with GRID support
♣♣ Content Gathering from Content Management SystemsContent Gathering from Content Management Systems
♣♣ Content Queries, indexingContent Queries, indexing

Content Protection and TrackingContent Protection and Tracking
♣♣ Registration, Certification and Verification/AuthenticationRegistration, Certification and Verification/Authentication
♣♣ Digital Rights ManagementDigital Rights Management
♣♣ Formalizing and Processing LicensesFormalizing and Processing Licenses
♣♣ Supervising tools for protection, trackingSupervising tools for protection, tracking
♣♣ Managing black lists Managing black lists 
♣♣ Accounting and event reportingAccounting and event reporting
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Content Production and PackagingContent Production and Packaging

Content Models and Packaging: Content Models and Packaging: 
♣♣ MPEGMPEG--21, LOM, WEDELMUSIC21, LOM, WEDELMUSIC

Content ProcessingContent Processing
♣♣ Content AdaptationContent Adaptation
♣♣ Content DescriptionContent Description
♣♣ Content Composition and FormattingContent Composition and Formatting

Content Processing ControlContent Processing Control
♣♣ Content production with GRID support, Content production with GRID support, 

Automatic ProcessingAutomatic Processing
♣♣ WorkflowWorkflow

Content Gathering/IngestionContent Gathering/Ingestion
Content Management SystemsContent Management Systems
♣♣ Content databaseContent database
♣♣ Content descriptionContent description
♣♣ Content queries, indexing, Content queries, indexing, 
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Content ModelContent Model

Content is typically comprised of several aspectsContent is typically comprised of several aspects

For content is typically intended all:For content is typically intended all:
♣♣ From metadata to digital resourcesFrom metadata to digital resources
♣♣ From complex composed digital objects to simple resourcesFrom complex composed digital objects to simple resources
♣♣ From licenses to games, etc. From licenses to games, etc. 
♣♣ From MSFrom MS--WORD files to MPEG4, HTML, LOM, etc.WORD files to MPEG4, HTML, LOM, etc.

Main aspects of a content can beMain aspects of a content can be
♣♣ Metadata, many typesMetadata, many types
♣♣ Digital Resource, hierarchical or notDigital Resource, hierarchical or not
♣♣ Licensing information and license itselfLicensing information and license itself
♣♣ Protection informationProtection information
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Metadata and digital resourcesMetadata and digital resources

Metadata, many typesMetadata, many types
♣♣ Identification codes: UUID, AXOID, ISRC, etcIdentification codes: UUID, AXOID, ISRC, etc……
♣♣ Classification codes: Dublin Core, etcClassification codes: Dublin Core, etc……
♣♣ Descriptors: technical or conceptual Descriptors: technical or conceptual 
♣♣ FingerprintFingerprint
♣♣ Historical and versioning aspectsHistorical and versioning aspects
♣♣ Producer, etc.Producer, etc.

Digital Resource, hierarchical or notDigital Resource, hierarchical or not
♣♣ Single Files: Single Files: 

image, video, doc, game, animation, education, audio, etc.image, video, doc, game, animation, education, audio, etc.
♣♣ Multimedia files, hierarchies of files: Multimedia files, hierarchies of files: 

HTML, LOM, WEDELMUSIC, MPEGHTML, LOM, WEDELMUSIC, MPEG--4, etc. 4, etc. 
♣♣ Etc. Etc. 
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Licensing and Protection InformationLicensing and Protection Information

Licensing information and license itselfLicensing information and license itself
♣♣ License Model, referencing a PARLicense Model, referencing a PAR
♣♣ Formal models: Formal models: 

MPEG21 REL/RDD, Patents, mainly from MPEG21 REL/RDD, Patents, mainly from XrMLXrML (Content Guard)(Content Guard)
ODRL, Open Digital Rights Management, very open and no costODRL, Open Digital Rights Management, very open and no cost
XrMLXrML: Extensible Rights Markup Language, initially from XEROX: Extensible Rights Markup Language, initially from XEROX
etc.etc.

♣♣ Processing Licenses for various purposesProcessing Licenses for various purposes

Protection information ModelProtection information Model
♣♣ Protection Information For each Single Protected ObjectProtection Information For each Single Protected Object
♣♣ How an object is protectedHow an object is protected
♣♣ Which algorithms are used for encryption, scrambling, compressinWhich algorithms are used for encryption, scrambling, compressing, g, 

etc.etc.
♣♣ How they are applied: sequence, segment, etc. How they are applied: sequence, segment, etc. 
♣♣ Protection behavior and streamingProtection behavior and streaming
♣♣ Any associated key and parameterAny associated key and parameter
♣♣ Etc. Etc. 
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MetadataMetadata

Protected Protected 

Digital ContentDigital Content

Packaging and Protection, Open ModelPackaging and Protection, Open Model

LicenseLicense

ResourceResource

ProtProt--InfoInfo

MetadataMetadata

ResourceResource

MetadataMetadata

ResourceResource
License ModelLicense Model

ProtProt--Info ModelInfo Model

License License 
ContractContract

ProtectionProtection

Packaging

Packaging
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Protected Protected 

Digital ContentDigital Content

Production of Governed ObjectsProduction of Governed Objects

LicenseLicense

ProtProt--InfoInfo

MetadataMetadata

ResourceResource

MetadataMetadata

ResourceResource

License License 
ContractContract

ProtectionProtection
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Production of Objects and Augmented LicenseProduction of Objects and Augmented License

ProtProt--InfoInfo

MetadataMetadata

ResourceResource

Protected Protected 

Digital ContentDigital Content

ResourceResource

MetadataMetadata LicenseLicense

License License 
ContractContract

Augmented Augmented 
LicenseLicense

ProtectionProtection
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MDMD
Ref to Ref to 

ProtectedProtected
Digital ContentDigital Content

Content representationContent representation

MDMD
Protected 
Protected 

Digital Content

Digital Content

MDMD

Protected Protected 

Digital ContentDigital Content
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MPEGMPEG

MPEG is a working group of ISOMPEG is a working group of ISO
♣♣ ISO/IEC JTC 1/SC 29/WG 11ISO/IEC JTC 1/SC 29/WG 11
♣♣ WorkingWorking GroupGroup ISO/IECISO/IEC
♣♣ Coding of moving pictures and audioCoding of moving pictures and audio
♣♣ MPEGMPEG--1: Standard 1: Standard forfor storagestorage andand retrievalretrieval of of movingmoving picturespictures andand

audio audio onon storagestorage mediamedia
♣♣ MPEGMPEG--2: Standard 2: Standard forfor digital digital televisiontelevision
♣♣ MPEGMPEG--4: Standard 4: Standard forfor representingrepresenting multimedia multimedia contentcontent, video , video andand 3D 3D 

virtual virtual modelmodel integratedintegrated withwith audio, etc.audio, etc.
♣♣ MPEGMPEG--7: Standard 7: Standard forfor descriptiondescription of audio of audio andand visual visual contentcontent
♣♣ MPEGMPEG--21: Multimedia 21: Multimedia FrameworkFramework, , provides a truly interoperable provides a truly interoperable 

multimedia frameworkmultimedia framework

Development of international standards for Development of international standards for 
♣♣ compression, decompression, compression, decompression, 
♣♣ processing and coded representation of moving pictures, audio, aprocessing and coded representation of moving pictures, audio, and nd 

their combination, their combination, 
♣♣ in order to satisfy a wide variety of applicationsin order to satisfy a wide variety of applications
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MPEGMPEG--21 Multimedia 21 Multimedia FrameworkFramework

Part 1: Part 1: VisionVision, , Technologies and StrategyTechnologies and Strategy
Part 2: Digital Item Declaration, DIDPart 2: Digital Item Declaration, DID
Part 3: Digital Part 3: Digital Item Item Identification, DIIIdentification, DII
Part 4: Intellectual Property Management and Protection, IPMPPart 4: Intellectual Property Management and Protection, IPMP
Part 5: Rights Expression Language, RELPart 5: Rights Expression Language, REL
Part 6: Rights Data Dictionary, RDDPart 6: Rights Data Dictionary, RDD
Part 7: Digital Part 7: Digital Item Item Adaptation, DIAAdaptation, DIA
Part 8: Reference SoftwarePart 8: Reference Software
Part 9: File Format, FFPart 9: File Format, FF
Part 10: Digital Item Processing, DIPPart 10: Digital Item Processing, DIP
Part 11: Part 11: Evaluation Methods forEvaluation Methods for Persistent Persistent Association Association 
TechnologiesTechnologies
Part 12: Test Bed for MPEGPart 12: Test Bed for MPEG--21 Resource Delivery21 Resource Delivery
Part 13: Scalable Video CodingPart 13: Scalable Video Coding
Part 14: ConformancePart 14: Conformance
Part 15: Event Reporting, ERPart 15: Event Reporting, ER
Part 16: DID Part 16: DID binarisationbinarisation
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Aim and Aim and Parts of MPEGParts of MPEG--2121

Content Handling and UsageContent Handling and Usage
♣♣ Provide interfaces and protocols that enable creation, Provide interfaces and protocols that enable creation, 

manipulation, search, access, storage, delivery, and reuse of manipulation, search, access, storage, delivery, and reuse of 
content across the content distribution and consumption value content across the content distribution and consumption value 
chainchain

Terminals and NetworksTerminals and Networks
♣♣ The ability to provide interoperable and transparent access to The ability to provide interoperable and transparent access to 

content across network and terminalcontent across network and terminal

Parts:Parts:
P2: Digital Item Declaration, DID P2: Digital Item Declaration, DID 
♣♣ A uniform and flexible abstraction and interoperable schema for A uniform and flexible abstraction and interoperable schema for 

declaring Digital Itemsdeclaring Digital Items
P3: Digital Item Identification and DescriptionP3: Digital Item Identification and Description
♣♣ A framework for identification and description of any entity A framework for identification and description of any entity 

regardless of its nature, type or granularityregardless of its nature, type or granularity
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Parts of MPEGParts of MPEG--2121

P4: Intellectual Property Management and Protection, P4: Intellectual Property Management and Protection, 
IPMPIPMP
♣♣ The means to enable content to be persistently and reliably The means to enable content to be persistently and reliably 

managed and protected across a wide range of networks and managed and protected across a wide range of networks and 
devicesdevices

P5: Rights Expression LanguageP5: Rights Expression Language
specifies a machinespecifies a machine--readable language that can declare rights readable language that can declare rights 
and permissions using the terms as defined in the Rights Data and permissions using the terms as defined in the Rights Data 
DictionaryDictionary

P6: Rights Data DictionaryP6: Rights Data Dictionary
specifies a dictionary of key terms required to describe usersspecifies a dictionary of key terms required to describe users’’
rightsrights

P7: Digital Item Adaptation, DIAP7: Digital Item Adaptation, DIA
defines description tools for usage environment and content defines description tools for usage environment and content 
format features that might influence the transparent access to format features that might influence the transparent access to 
the multimedia contentthe multimedia content
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Parts of MPEGParts of MPEG--2121

P8: Reference SoftwareP8: Reference Software
♣♣ includes software that implements the tools specified in the includes software that implements the tools specified in the 

MPEGMPEG--21 Spec.21 Spec.
P9: File FormatP9: File Format

defines a file format for storing and distributing Digital Itemsdefines a file format for storing and distributing Digital Items..
P10: Digital Item ProcessingP10: Digital Item Processing
♣♣ defines mechanisms for standardized and interoperable defines mechanisms for standardized and interoperable 

processing of the information in Digital Item.processing of the information in Digital Item.
P11: Evaluation Methods for Persistent Association P11: Evaluation Methods for Persistent Association 
ToolsTools
♣♣ This Technical Report documents best practice in the This Technical Report documents best practice in the 

evaluation of persistent association technologies, i.e., evaluation of persistent association technologies, i.e., 
technologies that link information to identify and describe technologies that link information to identify and describe 
content using the content itself. content using the content itself. 
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Parts of MPEGParts of MPEG--2121

P12: Test Bed for MPEGP12: Test Bed for MPEG--21 Resource Delivery21 Resource Delivery
♣♣ provides a softwareprovides a software--based test bed for delivering scalable based test bed for delivering scalable 

media and testing/evaluating this scalable media delivery in media and testing/evaluating this scalable media delivery in 
streaming environments.streaming environments.

P14: ConformanceP14: Conformance
Provide suitable criteria to evaluate conformance to MPEGProvide suitable criteria to evaluate conformance to MPEG--21 21 
parts of a complaint systemparts of a complaint system

P15: Event ReportingP15: Event Reporting
Specifies how to express ERSpecifies how to express ER--Request and Event Report and Request and Event Report and 
how they are represented as digital itemhow they are represented as digital item

P16: Binary Format P16: Binary Format 
Specifies the MPEGSpecifies the MPEG--21 binary format which is an alternative 21 binary format which is an alternative 
serialization format of MPEGserialization format of MPEG--21 descriptions as specified 21 descriptions as specified 
within other MPEGwithin other MPEG--21 parts21 parts
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MPEGMPEG--21 Part 2 21 Part 2 —— Digital Item DeclarationDigital Item Declaration

Index a Digital ItemIndex a Digital Item

Purpose: describe a set of abstract terms and Purpose: describe a set of abstract terms and 
concepts to form a useful model for defining Digital concepts to form a useful model for defining Digital 
ItemsItems

Three normative sections:Three normative sections:
♣♣ ModelModel

set of abstract terms and conceptsset of abstract terms and concepts
♣♣ RepresentationRepresentation

normative description of syntax & semantics of DID normative description of syntax & semantics of DID 
elementselements

♣♣ SchemaSchema
normative XML schema comprising the entire grammar of normative XML schema comprising the entire grammar of 
DIDDID
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Digital Digital 
Item Item 
Declaration Declaration 
in more in more 
detaildetail
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Digital Item Declaration exampleDigital Item Declaration example
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Descriptor
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MPEGMPEG--21 Part 3 21 Part 3 —— Digital Item IdentificationDigital Item Identification

The scope of the Digital Item Identification The scope of the Digital Item Identification 
(DII) specification includes:(DII) specification includes:
♣♣ How to uniquely identify Digital Items and parts How to uniquely identify Digital Items and parts 

thereof (including resources)thereof (including resources)
♣♣ How to uniquely identify IP related to the Digital Items How to uniquely identify IP related to the Digital Items 

(and parts thereof), for example abstractions(and parts thereof), for example abstractions
♣♣ How to uniquely identify Description SchemesHow to uniquely identify Description Schemes
♣♣ How to use identifiers to link Digital Items with related How to use identifiers to link Digital Items with related 

information such as descriptive metadatainformation such as descriptive metadata
♣♣ How to identify different types if Digital ItemsHow to identify different types if Digital Items
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DII example: MPEGDII example: MPEG--21 music album21 music album
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AXMEDIS Model on MPEGAXMEDIS Model on MPEG--2121
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AXMEDIS Model on MPEGAXMEDIS Model on MPEG--2121
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The process of Content AdaptationThe process of Content Adaptation

It is a ProcessingIt is a Processing
♣♣ Resource: Resizing, rate, Resource: Resizing, rate, transcodingtranscoding, etc., etc.

Scaling of: time, spatial, frequency, color, etc.Scaling of: time, spatial, frequency, color, etc.
♣♣ License: filtering, reLicense: filtering, re--issuing, issuing, transcodingtranscoding, etc., etc.
♣♣ Metadata: filtering, Metadata: filtering, transcodingtranscoding, etc., etc.
♣♣ Protection Information: change, update, etc.Protection Information: change, update, etc.

Digital AdaptationDigital Adaptation
♣♣ It has to be authorized to be performed on protected It has to be authorized to be performed on protected 

contentcontent
♣♣ Depending on the device capabilitiesDepending on the device capabilities
♣♣ Depending on the final user needsDepending on the final user needs
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Relation between DIA and other MPEGRelation between DIA and other MPEG--21parts21parts
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Where to perform the Content AdaptationWhere to perform the Content Adaptation

On the Provider in delivering content to distributorsOn the Provider in delivering content to distributors
♣♣ Relevant numbers of versions (protection models, etc.) for the sRelevant numbers of versions (protection models, etc.) for the same contentame content
♣♣ High performanceHigh performance

On the Distributor server in delivering content to the endOn the Distributor server in delivering content to the end--useruser
♣♣ Huge number of adaptation/protection per second, Huge number of adaptation/protection per second, 

typically solution used for distributing content on mobilestypically solution used for distributing content on mobiles
Thousands of different models of mobilesThousands of different models of mobiles

♣♣ Very High performance, GRID solutionsVery High performance, GRID solutions
♣♣ Very hard to protect all these different versions and single objVery hard to protect all these different versions and single objectsects

On the client terminal before renderingOn the client terminal before rendering
♣♣ Delay for the end userDelay for the end user
♣♣ Cost in terms of capabilities for the terminal device, a lot of Cost in terms of capabilities for the terminal device, a lot of software is neededsoftware is needed

The solutions used are typically a balance The solutions used are typically a balance 
♣♣ from the last two for the Mobilesfrom the last two for the Mobiles
♣♣ From the first two for InternetFrom the first two for Internet
♣♣ No adaptation is typically provided for INo adaptation is typically provided for I--TV STBTV STB
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Content Adaptation Quality of ServiceContent Adaptation Quality of Service

Content Adaptation means also Content Adaptation means also QoSQoS
Adaptation of Content during streamingAdaptation of Content during streaming
♣♣ It has to be performed on the stream on the binary It has to be performed on the stream on the binary 

informationinformation
♣♣ The stream has to be provide specific references to The stream has to be provide specific references to 

Adaptation can be performed onAdaptation can be performed on
♣♣ Server (if the bidirectional channel is Server (if the bidirectional channel is preentpreent))
♣♣ Client (only solution for Push)Client (only solution for Push)

When content is protectedWhen content is protected
♣♣ It has to be performed on segment that can be It has to be performed on segment that can be 

unprotectedunprotected
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Content DescriptionContent Description

Any formal description of a digital resourceAny formal description of a digital resource
♣♣ Audio: Rhythm, tonality, duration, genre, etc. Audio: Rhythm, tonality, duration, genre, etc. 
♣♣ Video: number of scenes, description of the scene, etc. Video: number of scenes, description of the scene, etc. 
♣♣ Text: main keywords, summary, topics, etc. Text: main keywords, summary, topics, etc. 
♣♣ Etc.Etc.
♣♣ But also: fingerprint such as MD5, etc. But also: fingerprint such as MD5, etc. 

Usage of Descriptors:Usage of Descriptors:
♣♣ Indexing into the databaseIndexing into the database
♣♣ Query into the databaseQuery into the database
♣♣ Recognition for protectionRecognition for protection

MPEGMPEG--77
♣♣ MetamodelMetamodel for descriptors:for descriptors:
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Content Descriptors FeaturesContent Descriptors Features

Expected Features:Expected Features:
♣♣ Robustness with respect to adaptationRobustness with respect to adaptation

Scaling: time, space, color, etc.Scaling: time, space, color, etc.
♣♣ Short and conciseShort and concise
♣♣ RepeatableRepeatable
♣♣ Light to be estimated Light to be estimated 

If used as Fingerprint of the ContentIf used as Fingerprint of the Content
♣♣ Unique or close to be unique if used as Easily to be estimated, Unique or close to be unique if used as Easily to be estimated, 

low computational complexity  low computational complexity  
♣♣ RealReal--time estimation in streaming, estimable on the basis of a time estimation in streaming, estimable on the basis of a 

short duration of the content streamingshort duration of the content streaming
♣♣ Etc. Etc. 
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Protection

Content production, protection, etc., at B2BContent production, protection, etc., at B2B

Composing Formatting

Fingerprint Adaptation

Distribution

channels

AXMEDIS 
database

Your Your CMSsCMSs

AXMEDIS 
P2P TOOL
(AXEPTool)
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Adaptation of Adaptation of 
Content, Metadata, Content, Metadata, 

DRM, etc.DRM, etc.
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Encoding, License Encoding, License gengen, , 

Governed Object GenGoverned Object Gen

Fingerprint Extraction,Fingerprint Extraction,
Descriptor Extraction, Descriptor Extraction, 

etc.etc.
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AXMEDIS Content Processing GRIDAXMEDIS Content Processing GRID
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AXMEDIS CP GRIDAXMEDIS CP GRID

GRID PEER INTERFACE

GRID PEER
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Rule Remote 
Executor
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GRID PEER 
INTERFACE

GRID PEER

Rule Remote 
Executor
On PC#2

GRID PEER 
INTERFACE

GRID PEER

Rule Remote 
Executor
On PC#n

GRID PEER 
INTERFACE

GRID PEER

SCHEDULER COMMAND
MANAGER

ENGINE COMMANDS 
AND REPORTING

SCHEDULER GUI WSWS
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AXMEDIS CP GRIDAXMEDIS CP GRID
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Content Gathering from Content Management SystemsContent Gathering from Content Management Systems
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Content Gathering from Content Management SystemsContent Gathering from Content Management Systems

Access to several different resources:Access to several different resources:
♣♣ File Systems: Win, Linux, MAC, etc. File Systems: Win, Linux, MAC, etc. 
♣♣ ODBC, JDBC, etc.ODBC, JDBC, etc.
♣♣ Native DB: DB2, Oracle, MSNative DB: DB2, Oracle, MS--SQL, SQL, MySQLMySQL, etc., etc.
♣♣ Protocols: IMAP, POP, Z39.50, etc. Protocols: IMAP, POP, Z39.50, etc. 

Integrated with AXMEDIS Content Processing Integrated with AXMEDIS Content Processing 
Capabilities:Capabilities:
♣♣ Processing of any digital resources and metadataProcessing of any digital resources and metadata
♣♣ GRID executing and computing, high performanceGRID executing and computing, high performance
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Content management systems, CMSContent management systems, CMS

Scalable to manipulate a large number of:Scalable to manipulate a large number of:
♣♣ Objects, components, protected objectsObjects, components, protected objects
♣♣ Licenses, protection informationLicenses, protection information
♣♣ Digital resources Digital resources 
♣♣ Etc.Etc.

Making queries on the basis of Making queries on the basis of 
♣♣ DescriptionsDescriptions
♣♣ Classification metadataClassification metadata
♣♣ Indexing on the basis of selected information Indexing on the basis of selected information 

Direct access via IDsDirect access via IDs
♣♣ Fast RetrievalFast Retrieval
♣♣ Typically objects on File SystemsTypically objects on File Systems
♣♣ Modeling of XML informationModeling of XML information
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Content Accessibility and recovering (EXITECH)Content Accessibility and recovering (EXITECH)

BuildBuild a a queryquery

BookmarkBookmark a a queryquery//RetrieveRetrieve a a queryquery

IssueIssue QueryQuery//AutoAuto--updatingupdating QueryQuery

AskAsk forfor resultsresults

AskAsk forfor a list of a list of 
AXMEDIS DB AXMEDIS DB 
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Return a list of Return a list of 

AXMEDIS DB AXMEDIS DB contentscontents

AXMEDIS DB
Crawled Results

Integrated Database 
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Query Distribution & Query
Result Integration

AXMEDIS Query User Interface

AXEPToolAXEPTool

ForwardForward QueryQuery

ForwardForward QueryQuery

CollectCollect resultsresults fromfrom
differentdifferent sourcessources

SelectSelect The The ObjectsObjects

CMSsCMSs
B2B P2PB2B P2P

AXDBMAXDBM
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Content Content 
Protection and Protection and 
TrackingTracking

ICECCS 2005, June 2005, © Paolo Nesi 86

Content Protection and TrackingContent Protection and Tracking

Registration and CertificationRegistration and Certification
♣♣ of users and devicesof users and devices

Verification/AuthenticationVerification/Authentication
♣♣ Of users and devicesOf users and devices

Usage of WatermarkingUsage of Watermarking
Usage of FingerprintingUsage of Fingerprinting
Digital Rights ManagementDigital Rights Management
Formalizing Licenses and RightsFormalizing Licenses and Rights
Processing Licenses and RightsProcessing Licenses and Rights
Supervising tools for protection, trackingSupervising tools for protection, tracking
Accounting and event reportingAccounting and event reporting
Infringement detection, Managing black lists Infringement detection, Managing black lists 
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Registration of a new end User on ChannelRegistration of a new end User on Channel

Distributor
Registration

Desk
WEB PortalEND 

USER

1. Registration and 
paiment method def

6. Confirmation via 
email address with
definitive UID

2. Email +DID+ TMPUID 
(random gen)

3. Email +DID+ 
definitive UID

3. ACK

4. ACK with
definitive UID

Registration Web 
Service

5. definitive UID 
+ personal info
+ pay info

The registration is referred to a specific AXCS referred to a given
channel manage by the DID (Distributor ID).

Instead of a definitive UID we can use a “Certificate”. It can be a 
certificate that one can exhibit to authenticate himself/herself in 
the circuit, a check is typically done with that ID and the email 
,etc...  

database



ICECCS 2005 Tutorial

Prof. Paolo Nesi, nesi@dsi.unifi.it

30

ICECCS 2005, June 2005, © Paolo Nesi 88

Certification of a new DeviceCertification of a new Device

end 
USER

1. Registration, email
+ UID + description 
of the device+ name
of the login

6. OK, 
your device is ok
and enabled, You
can add as many
devices you like
to your account !

2. DEVICE FP (HW+SW) 
+ UID+email..+Status+
time+date….. + 
description of the device
+ name of the log in +++

3. DEVICE FP 
+ UID + status + 
time+date+ Domain
if any+ description of 
the device …..

CS of 
channel

4. ACK+
ENABLE code 
(for the TID 
and TID fixed)

the device

SW Tool

5. ACK+
ENABLE code 
(for the TID 
and TID fixed)

Domain infoDomain info

4b. ENABLE 
code (TID)

Domain Manager

The Protection Support is capable of producing the HW code, SW cThe Protection Support is capable of producing the HW code, SW code, ode, --…….to .to 
estimate the DEVICE FP and management of the status depending onestimate the DEVICE FP and management of the status depending on time, time, 
history of actions, etc. The ENABLE code activate the Tool and whistory of actions, etc. The ENABLE code activate the Tool and will fix for ever the ill fix for ever the 
TID of the combination TID of the combination HW+SW+installationHW+SW+installation. . 

As a limit case the information maintained on the device by the As a limit case the information maintained on the device by the Protection Protection 
Processor could be encrypted with a different code for each Processor could be encrypted with a different code for each 
transaction/verification, this could add dynamism to protection transaction/verification, this could add dynamism to protection model.  model.  

DRM 
Support

Status at the 
previos iteration + 
……+……
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Authentication of a DeviceAuthentication of a Device

Sec.
channel

reference

1. DEVICE FP + 
UID+email..+ Status
+ …..

2. DEVICE FP 
+ UID +  
status + …..

CS of 
channel

3. ACK

the device

SW Tool

4. ACK
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Usage of WatermarkUsage of Watermark

What is the watermarkWhat is the watermark
♣♣ It is a code included in content by the content owner that can It is a code included in content by the content owner that can 

be read/shown to demonstrate the ownership of the contentbe read/shown to demonstrate the ownership of the content
♣♣ Also called Also called steganographicsteganographic

Main FeaturesMain Features
♣♣ Hidden or visibleHidden or visible
♣♣ Removable or not: when it is separable from the digital Removable or not: when it is separable from the digital 

resource obtaining the original digital resourceresource obtaining the original digital resource
♣♣ Single of multiple: when more than one WM is presentSingle of multiple: when more than one WM is present
♣♣ Readable by all or only by the owner: when there is not need Readable by all or only by the owner: when there is not need 

to have a special key/parameters to read it to have a special key/parameters to read it 
♣♣ Readable with an absolute certainty or with some statistical Readable with an absolute certainty or with some statistical 

confidenceconfidence
♣♣ Robustness against the AdaptationRobustness against the Adaptation
♣♣ Robustness to passage from DRobustness to passage from D--AA--D againD again
♣♣ Etc.Etc.
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Usage of WatermarkUsage of Watermark

Which code is watermarked:Which code is watermarked:
♣♣ Object IDObject ID
♣♣ Owner IDOwner ID
♣♣ Distributor IDDistributor ID
♣♣ Eventual coding of the license (governed object)Eventual coding of the license (governed object)

What happenWhat happen
♣♣ Content Producers typically watermark the content Content Producers typically watermark the content 

(images, audio, video, etc.) (images, audio, video, etc.) 
♣♣ Content integrators and distributors are informed and Content integrators and distributors are informed and 

may add one more watermark with their codemay add one more watermark with their code
♣♣ End user are not aware about that if it is End user are not aware about that if it is 

undetectable is easyundetectable is easy
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Usage of WatermarkUsage of Watermark

Then Content Then Content 
Owners, may Owners, may 
monitor monitor 
♣♣ distribution distribution 

channels channels 
♣♣ published content published content 

collectioncollection
♣♣ Etc. Etc. 

Reading the WMReading the WM
♣♣ To detect the To detect the 

passage of their passage of their 
content content 

♣♣ To verifying the To verifying the 
presence of presence of 
violations of IPR violations of IPR 

M
on

ito
rin

g

PCs

PDAs

OpenSky Data Broadcast

Kiosks
Kiosks

i-TVs

Channel Distributors

PC- Distributors

PDA- Distributors

Mobile-Distributors
Mobiles

Satellite Data Broadcast

Packaging
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Usage of FingerprintUsage of Fingerprint

What is the FingerprintWhat is the Fingerprint
♣♣ It is a code estimated on the digital content or resource that It is a code estimated on the digital content or resource that 

present in practical an high probability to be unique for that present in practical an high probability to be unique for that 
content with respect to other similar contentcontent with respect to other similar content

Features:Features:
♣♣ Never included with the content if its aim is the usage for contNever included with the content if its aim is the usage for content ent 

protectionprotection
♣♣ Included in the content only if it is used as content descriptorIncluded in the content only if it is used as content descriptor
♣♣ Robust to adaptation processingRobust to adaptation processing
♣♣ Robust to eventual watermark additionRobust to eventual watermark addition

Typically more computational intensive with respect to Typically more computational intensive with respect to 
WM:WM:
♣♣ The WM code is read/extracted from the contentThe WM code is read/extracted from the content
♣♣ The FP code has to be estimated from the contentThe FP code has to be estimated from the content
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Usage of FingerprintUsage of Fingerprint

Then Content Then Content 
Owners, may Owners, may 
monitor monitor 
♣♣ distribution distribution 

channels channels 
♣♣ published content published content 

collectioncollection
♣♣ Etc. Etc. 

To detect the To detect the 
passage of their passage of their 
content bycontent by
♣♣ estimating in real estimating in real 

time the fingerprint time the fingerprint 
the the 

♣♣ searching into the searching into the 
databasedatabase

M
on

ito
rin

g

PCs

PDAs

OpenSky Data Broadcast

Kiosks
Kiosks

i-TVs

Channel Distributors

PC- Distributors

PDA- Distributors

Mobile-Distributors
Mobiles

Satellite Data Broadcast

Packaging
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Digital Rights ManagementDigital Rights Management

Many definitions but I think that DRM isMany definitions but I think that DRM is
♣♣ A set of mechanisms to manage RightsA set of mechanisms to manage Rights
♣♣ Rights are the actions that can be performed a digital Rights are the actions that can be performed a digital 

contentcontent
♣♣ They are typically formalized in the so called They are typically formalized in the so called 

LicensesLicenses

DRM implies:DRM implies:
♣♣ To protect the content with some algorithms saving To protect the content with some algorithms saving 

what is called the what is called the Protection InformationProtection Information (they are (they are 
needed to unprotect the object)needed to unprotect the object)

♣♣ To formalize the rights in some manner creating what To formalize the rights in some manner creating what 
is called a is called a LicenseLicense

ICECCS 2005, June 2005, © Paolo Nesi 96

Formal Models for License RightsFormal Models for License Rights

The rights acquired with a contract from the Content The rights acquired with a contract from the Content 
Provider are the Potential Available Rights, Provider are the Potential Available Rights, PARsPARs

Each Each LicenseLicense produced may produced may 
♣♣ at most cover those at most cover those PARsPARs
♣♣ Formalize the allowed actions/Rights exploitable on a given Formalize the allowed actions/Rights exploitable on a given 

object/content, digital resource object/content, digital resource 
♣♣ Refer to other Licenses, creating a chain of Licenses for the Refer to other Licenses, creating a chain of Licenses for the 

evaluation of a grant evaluation of a grant 
Licenses have to be formalized in some languageLicenses have to be formalized in some language
♣♣ REL/RDD of MPEGREL/RDD of MPEG--2121
♣♣ ODRL, Open Digital Right ManagementODRL, Open Digital Right Management
♣♣ Etc. Etc. 
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Digital Rights Management impliesDigital Rights Management implies

To set up a set of tools and mechanisms to To set up a set of tools and mechanisms to 

Impose the respect of the Rights:Impose the respect of the Rights:
♣♣ Distribution tools (specific are needed in the case of streamingDistribution tools (specific are needed in the case of streaming))
♣♣ Terminal players based on certification and authentication Terminal players based on certification and authentication 

mechanismsmechanisms
Verify if the Rights/Licenses have been:Verify if the Rights/Licenses have been:
♣♣ Respected andRespected and
♣♣ in which measure (for instance how many times a music piece in which measure (for instance how many times a music piece 

has been played, how many print out have been produced, etc.)has been played, how many print out have been produced, etc.)
Communicate to Content Owners, Content Distributors Communicate to Content Owners, Content Distributors 
and third parties Collecting Societies:and third parties Collecting Societies:
♣♣ The effective exploitation of the content RightsThe effective exploitation of the content Rights
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Protected Protected 

Digital ContentDigital Content

Managing License and Protection InformationManaging License and Protection Information

LicenseLicense

ProtProt--InfoInfo
ResourceResource

MetadataMetadata License 
License Contract

Contract

Once obtained the content you need the license to know what you Once obtained the content you need the license to know what you can can 
do on it, which Right you have acquireddo on it, which Right you have acquired
On the License you can get a reference to the Protection InformaOn the License you can get a reference to the Protection Information tion 
that for each Right and Resource provide the information to Unprthat for each Right and Resource provide the information to Unprotect otect 
the object the object 
During all these phases the Device can be verified with its SW, During all these phases the Device can be verified with its SW, HW, HW, 
users, etc. users, etc. 
Similarly if the Object is Governed (if the license is included Similarly if the Object is Governed (if the license is included into the into the 
object)object)
License and Protection Information are typically located in exteLicense and Protection Information are typically located in external rnal 
and remotely located Servers that are called Certifier and Superand remotely located Servers that are called Certifier and Supervisorsvisors
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Additional features and security issuesAdditional features and security issues

The devices and the Servers providing License The devices and the Servers providing License 
and/or Protection Information may have and/or Protection Information may have 
algorithms and tools for algorithms and tools for 
♣♣ detecting infringement and violationsdetecting infringement and violations
♣♣ Counting the usage, Counting the usage, 
♣♣ Collecting every event for further reportingCollecting every event for further reporting
♣♣ etc..etc..

Thus black lists of License, Objects, Devices, Thus black lists of License, Objects, Devices, 
Users have to be managedUsers have to be managed
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MPEGMPEG--21 P5 21 P5 —— REL, Rights Expression LanguageREL, Rights Expression Language

A machineA machine--readable language, XMLreadable language, XML
To declare rights and permissionsTo declare rights and permissions
Uses terms defined in the Rights Data DictionaryUses terms defined in the Rights Data Dictionary
REL consists of licenses and grants that give specific REL consists of licenses and grants that give specific 
permissions to Users to perform certain actions on permissions to Users to perform certain actions on 
certain resources, given that certain conditions are metcertain resources, given that certain conditions are met
♣♣ Grants can also allow Users to delegate authority to Grants can also allow Users to delegate authority to 

othersothers
UserUser’’s system device has to s system device has to 
♣♣ parse and validate the REparse and validate the RE
♣♣ check permissions before any further action is donecheck permissions before any further action is done

DID parser is responsible for discovering and identifying DID parser is responsible for discovering and identifying 
where to gather licenseswhere to gather licenses
REL licenses are wrapped in Digital Items when the REL licenses are wrapped in Digital Items when the 
object if governedobject if governed
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REL data modelREL data model

REL grant consist ofREL grant consist of
♣♣ principal to whom grant is issuedprincipal to whom grant is issued
♣♣ rights the grant specifiesrights the grant specifies
♣♣ resource to which right in grant appliesresource to which right in grant applies
♣♣ condition to be met before grant can be exercisedcondition to be met before grant can be exercised

right

resource conditionprincipal

issued 
to associated  

with

subject 
to
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REL REL –– Principal and RightsPrincipal and Rights

Principal: Party to whom a grant conveys usage rights. Principal: Party to whom a grant conveys usage rights. 
♣♣ It has to provide some authentication mechanism by which the priIt has to provide some authentication mechanism by which the principal can ncipal can 

prove its identity. prove its identity. 
♣♣ The Principal supports the following identification technologiesThe Principal supports the following identification technologies: a principal that : a principal that 

must present multiple credentials, all of them must be simultanemust present multiple credentials, all of them must be simultaneously valid, to ously valid, to 
be authenticated.be authenticated.

A A keyHolderkeyHolder, meaning someone identified as possessing a secret key , meaning someone identified as possessing a secret key 
such as the private key of a public / private key pair.such as the private key of a public / private key pair.
Other identification technologies that may be invented by othersOther identification technologies that may be invented by others..

Right: Right: 
♣♣ Action or activity that a principal may perform using a resourceAction or activity that a principal may perform using a resource under some under some 

condition.condition.
Resource: Resource: 

♣♣ Object to which the principal can be granted a right.Object to which the principal can be granted a right.
Condition: Condition: 

♣♣ Terms under which rights can be exercised.Terms under which rights can be exercised.

MPEG REL provides a right element to encapsulate information aboMPEG REL provides a right element to encapsulate information about ut 
rights and provides a set of commonly used, specific rights, notrights and provides a set of commonly used, specific rights, notably ably 
rights relating to other rights, such as issue, revoke and obtairights relating to other rights, such as issue, revoke and obtain. n. 
Extensions to MPEG REL could define rights appropriate to using Extensions to MPEG REL could define rights appropriate to using 
specific types of resource. For instance, the MPEG REL content specific types of resource. For instance, the MPEG REL content 
extension defines rights appropriate to using digital works (e.gextension defines rights appropriate to using digital works (e.g., play ., play 
and print)and print)
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Rosy can Play 3 times the Ocean Wilds in November 2003.

An example of statementAn example of statement

ICECCS 2005, June 2005, © Paolo Nesi 104

PrincipalPrincipal
♣♣ AllPrincipalsAllPrincipals andand KeyHolderKeyHolder

RightsRights
♣♣ IssueIssue, , ObtainObtain, , PossesPropertyPossesProperty andand RevokeRevoke

ResourcesResources
♣♣ DigitalResourceDigitalResource, Revocable , Revocable andand ServiceReferenceServiceReference

ConditionsConditions
♣♣ AllConditionsAllConditions, , ExerciseMechanismExerciseMechanism, , ExistsRightExistsRight, , 

FullfilerFullfiler, , PrerequisiteRightPrerequisiteRight, , RevocationFreshnessRevocationFreshness, , 
ValidityIntervalValidityInterval

Possible values for termsPossible values for terms

♣♣ CallForConditionCallForCondition
♣♣ ExerciseLimitExerciseLimit
♣♣ FeeFlatFeeFlat
♣♣ FeeMeteredFeeMetered
♣♣ FeePerIntervalFeePerInterval
♣♣ FeePerUseFeePerUse
♣♣ FeePerUsePrePayFeePerUsePrePay
♣♣ SeekAprovalSeekAproval

♣♣ TerritoryTerritory
♣♣ TrackQueryTrackQuery
♣♣ TrackReportTrackReport
♣♣ TransferControlTransferControl
♣♣ ValidityIntervalFloatingValidityIntervalFloating
♣♣ ValidityIntervalStartsNowValidityIntervalStartsNow
♣♣ ValidityTimeMeteredValidityTimeMetered
♣♣ ValidityTimePeriodicValidityTimePeriodic

Examples of RightsExamples of Rights
♣♣ AdaptAdapt
♣♣ DeleteDelete
♣♣ DiminishDiminish
♣♣ EmbedEmbed
♣♣ EnhanceEnhance
♣♣ EnlargeEnlarge
♣♣ ExecuteExecute
♣♣ InstallInstall
♣♣ ModifyModify
♣♣ MoveMove
♣♣ PlayPlay
♣♣ PrintPrint
♣♣ ReduceReduce
♣♣ UninstallUninstall
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from contracts to formal license from contracts to formal license 

Standard contract

content owners 

Author/composerAuthor/composer Artists Artists 

co co –– producer producer co co --publisherpublisher

othersothers

SyncroDistribution Advertising Compilation
ITV 
internet
mobile 
Kiosk 
Scores distributor 
other 

TV
internet
mobile 
Radio 
Cinema 
other 

Games 
CD Rom
internet
mobile 
Film/fictions etc 
Other 
multimedia

CD/DVD 
mobile 
Kiosk 
Internet  
Scores 
distributor
other

Standard contract

Territoriality – exclusive/non exclusive – payment conditions – type of use –
type of support – guarantees – special conditions – duration etc  

AXMEDIS 
editor

AXMEDIS 
editor

DRM Rules

Generated
License

Generated
License
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MPEGMPEG--21 Part 6 21 Part 6 —— Rights Data DictionaryRights Data Dictionary

Set of clear, consistent, structured, integrated and Set of clear, consistent, structured, integrated and 
uniquely identified Terms to support RELuniquely identified Terms to support REL
Specification of dictionary structure and Specification of dictionary structure and 
methodology to create dictionarymethodology to create dictionary
Dictionary is prescriptive, inclusive, and has audit Dictionary is prescriptive, inclusive, and has audit 
provisionsprovisions
Legal definitions are mapped from other Legal definitions are mapped from other 
AuthoritiesAuthorities
Supports mapping & transformation of metadata Supports mapping & transformation of metadata 
from terminology of one namespace (or Authority) from terminology of one namespace (or Authority) 
into that of another namespace in automated or into that of another namespace in automated or 
partiallypartially--automated wayautomated way
Dictionary is based on a logical model, the Dictionary is based on a logical model, the 
Context Model, which is the basis of the dictionary Context Model, which is the basis of the dictionary 
ontologyontology
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Managing License Chain in AXMEDISManaging License Chain in AXMEDIS

To solve the To solve the SubSubLicenseSubSubLicense al the connected al the connected LincesesLinceses
are neededare needed
They have to be accessible on Processing Servers, They have to be accessible on Processing Servers, 
called for example in AXMEDIS PMScalled for example in AXMEDIS PMS

Content 
provider

License License 
ContractContract

Content 
provider License License 

ContractContract

ResourceResource

MetadataMetadata

Content 
Integrator

subLicensesubLicense
ContractContract

Content 
Distributor

subsubLicense
subsubLicense

ContractContract

PARPAR

PARPAR
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Managing License Chain in AXMEDISManaging License Chain in AXMEDIS

Content 
provider

License License 
ContractContract

Content 
provider

License License 
ContractContract

Content 
Integrator

subLicensesubLicense
ContractContract

Content 
Distributor

subsubLicense
subsubLicense

ContractContract

PARPAR

PARPAR

ResourceResource

MetadataMetadata

Protection Manager SupportProtection Manager Support

PP--Info,aInfo,a PP--Info, bInfo, b
Certifier and SupervisorCertifier and Supervisor
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MPEGMPEG--21 Part 15 21 Part 15 —— Event ReportingEvent Reporting

Standardise metrics and interfaces for performance Standardise metrics and interfaces for performance 
of all reportable events in MPEGof all reportable events in MPEG--21;21;
Provide a means of capturing and containing these Provide a means of capturing and containing these 
metrics and interfaces that refers to identified Digital metrics and interfaces that refers to identified Digital 
Items, environments, processes, transactions and Items, environments, processes, transactions and 
Users.Users.
Such metrics and interfaces will enable Users to Such metrics and interfaces will enable Users to 
understand precisely the performance of all understand precisely the performance of all 
reportable events within the framework. reportable events within the framework. ““Event Event 
ReportingReporting”” must provide Users a means of acting on must provide Users a means of acting on 
specific interactions, as well as enabling a vast set specific interactions, as well as enabling a vast set 
of outof out--ofof--scope processes, frameworks and models scope processes, frameworks and models 
to interoperate with MPEGto interoperate with MPEG--21.21.
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EventEvent reportingreporting

Single Single tracestraces
StatisticalStatistical data data forfor reportingreporting and and analysisanalysis
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Reporting, accounting manager and tool, examplesReporting, accounting manager and tool, examples

Reporting to DistributorReporting to Distributor
♣♣ Each exploited right with references to the UserEach exploited right with references to the User--ID for each ID for each 

distributed object (objects that contains its Distdistributed object (objects that contains its Dist--ID)ID)
Reporting to the Integrator/creatorReporting to the Integrator/creator
♣♣ Who create new object from other objects of from scratchWho create new object from other objects of from scratch
♣♣ The number of exploited rights for each object that contains theThe number of exploited rights for each object that contains the

CreatorCreator--ID and the DistID and the Dist--ID for each of themID for each of them
Reporting for the Collecting societies, CSReporting for the Collecting societies, CS
♣♣ Who is monitoring the exploited rights for third parties, for otWho is monitoring the exploited rights for third parties, for other her 

creatorscreators
♣♣ The number of exploited rights for each CreatorThe number of exploited rights for each Creator--ID associated ID associated 

with the CS, for each object that contains the Creatorwith the CS, for each object that contains the Creator--ID and the ID and the 
DistDist--ID for each of them, in a certain Geographic Region or ID for each of them, in a certain Geographic Region or 
StateState
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Some Some 
Examples of Examples of 
solutionssolutions
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Comments on the prominent technologiesComments on the prominent technologies

MPEGMPEG--21, several example have been provided along the 21, several example have been provided along the 
tutorialstutorials
Microsoft with Windows Media 9/10Microsoft with Windows Media 9/10
Apple iApple i--Tune and Tune and iPodiPod
DMP: Digital Media ProjectDMP: Digital Media Project
AXMEDIS: AXMEDIS: www.axmedis.orgwww.axmedis.org

Content GuardContent Guard
♣♣ Owner of Owner of XrMLXrML, source for MPEG21 REL, source for MPEG21 REL
♣♣ Owned by Microsoft in large partOwned by Microsoft in large part

AdobeAdobe
♣♣ Mainly for PDF, EBX DRMMainly for PDF, EBX DRM

DMDFusionDMDFusion
♣♣ DRM included DRM included 

ODRL: ODRL: Open Digital Rights Language Open Digital Rights Language 
♣♣ Accepted by OMA, Open Mobile AllianceAccepted by OMA, Open Mobile Alliance

DWS: Digital World Service, BMGDWS: Digital World Service, BMG
♣♣ ADO2RA DRMADO2RA DRM
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Windows Media Windows Media RightsRights Manager Manager 



ICECCS 2005 Tutorial

Prof. Paolo Nesi, nesi@dsi.unifi.it

39

ICECCS 2005, June 2005, © Paolo Nesi 115

Windows Media Windows Media RightsRights ManagerManager

Packaging Packaging 
♣♣ Windows Media Rights Manager packages the digital Windows Media Rights Manager packages the digital 

media file. media file. 
♣♣ The packaged media file has been encrypted and The packaged media file has been encrypted and 

locked with a "key." This key is stored in an locked with a "key." This key is stored in an 
encrypted license, which is distributed separately. encrypted license, which is distributed separately. 

♣♣ Other information is added to the media file, such as Other information is added to the media file, such as 
the URL where the license can be acquired. the URL where the license can be acquired. 

♣♣ This packaged digital media file is saved in Windows This packaged digital media file is saved in Windows 
Media Audio format (with a .Media Audio format (with a .wmawma file name file name 
extension) or Windows Media Video format (with a extension) or Windows Media Video format (with a 
..wmvwmv file name extension). file name extension). 
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Windows Media Windows Media RightsRights ManagerManager

Establishing a License Server Establishing a License Server 

♣♣ The content provider chooses a license clearing The content provider chooses a license clearing 
house that stores the specific rights or rules of the house that stores the specific rights or rules of the 
license and implements the Windows Media Rights license and implements the Windows Media Rights 
Manager license services. Manager license services. 

♣♣ The role of the clearing house is to authenticate the The role of the clearing house is to authenticate the 
consumer's request for a license. consumer's request for a license. 

♣♣ Digital media files and licenses are distributed and Digital media files and licenses are distributed and 
stored separately, making it easier to manage the stored separately, making it easier to manage the 
entire system. entire system. 
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Windows Media Windows Media RightsRights ManagerManager

License Acquisition License Acquisition 
♣♣ To play a packaged digital media file, the consumer To play a packaged digital media file, the consumer 

must first acquire a license key to unlock the file. must first acquire a license key to unlock the file. 
♣♣ The process of acquiring a license begins The process of acquiring a license begins 

automatically when the consumer attempts to acquire automatically when the consumer attempts to acquire 
the protected content, acquires a the protected content, acquires a predeliveredpredelivered
license, or plays the file for the first time. license, or plays the file for the first time. 

♣♣ Windows Media Rights Manager either sends the Windows Media Rights Manager either sends the 
consumer to a registration page where information is consumer to a registration page where information is 
requested or payment is required, or "silently" requested or payment is required, or "silently" 
retrieves a license from a clearing house. retrieves a license from a clearing house. 
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Windows Media Windows Media RightsRights ManagerManager

Playing the Media File Playing the Media File 

♣♣ To play the digital media file, the consumer needs a media playeTo play the digital media file, the consumer needs a media player that r that 
supports Windows Media Rights Manager. supports Windows Media Rights Manager. 

♣♣ The consumer can then play the digital media file according to tThe consumer can then play the digital media file according to the he 
rules or rights that are included in the license. rules or rights that are included in the license. 

♣♣ Licenses can have different rights, such as start times and dateLicenses can have different rights, such as start times and dates, s, 
duration, and counted operations. For instance, default rights mduration, and counted operations. For instance, default rights may ay 
allow the consumer to play the digital media file on a specific allow the consumer to play the digital media file on a specific computer computer 
and copy the file to a portable device. and copy the file to a portable device. 

♣♣ Licenses, however, are not transferable. If a consumer sends a Licenses, however, are not transferable. If a consumer sends a 
packaged digital media file to a friend, this friend must acquirpackaged digital media file to a friend, this friend must acquire his or e his or 
her own license to play the file. her own license to play the file. 

♣♣ This PCThis PC--byby--PC licensing scheme ensures that the packaged digital PC licensing scheme ensures that the packaged digital 
media file can only be played by the computer that has been granmedia file can only be played by the computer that has been granted ted 
the license key for that file. the license key for that file. 
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Windows Media Windows Media RightsRights ManagerManager
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Microsoft LicenseMicrosoft License

Each license contains the key to unlock the Windows Media Each license contains the key to unlock the Windows Media 
file. file. 

The license also contains the rights, or rules, that govern the The license also contains the rights, or rules, that govern the 
use of the digital media file. The content owner sets these use of the digital media file. The content owner sets these 
rights to determine which actions are allowed from minimal rights to determine which actions are allowed from minimal 
control over playback to more restrictive licenses. The licensescontrol over playback to more restrictive licenses. The licenses
in Windows Media Rights Manager can support a wide range of in Windows Media Rights Manager can support a wide range of 
different business rules, including: different business rules, including: 
♣♣ How many times can a file be played. How many times can a file be played. 
♣♣ Which devices a file can be played or transferred on. For examplWhich devices a file can be played or transferred on. For example, e, 

rights can specify if consumers can transfer the file to portablrights can specify if consumers can transfer the file to portable devices e devices 
that are compliant with the Secure Digital Music Initiative (SDMthat are compliant with the Secure Digital Music Initiative (SDMI). I). 

♣♣ When the user can start playing the file and what is the expiratWhen the user can start playing the file and what is the expiration date. ion date. 
♣♣ If the file can be transferred to a CD recorder (burner). If the file can be transferred to a CD recorder (burner). 
♣♣ If the user can back up and restore the license. If the user can back up and restore the license. 
♣♣ What security level is required on the client to play the WindowWhat security level is required on the client to play the Windows Media s Media 

file. file. 
♣♣ And And manymany othersothers. . 
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Microsoft License deliveringMicrosoft License delivering

Licenses can be delivered in different ways and Licenses can be delivered in different ways and 
at different times, depending on the business at different times, depending on the business 
model. model. 
The content owner might want licenses preThe content owner might want licenses pre--
delivered, or they might want the license delivered, or they might want the license 
delivered after a consumer has downloaded and delivered after a consumer has downloaded and 
attempted to play a packaged file for the first attempted to play a packaged file for the first 
time. time. 
Licenses can be delivered with or without the Licenses can be delivered with or without the 
consumer being aware of the process using consumer being aware of the process using 
silent or nonsilent or non--silent license delivery. silent license delivery. 
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ii--Tunes of Apple, Tunes of Apple, iTMSiTMS, I, I--Tunes Music StoreTunes Music Store

AAC 128 AAC 128 KbitKbit, comparable with 160Kbit MP3, comparable with 160Kbit MP3
70 Millions of Files in the first year of work70 Millions of Files in the first year of work
> 500.000 traces> 500.000 traces
Very easyVery easy
Pay per download (0.99$ per file, 9.99$ per collection)Pay per download (0.99$ per file, 9.99$ per collection)
No subscriptionNo subscription
Tools: download, player, burning, play lists, etc.Tools: download, player, burning, play lists, etc.
DRM proprietary, DRM proprietary, ““FairPlayFairPlay””, cracked in April 2004, cracked in April 2004
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II--Tune and DRM limitsTune and DRM limits

Transfer of a trace to at most Transfer of a trace to at most 
♣♣ 7 CDs, burning7 CDs, burning
♣♣ 3 authorized computers3 authorized computers

Authorized transfer on a non Authorized transfer on a non 
limited number of ilimited number of i--PODPOD
♣♣ Market and money on Market and money on iPodsiPods

Authorized transfer on any computer but they can be Authorized transfer on any computer but they can be 
played only on those that are authorizedplayed only on those that are authorized
No costs for subscriptionNo costs for subscription
Content I bought foreverContent I bought forever
..
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DMP, Digital Media ProjectDMP, Digital Media Project

Leonardo Chiariglione: DMP, Leonardo Chiariglione: DMP, www.chiariglione.orgwww.chiariglione.org
On top of MPEGOn top of MPEG--21, new standardization aim on DRM 21, new standardization aim on DRM 
and content distribution modeland content distribution model
Major partners: Panasonic, Mitsubishi, METI, JVC, BT, Major partners: Panasonic, Mitsubishi, METI, JVC, BT, 
SDAE, France Telecom, BBC, EPFL, INESCPORTO, SDAE, France Telecom, BBC, EPFL, INESCPORTO, 
EXPWAY, ENIKOS, ADETTI, MEDIALIVE, ETRI, WIPO, EXPWAY, ENIKOS, ADETTI, MEDIALIVE, ETRI, WIPO, 
Dolby, etc.Dolby, etc.

Standardization of terminals and the whole components Standardization of terminals and the whole components 
for the architecture of audio visual content toward for the architecture of audio visual content toward 
mobiles mainlymobiles mainly
♣♣ A restricted domain and model with respect to MPEG21 and A restricted domain and model with respect to MPEG21 and 

AXMEDISAXMEDIS
♣♣ A focus mainly on players, up to now, with single objects and A focus mainly on players, up to now, with single objects and 

B2C distribution, only governed objectsB2C distribution, only governed objects
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The Digital Media ProjectThe Digital Media Project

Launched as Digital Media Manifesto in Jul 2003 Launched as Digital Media Manifesto in Jul 2003 
Manifesto published in Sep 2003Manifesto published in Sep 2003
♣♣ http://http://www.chiariglione.org/manifesto/dmm.htmwww.chiariglione.org/manifesto/dmm.htm

Digital Media Project established in Dec 2003Digital Media Project established in Dec 2003
♣♣ http://www.digitalhttp://www.digital--mediamedia--project.orgproject.org//

The basic DMP positionThe basic DMP position
♣♣ Digital technologies are an Digital technologies are an assetasset of mankind of mankind 
♣♣ Creators, endCreators, end--users and the multitude of other valueusers and the multitude of other value--chain users chain users 

should should benefitbenefit from themfrom them
♣♣ This goal can be achieved by This goal can be achieved by standardisingstandardising

Appropriate protocols between valueAppropriate protocols between value--chain users chain users 
At suitably identified interfacesAt suitably identified interfaces

The above is the DMP The above is the DMP ““Interoperable DRMInteroperable DRM”” propositionproposition

http://digital-media-project.org
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Devising a strategyDevising a strategy

DMP specifications should enable DMP specifications should enable innovationinnovation of valueof value--chains  chains  
DMP DMP cannotcannot standardisestandardise protocols forprotocols for

♣♣ Functions performed in Functions performed in todaytoday’’ss valuevalue--chain chain 
We do not know if todayWe do not know if today’’s values value--chain will continue to existchain will continue to exist

♣♣ Functions performed in Functions performed in futurefuture valuevalue--chains chains 
We do not know what future valueWe do not know what future value--chains will bechains will be

DMP DMP can onlycan only standardisestandardise protocols for Pprotocols for Primitive Functionsrimitive Functions performed performed 
by valueby value--chain userschain users

♣♣ TodayToday’’ss Functions are a combination of Primitive FunctionsFunctions are a combination of Primitive Functions
♣♣ Primitive Functions are Primitive Functions are ““rere--used" in different Functions used" in different Functions 
♣♣ The Functions performed by The Functions performed by futurefuture valuevalue--chain users will consist of chain users will consist of 

Different combinations of todayDifferent combinations of today’’s Primitive Functions ands Primitive Functions and
New Primitive FunctionsNew Primitive Functions

http://digital-media-project.org
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Automating Production of Cross Media Content for Automating Production of Cross Media Content for 
Multichannel DistributionMultichannel Distribution
www.AXMEDIS.ORGwww.AXMEDIS.ORG
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AMXEDIS ConsortiumAMXEDIS Consortium
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Main general ObjectivesMain general Objectives

Produce and distribute cross media content in Produce and distribute cross media content in 
protected manner, integrating B2B and B2C protected manner, integrating B2B and B2C 
sidessides
Allowing the content distribution and Allowing the content distribution and 
collaborative production at B2B level collaborative production at B2B level 
Create a unified European platform for content Create a unified European platform for content 
distribution in terms of DRM and interoperabilitydistribution in terms of DRM and interoperability
Increase accessibility to the European audio Increase accessibility to the European audio 
visual content for its exploitation for visual content for its exploitation for 
entertainment, valorization, etc.entertainment, valorization, etc.
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Main technical ObjectivesMain technical Objectives

reducing costs for content production and management reducing costs for content production and management 
by applying Artificial Intelligence techniques to content by applying Artificial Intelligence techniques to content 
creation, representation (format) and workflow; creation, representation (format) and workflow; 
reducing distribution and aggregation costs in order to reducing distribution and aggregation costs in order to 
increase accessibility with a Peerincrease accessibility with a Peer--toto--Peer (P2P) platform Peer (P2P) platform 
at Businessat Business--toto--Business (B2B) level, which can integrate Business (B2B) level, which can integrate 
content management systems and workflows; content management systems and workflows; 
developing and providing new methods and tools for developing and providing new methods and tools for 
innovative and flexible Digital Rights Management innovative and flexible Digital Rights Management 
(DRM), including the exploitation of MPEG(DRM), including the exploitation of MPEG--21 and 21 and 
overcoming its limitations and support different overcoming its limitations and support different 
business and transaction models.business and transaction models.
Integrating present Integrating present CMSsCMSs with AXMEDIS framework and with AXMEDIS framework and 
toolstools
Creating a technical AXMEDIS framework for allCreating a technical AXMEDIS framework for all
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AXMEDIS General ArchitectureAXMEDIS General Architecture
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Protection

Content production, protection, etc., at B2BContent production, protection, etc., at B2B

Composing Formatting

Fingerprint Adaptation

Distribution

channels

AXMEDIS 
database

Your Your CMSsCMSs

AXMEDIS 
P2P TOOL
(AXEPTool)

Automatic Content 
Crawling and AXMEDIS 
Component Production

Providers

Integrators

Providers



ICECCS 2005 Tutorial

Prof. Paolo Nesi, nesi@dsi.unifi.it

45

ICECCS 2005, June 2005, © Paolo Nesi 133

ArchitectureArchitecture
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AXMEDIS
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Overall scenario AOverall scenario Actors and their relationsctors and their relations
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Business Model (Collecting society or creator point of view)Business Model (Collecting society or creator point of view)
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AXMEDIS FrameworkAXMEDIS Framework
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AXMEDIS FrameworkAXMEDIS Framework

Exploitation of AXMEDIS research and innovationExploitation of AXMEDIS research and innovation
To guarantee the return of investmentTo guarantee the return of investment
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Short Biography of Paolo NesiShort Biography of Paolo Nesi

Full Professor at the University of Florence, Department of SystFull Professor at the University of Florence, Department of Systems and ems and 
Informatics, and chair of the Informatics, and chair of the Distributed Systems and Internet Technology Distributed Systems and Internet Technology 
LabLab. . 
He is working on technologies related to content production, proHe is working on technologies related to content production, protection, tection, 
security and distribution since several years: (i) languages andsecurity and distribution since several years: (i) languages and tools for the tools for the 
specification of real time systems by means of interval temporalspecification of real time systems by means of interval temporal logic; (ii) logic; (ii) 
metrics and tools for the assessment of software systems; (iii) metrics and tools for the assessment of software systems; (iii) languages languages 
and tools for the coand tools for the co--operative work; (iv) protection and security tools and operative work; (iv) protection and security tools and 
solutions (IMP, MPEG21, certification of devices, etc), (v) distsolutions (IMP, MPEG21, certification of devices, etc), (v) distributed ributed 
systems, P2P, GRID, etc.; (vi) distributed architectures for autsystems, P2P, GRID, etc.; (vi) distributed architectures for automatic omatic 
control, optimisation, industrial applications, supervision, etccontrol, optimisation, industrial applications, supervision, etc. . 

He has been Chair of several international conferences (CSMR'98;He has been Chair of several international conferences (CSMR'98;
CSMR'99; WEDELMUSIC2002), General Chair of IEEE ICSM2001, CSMR'99; WEDELMUSIC2002), General Chair of IEEE ICSM2001, 
WEDELMUSIC2001, IEEE ICECCS 2004. He has published more than 170WEDELMUSIC2001, IEEE ICECCS 2004. He has published more than 170
papers on journals and on conference proceedings. papers on journals and on conference proceedings. 

He has been the project manager several multipartner internationHe has been the project manager several multipartner international projects al projects 
(see those in the reference for example), and co(see those in the reference for example), and co--chair of MPEG AHG on chair of MPEG AHG on 
SMR, coordinating projects with partner companies and research SMR, coordinating projects with partner companies and research 
institutions, such as: AFI, ANSC, BMG RICORDI, EUTELSAT, institutions, such as: AFI, ANSC, BMG RICORDI, EUTELSAT, 
COMVERSE, CRS4, EPFL, FHGCOMVERSE, CRS4, EPFL, FHG--IGD, GIUNTI, HP, IRCAM, OD2, SEJER IGD, GIUNTI, HP, IRCAM, OD2, SEJER 
BORDAS and NATHAN, SUGARMUSIC, CRS4, TISCALI, BORDAS and NATHAN, SUGARMUSIC, CRS4, TISCALI, UnivUniv, Readings, , Readings, 
Univ. Univ. PompeoPompeo FabraFabra, etc., etc.
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