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PrefacePreface

Currently, the digitalCurrently, the digital--content market is growing very fast and it content market is growing very fast and it 
needs solutions of production, protection and distribution of needs solutions of production, protection and distribution of 
massive content collections. This is a real challenge for many massive content collections. This is a real challenge for many 
industries that are discovering the complexity of managing industries that are discovering the complexity of managing 
large digital content factories and large digital content factories and multichannelsmultichannels distribution distribution 
chains, including content on demand.chains, including content on demand.
The technology state of the art presents only:The technology state of the art presents only:
♣♣ Single channel solutions, for content and DRMSingle channel solutions, for content and DRM
♣♣ Distribution servers without adaptation of protected contentDistribution servers without adaptation of protected content
♣♣ Limited capabilities in protecting content. Limited capabilities in protecting content. 

Content producers, providers, aggregators and distributors Content producers, providers, aggregators and distributors 
constantly need to adopt innovative means of constantly need to adopt innovative means of 
♣♣ increasing efficiency to reduce cost and to cope with large scalincreasing efficiency to reduce cost and to cope with large scale traffic.e traffic.
♣♣ coping with interoperable content coping with interoperable content 
♣♣ coping with DRMcoping with DRM

Thus new solutions are needed to automate, accelerate the  Thus new solutions are needed to automate, accelerate the  
production and protection processes.  production and protection processes.  
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Experience of the SpeakerExperience of the Speaker

The experience of the speaker mainly referThe experience of the speaker mainly referss to a set of to a set of 
international research and development projects such as international research and development projects such as 
AXMEDIS, WEDELMUSIC and MUSICNETWORK. In those, AXMEDIS, WEDELMUSIC and MUSICNETWORK. In those, 
projects, innovative technologies for the production, projects, innovative technologies for the production, 
protection and distributions of digital content have been protection and distributions of digital content have been 
analyzed and developed for the major European analyzed and developed for the major European 
industries of the sectorindustries of the sector

and, to the working on MPEG forum including:and, to the working on MPEG forum including:

♣♣ MPEGMPEG--21 with AXMEDIS 21 with AXMEDIS 

♣♣ M3W, new standard processM3W, new standard process M3W

MediaCon 2005, November 2005, © Paolo Nesi 4

SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Rights ManagementRights Management

DRM: Digital Rights Management, general terms DRM: Digital Rights Management, general terms 
many times abusedmany times abused

Management of Digital RightsManagement of Digital Rights
♣♣ Limited to the management of rights of Limited to the management of rights of 

digital content ?digital content ?
Digital Management of RightsDigital Management of Rights
♣♣ More correct and reasonableMore correct and reasonable
♣♣ Management of both rights for original works and Management of both rights for original works and 

related digital manifestations, resources, etc. related digital manifestations, resources, etc. 
♣♣ in many solutions DRM is not intended in this wayin many solutions DRM is not intended in this way
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Digital Rights ManagementDigital Rights Management

DRM: Digital Rights Management isDRM: Digital Rights Management is
♣♣ A set of technologies and solution to cope with Digital A set of technologies and solution to cope with Digital 

Management of RightsManagement of Rights

1st generation of DRM: 1st generation of DRM: 
♣♣ Focused on security and encryptionFocused on security and encryption
♣♣ Prevent unauthorized copyingPrevent unauthorized copying

2nd generation of DRM: covers2nd generation of DRM: covers
♣♣ description, identification, trading, protection, description, identification, trading, protection, 
♣♣ monitoring, and tracking of all forms of rights usages monitoring, and tracking of all forms of rights usages 

over contents, including management of rights over contents, including management of rights 
holders relationshipsholders relationships
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NEW Digital Rights ManagementNEW Digital Rights Management

To allow accessing at the digital content To allow accessing at the digital content 
functionalities in a controlled manner functionalities in a controlled manner 
♣♣ To who has been To who has been authenticated/certifiedauthenticated/certified
♣♣ To do what (the rights) is defined in a To do what (the rights) is defined in a licenselicense
♣♣ Verifying/Control/SuperviseVerifying/Control/Supervise if the above conditions if the above conditions 

and others are respected and others are respected 
♣♣ By using technologies to By using technologies to protect contentprotect content (e.g., (e.g., 

encryption, fingerprint, watermark, etc.) encryption, fingerprint, watermark, etc.) 
Cons: Cons: 
♣♣ Registration of usersRegistration of users
♣♣ Authentication of users and tools/terminal/devicesAuthentication of users and tools/terminal/devices
♣♣ Lack of interoperabilityLack of interoperability
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Simplified actors for this talkSimplified actors for this talk

Right/Content Owners, B2B, artists, etc. Right/Content Owners, B2B, artists, etc. 
♣♣ who has the rights on the initial work, non digital who has the rights on the initial work, non digital 

Content Producers, B2B, PublishersContent Producers, B2B, Publishers
♣♣ Who is producing the manifestations of the work, define its Who is producing the manifestations of the work, define its 

rights, may produce the digital resources, etc. rights, may produce the digital resources, etc. 
Content Integrators, aggregators, B2BContent Integrators, aggregators, B2B
♣♣ Who is Who is Integ/aggInteg/agg. Resources + metadata ++ , added value, etc., . Resources + metadata ++ , added value, etc., 

may be add other rights, etc.may be add other rights, etc.
Content Distributors, B2C, C2C (P2P)Content Distributors, B2C, C2C (P2P)
♣♣ Who is distributing digital contentWho is distributing digital content

Final Users, C2CFinal Users, C2C
♣♣ Who is using the digital content on behalf of the rights Who is using the digital content on behalf of the rights 

obtainedobtained
Users, in generalUsers, in general
♣♣ All the above actors that use in some way content on the basis All the above actors that use in some way content on the basis 

of the rights obtainedof the rights obtained
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Example: On Line Music Value ChainExample: On Line Music Value Chain

Source EITO2005Source EITO2005
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Motivation for Digital Rights ManagementMotivation for Digital Rights Management

Prevent access to who has not acquired the Prevent access to who has not acquired the 
rights to accessrights to access
Verifying/Control if the allowed rights are Verifying/Control if the allowed rights are 
respected:respected:
♣♣ In the whole value chain or at least at the end usersIn the whole value chain or at least at the end users

This role is traditionally partially covered by  This role is traditionally partially covered by  
Collecting Societies (clearing house) thatCollecting Societies (clearing house) that
♣♣ Guarantee/protect the interests of the content/rights Guarantee/protect the interests of the content/rights 

owners.owners.
♣♣ One or more Collecting Soc. for each CountryOne or more Collecting Soc. for each Country
♣♣ Some agreements among the majors Some agreements among the majors Coll.SocColl.Soc. in . in 

Europe: SIAE, SDAE, SAGEMA, etc.Europe: SIAE, SDAE, SAGEMA, etc.
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A simplified value chainA simplified value chain
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A simplified value chainA simplified value chain
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A simplified value chainA simplified value chain
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Value chain with protectionValue chain with protection
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
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Content PackagingContent Packaging
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Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures



MediaCon 2005, course

Prof. Paolo Nesi, nesi@dsi.unifi.it

9

MediaCon 2005, November 2005, © Paolo Nesi 17

Content ElementsContent Elements

Content PackagingContent Packaging
♣♣ To contain the following information To contain the following information 
♣♣ Streaming and/or downloadingStreaming and/or downloading
♣♣ binary and/or XML, etc. binary and/or XML, etc. 

MetadataMetadata
♣♣ Identification information, unique ID, distributor ID, etc.Identification information, unique ID, distributor ID, etc.
♣♣ Classification information also for indexing: Dublin core, etc. Classification information also for indexing: Dublin core, etc. 
♣♣ Descriptors, MPEGDescriptors, MPEG--7, for indexing, etc.7, for indexing, etc.
♣♣ References to Owner, to distributor, etc.References to Owner, to distributor, etc.
♣♣ Etc.Etc.

Digital Resources:Digital Resources:
♣♣ Any digital information: images, doc, txt, video, game, applicatAny digital information: images, doc, txt, video, game, application, file, ion, file, 

audio, etc.audio, etc.
Protection Information:Protection Information:
♣♣ What has to be done to access at a given information/resourceWhat has to be done to access at a given information/resource
♣♣ Tools used, their parameters, etc. Tools used, their parameters, etc. 

License:License:
♣♣ Which rights are provided, who is the recipient, conditions, etcWhich rights are provided, who is the recipient, conditions, etc. . 
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MetadataMetadata
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Certifier and 
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General Architecture of content business General Architecture of content business 
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Protected Protected 
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Certifier and 
Supervisor

General Architecture of content business General Architecture of content business 
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Protection Protection Protection 

InformationInformation

Distribution 
Server

Protected Protected 

Digital ContentDigital Content

ResourceResource
MetadataMetadata

M users, N different source M users, N different source 
objects:objects:

Max N*M Objects Max N*M Objects 
protected, that is for all the protected, that is for all the 
N Objects M different N Objects M different 
protectedprotected--licensed licensed 
versions have to be versions have to be 
producedproduced

N*M protection info N*M protection info 

Pros:Pros:
Simple distribution, 2 Simple distribution, 2 

serversservers
Cons:Cons:

P2P non supportedP2P non supported
Too many different Too many different 

objects, too much spaceobjects, too much space

LicenseLicense

License License 
ContractContract

PP

PP

MediaCon 2005, November 2005, © Paolo Nesi 22

Production of Objects and Augmented LicenseProduction of Objects and Augmented License
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General Architecture of content business General Architecture of content business 
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Managing License Chain in AXMEDISManaging License Chain in AXMEDIS
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Super Distribution ConceptsSuper Distribution Concepts

What is intendedWhat is intended
♣♣ A distribution in which the users collaborate to the A distribution in which the users collaborate to the 

distribution, such as in the P2P environmentsdistribution, such as in the P2P environments

♣♣ A solution in which the content is separate from the A solution in which the content is separate from the 
Protection Information, while the License can be in Protection Information, while the License can be in 
the object or not the object or not 

♣♣ A Solution in which the Certifier and Supervisors A Solution in which the Certifier and Supervisors 
and/or the device are capable of detecting violations and/or the device are capable of detecting violations 
thus activating some recovering activitythus activating some recovering activity
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Multichannel ProblemsMultichannel Problems

Different channels means:Different channels means:
♣♣Different formats to be producedDifferent formats to be produced

Different content type: video, audio, Different content type: video, audio, 
multimedia, etc.multimedia, etc.

♣♣Need of Content on demand ?? Need of Content on demand ?? 
Needs of Real Time Adaptation Needs of Real Time Adaptation 

♣♣Large number of final user devices, need of Large number of final user devices, need of 
profiling for users and devices with channelprofiling for users and devices with channel

♣♣Different methods for paymentsDifferent methods for payments
♣♣Different methods of delivering Different methods of delivering 
♣♣Different business and transaction modelsDifferent business and transaction models
♣♣Need of interoperable DRMNeed of interoperable DRM
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Limitations of Present DRM solutionsLimitations of Present DRM solutions

DRM is typically added only in the Integration or DRM is typically added only in the Integration or 
distribution phasesdistribution phases
♣♣ DRM is seen mainly for B2CDRM is seen mainly for B2C

Added by distributors  Added by distributors  
Owners demand to producersOwners demand to producers
Producers demand to integrators or distributorsProducers demand to integrators or distributors
Some Distributors demand to carriersSome Distributors demand to carriers

♣♣ DRM is tuned for a specific distribution channelDRM is tuned for a specific distribution channel
Windows Media DRM for PC/internet, etc. Windows Media DRM for PC/internet, etc. 
OMA DRM for Mobile OMA DRM for Mobile 
Etc. Etc. 

♣♣ No multichannel, no convergenceNo multichannel, no convergence
no interoperability of contentno interoperability of content
Partially solved producing content in several formats for Partially solved producing content in several formats for 
several channels and terminals, very complex and expensiveseveral channels and terminals, very complex and expensive

♣♣ Large Limitations for the final usersLarge Limitations for the final users
♣♣ Limitations for the business and marketsLimitations for the business and markets
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Present Needs for Accessing New MarketsPresent Needs for Accessing New Markets

Needs of Interoperable Content that may Needs of Interoperable Content that may MigrateMigrate from from 
♣♣ one terminal to anotherone terminal to another
♣♣ one user to anotherone user to another
♣♣ one channel to anotherone channel to another
♣♣ etc. etc. 

Transcoding/Transcoding/AdaptationAdaptation problemsproblems
♣♣ Content is packagedContent is packaged
♣♣ Content is protectedContent is protected
♣♣ Content contains several type of information: digital resources,Content contains several type of information: digital resources,

metadata, glue, etc. metadata, glue, etc. 
♣♣ On the servers and/or on the client terminalsOn the servers and/or on the client terminals

DRM Architecture has to support Migration and DRM Architecture has to support Migration and 
AdaptationAdaptation
♣♣ see in the followingsee in the following
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Present Needs for Accessing New MarketsPresent Needs for Accessing New Markets

DRM models supporting different:DRM models supporting different:
♣♣ Business models: pay per play, subscription, etc.Business models: pay per play, subscription, etc.
♣♣ Payment methods: fixed or dynamic price, etc.Payment methods: fixed or dynamic price, etc.
♣♣ Delivering models: streaming, download, broadcast, P2P, etc.Delivering models: streaming, download, broadcast, P2P, etc.
♣♣ Assigned rights: fixed or dynamic rights Assigned rights: fixed or dynamic rights assigmentassigment

Interoperable DRM: Interoperable DRM: 
♣♣ MigrazioneMigrazione didi contenuticontenuti protettiprotetti frafra canalicanali e e terminaliterminali cheche supportanosupportano

DRM DRM diversidiversi
IicenseIicense InteroperabiliInteroperabili, , interscambiabiliinterscambiabili, , traducibilitraducibili
ArchitetturaArchitettura DRM DRM interoperabileinteroperabile, , interscambiabileinterscambiabile

Massive processing and GRID architectures forMassive processing and GRID architectures for
♣♣ Content production/adaptationContent production/adaptation
♣♣ Transcoding/adaptation platforms for distributionTranscoding/adaptation platforms for distribution

♣♣ Processing of rights, solving license chainsProcessing of rights, solving license chains
for managing information related to rightsfor managing information related to rights
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B2B Rights ManagementB2B Rights Management

Advantages of B2B DRMAdvantages of B2B DRM
♣♣ Automation of contractAutomation of contract--based dealsbased deals
♣♣ usage meteringusage metering
♣♣ User Demographics compilationUser Demographics compilation
♣♣ Allowing integrationAllowing integration
♣♣ Try and buyTry and buy
♣♣ Free try for Business usersFree try for Business users

P2P distribution P2P distribution 
♣♣ sharing of contentsharing of content
♣♣ lower costs to access content lower costs to access content 
♣♣ Lower costs to promote/distribute contentLower costs to promote/distribute content
♣♣ Increment of accessible contentIncrement of accessible content
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Authentication and CertificationAuthentication and Certification

Authentication is the process:Authentication is the process:
♣♣ To register the User/Device/Terminal/Tool, independently or as To register the User/Device/Terminal/Tool, independently or as 

unified elementsunified elements
♣♣ to assign a unique ID to an User/Device/Terminal/Tool, to assign a unique ID to an User/Device/Terminal/Tool, 

independently or as unified elementsindependently or as unified elements
♣♣ typically concluded with the emission of a typically concluded with the emission of a CertificateCertificate

Certificate:Certificate:
♣♣ typically Hidden in the computer/device hosting the terminaltypically Hidden in the computer/device hosting the terminal
♣♣ Contains:Contains:

the Unique ID the Unique ID 
One or more Passwords for establishing protected One or more Passwords for establishing protected 
communications and thus to proof the authenticity of the  communications and thus to proof the authenticity of the  
User/Device/Terminal/Tool during transactionsUser/Device/Terminal/Tool during transactions
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Certification and verificationCertification and verification

Certification and Verification is the process:Certification and Verification is the process:
♣♣ In which an authenticated User/Device/Terminal/Tool is In which an authenticated User/Device/Terminal/Tool is 

confirmed to be still validconfirmed to be still valid
♣♣ For which eventual attempts/trials of violation are detectedFor which eventual attempts/trials of violation are detected
♣♣ .  .  

Performed by:Performed by:
♣♣ Verification about the consistency Verification about the consistency 
♣♣ Verification of the certificateVerification of the certificate
♣♣ Verification about the eventual corruptionsVerification about the eventual corruptions
♣♣ Verification of Tool, Device, Terminal, Tool violation or notVerification of Tool, Device, Terminal, Tool violation or not
♣♣ Etc.Etc.
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Content ElementsContent Elements

Content PackagingContent Packaging
♣♣ To contain the following information To contain the following information 
♣♣ Streaming and/or downloadingStreaming and/or downloading
♣♣ binary and/or XML, etc. binary and/or XML, etc. 

MetadataMetadata
♣♣ Identification information, unique ID, distributor ID, etc.Identification information, unique ID, distributor ID, etc.
♣♣ Classification information also for indexing: Dublin core, etc. Classification information also for indexing: Dublin core, etc. 
♣♣ Descriptors, MPEGDescriptors, MPEG--7, for indexing, etc.7, for indexing, etc.
♣♣ References to Owner, to distributor, etc.References to Owner, to distributor, etc.
♣♣ Etc.Etc.

Digital Resources:Digital Resources:
♣♣ Any digital information: images, doc, txt, video, game, applicatAny digital information: images, doc, txt, video, game, application, file, ion, file, 

audio, etc.audio, etc.
Protection Information:Protection Information:
♣♣ What has to be done to access at a given information/resourceWhat has to be done to access at a given information/resource
♣♣ Tools used, their parameters, etc. Tools used, their parameters, etc. 

License:License:
♣♣ Which rights are provided, who is the recipient, conditions, etcWhich rights are provided, who is the recipient, conditions, etc. . 
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MDMD
Ref to Ref to 

ProtectedProtected
Digital ContentDigital Content

Content representationContent representation

MDMD
Protected 
Protected 

Digital Content

Digital Content

MDMD

Protected Protected 

Digital ContentDigital Content
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Possible SolutionsPossible Solutions

PackagingPackaging
♣♣ MPEGMPEG--21: 21: 

DID: Digital Item DeclarationDID: Digital Item Declaration
DII: Digital item IdentificationDII: Digital item Identification
XML, XML, binarizationbinarization
DIA: Digital Item AdaptationDIA: Digital Item Adaptation
Any digital resourceAny digital resource
IPMPIPMP

♣♣ SCORMSCORM
Mainly on educational contentMainly on educational content

♣♣ WEDELMUSICWEDELMUSIC
XMLXML
Only downloadOnly download
Package compress and protectedPackage compress and protected
Any digital resourceAny digital resource

♣♣ OPENSKY PackageOPENSKY Package
……



MediaCon 2005, course

Prof. Paolo Nesi, nesi@dsi.unifi.it

20

MediaCon 2005, November 2005, © Paolo Nesi 41

Digital Item Declaration exampleDigital Item Declaration example

Container

Item
Descriptor

Component
Descriptor

Resource

Item

Component
Descriptor

Resource

Component
Descriptor

Resource

Descriptor

Item

Component
Descriptor

Resource

Descriptor

Item
Component

Descriptor

Resource
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DII example: MPEGDII example: MPEG--21 music album21 music album
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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License Definition and Processing 1/2License Definition and Processing 1/2

License:License:
♣♣ A digital version of the contractA digital version of the contract
♣♣ The contract/license is signed by clickingThe contract/license is signed by clicking
♣♣ Is supported by a way to demonstrate its authenticityIs supported by a way to demonstrate its authenticity
♣♣ Associated with who has signed the contract thus Associated with who has signed the contract thus 

he/it has to be authenticated and may be he/it has to be authenticated and may be 
certified/verified at each actioncertified/verified at each action

♣♣ can be stored in the digital object or notcan be stored in the digital object or not
If not, may in the terminal or remotely located If not, may in the terminal or remotely located 

♣♣ may refer to other licenses, creating a chain of may refer to other licenses, creating a chain of 
licenses for the evaluation of each given grant licenses for the evaluation of each given grant 
associated to a rightassociated to a right
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License Definition and Processing 2/2License Definition and Processing 2/2

License:License:
♣♣ Is formalized in some languageIs formalized in some language

Refer to some dictionary for terms that define the Refer to some dictionary for terms that define the 
semantics of the expressions of the languagesemantics of the expressions of the language

♣♣ contains the list of acquired rightscontains the list of acquired rights
♣♣ may refer to other licenses, creating a chain of may refer to other licenses, creating a chain of 

licenses for the evaluation of each given grant licenses for the evaluation of each given grant 
associated to a rightassociated to a right

♣♣ May be produced only by who has the rights to do itMay be produced only by who has the rights to do it
♣♣ May define/provide the price for each grant/action May define/provide the price for each grant/action 

performedperformed
♣♣ May be revokedMay be revoked
♣♣ May allow to define dynamic policies of controlMay allow to define dynamic policies of control
♣♣ Etc. Etc. 
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Protected Protected 

Digital ContentDigital Content

Managing License and Protection InformationManaging License and Protection Information

LicenseLicense

ProtProt--InfoInfo
ResourceResource

MetadataMetadata License 
License Contract

Contract

Once obtained the content you need the license to know what you Once obtained the content you need the license to know what you can can 
do on it, which Right you have acquireddo on it, which Right you have acquired
On the License you can get a reference to the Protection InformaOn the License you can get a reference to the Protection Information tion 
that for each Right and Resource provide the information to Unprthat for each Right and Resource provide the information to Unprotect otect 
the object the object 
During all these phases the Device can be verified with its SW, During all these phases the Device can be verified with its SW, HW, HW, 
users, etc. users, etc. 
Similarly if the Object is Governed (if the license is included Similarly if the Object is Governed (if the license is included into the into the 
object)object)
License and Protection Information are typically located in exteLicense and Protection Information are typically located in external rnal 
and remotely located Servers that are called Certifier and Superand remotely located Servers that are called Certifier and Supervisorsvisors
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Additional features and security issuesAdditional features and security issues

The devices and the Servers providing License The devices and the Servers providing License 
and/or Protection Information may have and/or Protection Information may have 
algorithms and tools for algorithms and tools for 
♣♣ detecting infringement and violationsdetecting infringement and violations
♣♣ Counting the usage, Counting the usage, for instance how many times a music for instance how many times a music 

piece has been played, how many print out have been piece has been played, how many print out have been 
produced, etc.produced, etc.

Dynamic definition of price for exampleDynamic definition of price for example……
♣♣ Collecting every event for further reportingCollecting every event for further reporting
♣♣ etc..etc..

Thus black lists of License, Objects, Devices, Thus black lists of License, Objects, Devices, 
Users have to be managedUsers have to be managed
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License formal languageLicense formal language

MPEGMPEG--21:21:
♣♣ REL: Rights Expression LanguageREL: Rights Expression Language

Derived from Derived from XrMLXrML
♣♣ RDD: Rights Data DictionaryRDD: Rights Data Dictionary

XrMLXrML 2.0: 2.0: eXtensibleeXtensible rights Markup Languagerights Markup Language
♣♣ http://http://www.xrml.orgwww.xrml.org//
♣♣ General purposeGeneral purpose
♣♣ ContentGuardContentGuard, Nov. 2001, Microsoft, Nov. 2001, Microsoft
♣♣ Derived from DPRLDerived from DPRL

OMA ODRL: Open Digital Rights ManagementOMA ODRL: Open Digital Rights Management
♣♣ Expression language for mobilesExpression language for mobiles
♣♣ Simpler than MPEG RELSimpler than MPEG REL
♣♣ ....
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Rights Expression ModelRights Expression Model

Rights Holders

PermissionsPermissionsObligationsObligations

ConstraintsConstraints
Pay

Tracking

Loyalty
Points

Count Time Territory

Play

Print

Reuse

Rights expressions should consist of:Rights expressions should consist of:
♣♣ PermissionsPermissions: what you: what you’’re allowed to dore allowed to do
♣♣ ConstraintsConstraints: restrictions on permissions: restrictions on permissions
♣♣ ObligationsObligations: what you have to do/provide/accept: what you have to do/provide/accept
♣♣ Rights holdersRights holders: who is entitled to what: who is entitled to what
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MPEGMPEG--21 REL 21 REL LicenseLicense

The basic MPEGThe basic MPEG--21 REL element is the license.21 REL element is the license.

License
Grant

Principal Resource

Right Condition

Issuer
Signature

Time of Assurance

• one o more grants,

• additional administrative 
information

• the license issuer, that 
gives the grants that the 
license contains, and
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MPEGMPEG--21 21 —— REL, Rights Expression LanguageREL, Rights Expression Language

A machineA machine--readable language, XMLreadable language, XML
To declare rights and permissionsTo declare rights and permissions
Uses terms defined in the Rights Data DictionaryUses terms defined in the Rights Data Dictionary
REL consists of licenses and grants that give specific REL consists of licenses and grants that give specific 
permissions to Users to perform certain actions on permissions to Users to perform certain actions on 
certain resources, given that certain conditions are metcertain resources, given that certain conditions are met
♣♣ Grants can also allow Users to delegate authority to Grants can also allow Users to delegate authority to 

othersothers
UserUser’’s system device has to s system device has to 
♣♣ parse and validate the REparse and validate the RE
♣♣ check permissions before any further action is donecheck permissions before any further action is done

DID parser is responsible for discovering and identifying DID parser is responsible for discovering and identifying 
where to gather licenseswhere to gather licenses
REL licenses are wrapped in Digital Items when the REL licenses are wrapped in Digital Items when the 
object if governedobject if governed
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REL data modelREL data model

REL grant consists ofREL grant consists of
♣♣ principal to whom grant is issuedprincipal to whom grant is issued
♣♣ rights the grant specifiesrights the grant specifies
♣♣ resource to which right in grant appliesresource to which right in grant applies
♣♣ condition to be met before grant can be exercisedcondition to be met before grant can be exercised

right

resource conditionprincipal

issued 
to associated  

with

subject 
to
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REL REL –– Principal and RightsPrincipal and Rights

Principal: Party to whom a grant conveys usage rights. Principal: Party to whom a grant conveys usage rights. 
♣♣ authentication mechanism by which the principal can prove its authentication mechanism by which the principal can prove its 

identity. identity. 
♣♣ a principal that must present multiple credentials, all of them a principal that must present multiple credentials, all of them must be must be 

simultaneously valid, to be authenticated.simultaneously valid, to be authenticated.
Right: Right: 
♣♣ Action or activity that a principal may perform using a resourceAction or activity that a principal may perform using a resource under under 

some condition.some condition.
Resource: Resource: 
♣♣ Object to which the principal can be granted a right.Object to which the principal can be granted a right.

Condition: Condition: 
♣♣ Terms under which rights can be exercised.Terms under which rights can be exercised.

MPEG REL provides a right element to encapsulate information MPEG REL provides a right element to encapsulate information 
about rights and provides a set of commonly used, specific about rights and provides a set of commonly used, specific 
rights, notably rights relating to other rights, such as issue, rights, notably rights relating to other rights, such as issue, 
revoke and obtain. Extensions to MPEG REL could define rights revoke and obtain. Extensions to MPEG REL could define rights 
appropriate to using specific types of resource. For instance, tappropriate to using specific types of resource. For instance, the he 
MPEG REL content extension defines rights appropriate to using MPEG REL content extension defines rights appropriate to using 
digital works (e.g., play and print)digital works (e.g., play and print)
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Rosy can Play 3 times the Ocean Wilds in November 2003.

An example of statementAn example of statement



MediaCon 2005, course

Prof. Paolo Nesi, nesi@dsi.unifi.it

27

MediaCon 2005, November 2005, © Paolo Nesi 56

PrincipalPrincipal
♣♣ AllPrincipalsAllPrincipals andand KeyHolderKeyHolder

RightsRights
♣♣ IssueIssue, , ObtainObtain, , PossesPropertyPossesProperty andand RevokeRevoke

ResourcesResources
♣♣ DigitalResourceDigitalResource, Revocable , Revocable andand ServiceReferenceServiceReference

ConditionsConditions
♣♣ AllConditionsAllConditions, , ExerciseMechanismExerciseMechanism, , ExistsRightExistsRight, , 

FullfilerFullfiler, , PrerequisiteRightPrerequisiteRight, , RevocationFreshnessRevocationFreshness, , 
ValidityIntervalValidityInterval

Possible values for termsPossible values for terms

♣♣ CallForConditionCallForCondition
♣♣ ExerciseLimitExerciseLimit
♣♣ FeeFlatFeeFlat
♣♣ FeeMeteredFeeMetered
♣♣ FeePerIntervalFeePerInterval
♣♣ FeePerUseFeePerUse
♣♣ FeePerUsePrePayFeePerUsePrePay
♣♣ SeekAprovalSeekAproval

♣♣ TerritoryTerritory
♣♣ TrackQueryTrackQuery
♣♣ TrackReportTrackReport
♣♣ TransferControlTransferControl
♣♣ ValidityIntervalFloatingValidityIntervalFloating
♣♣ ValidityIntervalStartsNowValidityIntervalStartsNow
♣♣ ValidityTimeMeteredValidityTimeMetered
♣♣ ValidityTimePeriodicValidityTimePeriodic

Examples of RightsExamples of Rights
♣♣ AdaptAdapt
♣♣ DeleteDelete
♣♣ DiminishDiminish
♣♣ EmbedEmbed
♣♣ EnhanceEnhance
♣♣ EnlargeEnlarge
♣♣ ExecuteExecute
♣♣ InstallInstall
♣♣ ModifyModify
♣♣ MoveMove
♣♣ PlayPlay
♣♣ PrintPrint
♣♣ ReduceReduce
♣♣ UninstallUninstall
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Rights Models: Types of RightsRights Models: Types of Rights

Now is the time 
for all good men 
to come to the 
aid of their 
country.  Why do 
we always ue this 
piece of txt for 
exmaples?

Now is the time for all 
good men to come to 
the aid of their 
country.  Why do we 
always ue this piece 
of txt for exmaples?

PrintPrint

ViewView

Render RightsRender Rights Derivative WorkDerivative Work
RightsRights

ExtractExtract

EmbedEmbed

Transport RightsTransport Rights

CopyCopy

MoveMove

LoanLoan

EditEdit

PlayPlay
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MPEGMPEG--21 Part 6 21 Part 6 —— Rights Data DictionaryRights Data Dictionary

Set of clear, consistent, structured, integrated and Set of clear, consistent, structured, integrated and 
uniquely identified Terms to support RELuniquely identified Terms to support REL
Specification of dictionary structure and Specification of dictionary structure and 
methodology to create dictionarymethodology to create dictionary
Dictionary is prescriptive, inclusive, and has audit Dictionary is prescriptive, inclusive, and has audit 
provisionsprovisions
Legal definitions are mapped from other Legal definitions are mapped from other 
AuthoritiesAuthorities
Supports mapping & transformation of metadata Supports mapping & transformation of metadata 
from terminology of one namespace (or Authority) from terminology of one namespace (or Authority) 
into that of another namespace in automated or into that of another namespace in automated or 
partiallypartially--automated wayautomated way
Dictionary is based on a logical model, the Dictionary is based on a logical model, the 
Context Model, which is the basis of the dictionary Context Model, which is the basis of the dictionary 
ontologyontology
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Managing License ChainManaging License Chain

Alice says, Alice says, ““Bob has the right Bob has the right 
to issue a license to anyone to issue a license to anyone 
to print the book.to print the book.””
Bob says, Bob says, ““Carol has the right Carol has the right 
to print the book.to print the book.””
To solve the To solve the SubSubLicenseSubSubLicense al the connected al the connected LincensesLincenses
are neededare needed
They have to be accessible on Processing EngineThey have to be accessible on Processing Engine
This may involve massive processing This may involve massive processing 

Content 
provider

License License 
ContractContract

Content 
provider License License 

ContractContract

ResourceResource

MetadataMetadata

Content 
Integrator

subLicensesubLicense
ContractContract

Content 
Distributor

subsubLicense
subsubLicense

ContractContract

PARPAR

PARPAR
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Managing License Chain in AXMEDISManaging License Chain in AXMEDIS

Content 
provider

License License 
ContractContract

Content 
provider

License License 
ContractContract

Content 
Integrator

subLicensesubLicense
ContractContract

Content 
Distributor

subsubLicense
subsubLicense

ContractContract

PARPAR

PARPAR

ResourceResource

MetadataMetadata

Protection Manager SupportProtection Manager Support

PP--Info,aInfo,a PP--Info, bInfo, b
Certifier and SupervisorCertifier and Supervisor

PP--InfoInfo Action log 
database

Digital Digital 

PhysicalPhysical

Digital Digital protectedprotected

protectedprotected

Digital Digital 
protectedprotected

POSTPOSTPOSTPOST

POSTPOST

POSTPOST browsebrowse browsebrowse useuse

useuse

useuse

useuse

PP PP
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Open Digital Rights Language (ODRL)Open Digital Rights Language (ODRL)

http://odrl.net/http://odrl.net/
by R. by R. IannellaIannella, specification version 1.1 freely available, specification version 1.1 freely available
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OMA DRM OMA DRM –– StakeholdersStakeholders

OMA DRM is developed by the entire mobile value OMA DRM is developed by the entire mobile value 
chain for the mobile industrychain for the mobile industry
♣♣ Content Providers Content Providers 
♣♣ Information Technology CompaniesInformation Technology Companies
♣♣ Mobile OperatorsMobile Operators
♣♣ Wireless VendorsWireless Vendors

About 50 Companies participating in monthly About 50 Companies participating in monthly 
meetings and weekly conference callsmeetings and weekly conference calls
Consolidated from DRM standardization at 3GPP, Consolidated from DRM standardization at 3GPP, 
WAPForumWAPForum etc.etc.
LiasonsLiasons created with industry organizations such as created with industry organizations such as 
MPEG, RIAA, 3GPP, etc.MPEG, RIAA, 3GPP, etc.
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ODRL ODRL vizviz MPEGMPEG--21 (Jaime Delgado, FUPF, AXMEDIS)21 (Jaime Delgado, FUPF, AXMEDIS)

DifferencesDifferences
♣♣ Different syntax and elements.Different syntax and elements.
♣♣ ODRL is simpler. MPEGODRL is simpler. MPEG--21 REL has many options.21 REL has many options.
♣♣ MPEGMPEG--21 REL works with an independent rights data 21 REL works with an independent rights data 

dictionary.dictionary.

ENTITY ODRL MPEG-21 REL

Subject Party Principal

Object Asset Resource

Right
(action)

Permission
(Right)

Right

Condition
(terms)

Constraint
(Right)

Condition
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Protection information ModelProtection information Model

Protection informationProtection information for each Single Protected for each Single Protected 
ObjectObject
♣♣ How an object is protectedHow an object is protected
♣♣ How each digital resource is protectedHow each digital resource is protected

Which algorithms are used for encryption, scrambling, Which algorithms are used for encryption, scrambling, 
compressing, etc.compressing, etc.
How they are applied: sequence, segment, etc. How they are applied: sequence, segment, etc. 
Which parameters have been used, associated key, etc.Which parameters have been used, associated key, etc.

♣♣ Protection behavior and streamingProtection behavior and streaming
♣♣ References to other IPMP models and information References to other IPMP models and information 

for example into an MPEGfor example into an MPEG--21 object MPEG21 object MPEG--4 IPMPX are 4 IPMPX are 
includedincluded

♣♣ Etc. Etc. 
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Protection information ModelProtection information Model

MPEGMPEG--21: Intellectual Property 21: Intellectual Property 
Management and Protection, IPMPManagement and Protection, IPMP
♣♣ The means to enable content to be persistently and reliably The means to enable content to be persistently and reliably 

managed and protected across a wide range of networks and managed and protected across a wide range of networks and 
devicesdevices
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Different Levels of ProtectionDifferent Levels of Protection

System Security System Security 
♣♣ Authentication, PasswordAuthentication, Password
♣♣ Access ControlAccess Control

Access rights for (object, people, location, time)Access rights for (object, people, location, time)
♣♣ Auditing, Event logging Auditing, Event logging 

Data SecurityData Security
♣♣ Encryption Encryption 
♣♣ FingerprintingFingerprinting
♣♣ WatermarkingWatermarking
♣♣ Rights enforcementRights enforcement

For enforcing embedded rights informationFor enforcing embedded rights information

Network SecurityNetwork Security
♣♣ Protected protocolsProtected protocols
♣♣ Preventing the access via communicationsPreventing the access via communications
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Protection, Low Level Technologies Protection, Low Level Technologies 

Encryption Encryption 
♣♣ A digital resource transformation based on some algorithm and A digital resource transformation based on some algorithm and 

a key. The inverse operation is typically computationally a key. The inverse operation is typically computationally 
expensive to be performed without knowing the needed key expensive to be performed without knowing the needed key 
even if one know the algorithmeven if one know the algorithm

ScramblingScrambling
♣♣ A digital resource transformation based on some simple A digital resource transformation based on some simple 

algorithms: line, byte, segments, exchanges, etc. The inverse algorithms: line, byte, segments, exchanges, etc. The inverse 
operation is typically simply if one know the algorithm to operation is typically simply if one know the algorithm to 
scramble.scramble.

WatermarkWatermark
♣♣ Hiding into the digital resource some information, transforming Hiding into the digital resource some information, transforming 

the digital resourcethe digital resource
FingerprintFingerprint
♣♣ Estimating a code (may be unique) from the digital resource Estimating a code (may be unique) from the digital resource 

datadata
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Encryption, Encryption, CryptographyCryptography

Symmetric: 1 keySymmetric: 1 key
♣♣ Ex: DES, AES, Ex: DES, AES, ……
♣♣ Key management (secret sharing)Key management (secret sharing)

Asymmetric: 2 keys (public, private)Asymmetric: 2 keys (public, private)
♣♣ Ex: RSA, Ex: RSA, ……
♣♣ Public key cryptographyPublic key cryptography
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WatermarkWatermark

What is the watermark (also called What is the watermark (also called 
steganographicsteganographic) ) 
♣♣ a technology to embed an information in the a technology to embed an information in the 

content: image, video, text, audio, etc content: image, video, text, audio, etc 
Which information is watermarked:Which information is watermarked:
♣♣ Object IDObject ID
♣♣ Owner IDOwner ID
♣♣ Distributor IDDistributor ID
♣♣ Eventual coding of the license (governed object)Eventual coding of the license (governed object)
♣♣ Etc.Etc.

Once read it can be used Once read it can be used 
♣♣ to hide IDs to demonstrate the ownership of the to hide IDs to demonstrate the ownership of the 

contentcontent
♣♣ To hide a sort of licenseTo hide a sort of license
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Watermark featuresWatermark features

Transparency: visible, invisibleTransparency: visible, invisible
Robustness: tolerance to attacksRobustness: tolerance to attacks
♣♣ Adaptation, DAAdaptation, DA--ADAD

Capacity: amount of information embeddedCapacity: amount of information embedded
Blindness: reference to the source image Blindness: reference to the source image Hidden or Hidden or 
visiblevisible
Removable or not: Removable or not: 
♣♣ when it is separable from the digital resource obtaining the when it is separable from the digital resource obtaining the 

original digital resourceoriginal digital resource
Single of multiple: Single of multiple: 
♣♣ when more than one WM is presentwhen more than one WM is present

Readable Readable 
♣♣ by all or only by the owner: when there is not need to have a by all or only by the owner: when there is not need to have a 

special key/parameters to read it special key/parameters to read it 
♣♣ with an absolute certainty or with some statistical confidencewith an absolute certainty or with some statistical confidence
♣♣ To be estimated during streaming To be estimated during streaming 

Etc.Etc.
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Usage of WatermarkUsage of Watermark

Content Producers/Distributor typically Content Producers/Distributor typically 
watermark the content (images, audio, video, watermark the content (images, audio, video, 
etc.) etc.) 
Content integrators and distributors are Content integrators and distributors are 
informed and may add one more watermark with informed and may add one more watermark with 
their code or referencetheir code or reference
End users are not aware about that, if it is End users are not aware about that, if it is 
undetectable is easyundetectable is easy
The terminal may or may not be capable to read The terminal may or may not be capable to read 
itit
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Usage of WatermarkUsage of Watermark

Then Content Then Content 
Owners, may Owners, may 
monitor monitor 
♣♣ distribution distribution 

channels channels 
♣♣ published content published content 

collectioncollection
♣♣ Etc. Etc. 

Reading the WMReading the WM
♣♣ To detect the To detect the 

passage of their passage of their 
content content 

♣♣ To verifying the To verifying the 
presence of presence of 
violations of IPR violations of IPR 

M
on

ito
rin

g

PCs

PDAs

OpenSky Data Broadcast

Kiosks
Kiosks

i-TVs

Channel Distributors

PC- Distributors

PDA- Distributors

Mobile-Distributors
Mobiles

Satellite Data Broadcast

Packaging
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Fingerprint and descriptorsFingerprint and descriptors

What is the FingerprintWhat is the Fingerprint
♣♣ It is an IDIt is an ID--code estimated on the digital content or resource that code estimated on the digital content or resource that 

present in practical an high probability to be unique for that present in practical an high probability to be unique for that 
content with respect to other similar contentcontent with respect to other similar content

♣♣ To make the recognition of the digital content possibleTo make the recognition of the digital content possible
Indexing into the databaseIndexing into the database

FP as a high level content descriptorFP as a high level content descriptor
♣♣ Resources Resources 

Audio: Rhythm, tonality, duration, genre, etc. Audio: Rhythm, tonality, duration, genre, etc. 
Video: number of scenes, description of the scene, etc. Video: number of scenes, description of the scene, etc. 
Text: main keywords, summary, topics, etc. Text: main keywords, summary, topics, etc. 

♣♣ Collected as MPEGCollected as MPEG--7 descriptors7 descriptors
♣♣ Vectors of those features, etc.Vectors of those features, etc.
♣♣ Independent on the resolution, format, etc. Independent on the resolution, format, etc. 
♣♣ May be Computationally intensiveMay be Computationally intensive
♣♣ Etc. Etc. 
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Fingerprint FeaturesFingerprint Features

Features:Features:
♣♣ Never included with the content if its aim is the usage for contNever included with the content if its aim is the usage for content ent 

protectionprotection
♣♣ Included in the content (package) only if it is used as content Included in the content (package) only if it is used as content descriptordescriptor
♣♣ Robust to adaptation processing: Scaling: time, space, color, etRobust to adaptation processing: Scaling: time, space, color, etc.c.
♣♣ Short and conciseShort and concise
♣♣ RepeatableRepeatable
♣♣ Light to be estimated Light to be estimated 

estimable during streaming, on the basis of a short duration of estimable during streaming, on the basis of a short duration of the the 
content streamingcontent streaming

♣♣ Robust to eventual watermark additionRobust to eventual watermark addition
♣♣ Etc.Etc.

Typically more computational intensive with respect to WM:Typically more computational intensive with respect to WM:
♣♣ The WM code is read/extracted from the contentThe WM code is read/extracted from the content
♣♣ The FP code has to be estimated from the contentThe FP code has to be estimated from the content
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Usage of FingerprintUsage of Fingerprint

Then Content Then Content 
Owners, may Owners, may 
monitor monitor 
♣♣ distribution distribution 

channels channels 
♣♣ published content published content 

collectioncollection
♣♣ Etc. Etc. 

To detect the To detect the 
passage of their passage of their 
content bycontent by
♣♣ estimating in real estimating in real 

time the fingerprint time the fingerprint 
the the 

♣♣ searching into the searching into the 
databasedatabase
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Supervision and Control about Rights ExploitationSupervision and Control about Rights Exploitation

To:To:
♣♣ Collect Events/ActionsCollect Events/Actions
♣♣ certify the trusting level of the Tool/Device/Terminalcertify the trusting level of the Tool/Device/Terminal
♣♣ Allow the implementation of black lists for Allow the implementation of black lists for 

Tools/Devices/Terminals Tools/Devices/Terminals 

Events/Actions collection to Events/Actions collection to 
♣♣ provide the evidence about the exploitation of rightsprovide the evidence about the exploitation of rights
♣♣ provide the billing information to the final userprovide the billing information to the final user
♣♣ provide the statistical information about the exploitation of riprovide the statistical information about the exploitation of rights ghts 

to: content owners, producers, collecting societies, distributorto: content owners, producers, collecting societies, distributors, s, 
etc. etc. 

MPEGMPEG--21 Event Reporting21 Event Reporting
Specifies how to express ERSpecifies how to express ER--Request and Event Report and Request and Event Report and 
how they are represented as digital itemhow they are represented as digital item
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Problems for digital convergenceProblems for digital convergence

LimitationsLimitations
♣♣ Present solutions are mainly based on the unification of Present solutions are mainly based on the unification of 

Supervision and Control Server (CS)  with the License Server Supervision and Control Server (CS)  with the License Server 
(LS)(LS)

IssuesIssues
♣♣ CS collects the events/actions performed by the users and allow CS collects the events/actions performed by the users and allow 

the authentication and certificationthe authentication and certification
♣♣ LS collects the licenses and process the grantsLS collects the licenses and process the grants
♣♣ If the Protection Information is contained into the License CS If the Protection Information is contained into the License CS 

and LS can be the same Server, in the other cases NOand LS can be the same Server, in the other cases NO

Interoperability and multichannelInteroperability and multichannel
♣♣ Several CS and LSSeveral CS and LS
♣♣ Some of the activities have to be guaranteed by a Some of the activities have to be guaranteed by a superpartessuperpartes

authorityauthority
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EventEvent reportingreporting

Single Single tracestraces
StatisticalStatistical data data forfor reportingreporting and and analysisanalysis
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Reporting, accounting manager and tool, examplesReporting, accounting manager and tool, examples

Reporting to DistributorReporting to Distributor
♣♣ Each exploited right with references to the UserEach exploited right with references to the User--ID for each ID for each 

distributed object (objects that contains its Distdistributed object (objects that contains its Dist--ID)ID)
Reporting to the Integrator/creatorReporting to the Integrator/creator
♣♣ Who create new object from other objects of from scratchWho create new object from other objects of from scratch
♣♣ The number of exploited rights for each object that contains theThe number of exploited rights for each object that contains the

CreatorCreator--ID and the DistID and the Dist--ID for each of themID for each of them
Reporting for the Collecting societies, CSReporting for the Collecting societies, CS
♣♣ Who is monitoring the exploited rights for third parties, for otWho is monitoring the exploited rights for third parties, for other her 

creatorscreators
♣♣ The number of exploited rights for each CreatorThe number of exploited rights for each Creator--ID associated ID associated 

with the CS, for each object that contains the Creatorwith the CS, for each object that contains the Creator--ID and the ID and the 
DistDist--ID for each of them, in a certain Geographic Region or ID for each of them, in a certain Geographic Region or 
StateState
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MPEGMPEG--21 Part 15 21 Part 15 —— Event ReportingEvent Reporting

Standardise information for all reportable events in Standardise information for all reportable events in 
MPEGMPEG--21;21;

Provide a means of capturing and containing these Provide a means of capturing and containing these 
metrics and interfaces that refers to identified Digital metrics and interfaces that refers to identified Digital 
Items, environments, processes, transactions and Items, environments, processes, transactions and 
Users.Users.

Such metrics and interfaces will enable Users to Such metrics and interfaces will enable Users to 
understand precisely the performance of all understand precisely the performance of all 
reportable events within the framework. reportable events within the framework. ““Event Event 
ReportingReporting”” must provide Users a means of acting on must provide Users a means of acting on 
specific interactions, as well as enabling a vast set specific interactions, as well as enabling a vast set 
of outof out--ofof--scope processes, frameworks and models scope processes, frameworks and models 
to interoperate with MPEGto interoperate with MPEG--21.21.
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SummarySummary

Digital Rights ManagementDigital Rights Management
DRM and the value chainDRM and the value chain
DRM and the Content ElementsDRM and the Content Elements
Limitations and NeedsLimitations and Needs
Authentication and certificationAuthentication and certification
Content PackagingContent Packaging
License definition and processing License definition and processing 
Protection Information Protection Information 
Protection, low level technologiesProtection, low level technologies
Supervision, ControlSupervision, Control
Example of ArchitecturesExample of Architectures
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Comments on the prominent technologiesComments on the prominent technologies

Microsoft with Windows Media Microsoft with Windows Media 
AXMEDIS: AXMEDIS: www.axmedis.orgwww.axmedis.org

Content GuardContent Guard
♣♣ Owner of Owner of XrMLXrML, source for MPEG21 REL, source for MPEG21 REL
♣♣ Owned by Microsoft in large partOwned by Microsoft in large part

AdobeAdobe
♣♣ Mainly for PDF, EBX DRMMainly for PDF, EBX DRM

DMDFusionDMDFusion
♣♣ DRM included DRM included 

ODRL: ODRL: Open Digital Rights Language Open Digital Rights Language 
♣♣ Accepted by OMA, Open Mobile AllianceAccepted by OMA, Open Mobile Alliance

DWS: Digital World Service, BMGDWS: Digital World Service, BMG
♣♣ ADO2RA DRMADO2RA DRM
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Windows Media Windows Media RightsRights Manager Manager 
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Windows Media EcosystemWindows Media Ecosystem

Portable Devices Portable Devices License License 
ClearinghouseClearinghouse

AuthorizationAuthorization

Content CreationContent Creation

Content PackagingContent Packaging

ProcessingProcessing

DistributionDistribution

Web RetailerWeb Retailer
DownloadDownload
StreamingStreaming

AcquisitionAcquisition

Home DevicesHome Devices

BusinessBusiness ConsumerConsumer

TransferTransfer

TransactionTransaction
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Windows Media Windows Media vizviz AXMEDISAXMEDIS

Limited number of BMsLimited number of BMs
ProtInfoProtInfo limited to Keylimited to Key
Content and licenseContent and license
Signed Content HeaderSigned Content Header
Single channelSingle channel
Proprietary LicenseProprietary License
♣♣ Limited dictionaryLimited dictionary
♣♣ Limited number of rightsLimited number of rights

Authentication of Player Authentication of Player 
(device plus user)(device plus user)
Revocation per PlayerRevocation per Player
Revocation per licenseRevocation per license
Only digital resources that Only digital resources that 
can be included into Widows can be included into Widows 
MediaMedia
……

Larger number of BMsLarger number of BMs
Any Any ProtInfoProtInfo
Content and licenseContent and license
Signed Content AXINFOSigned Content AXINFO
MultichannelMultichannel
MPEGMPEG--21 REL license21 REL license
♣♣ Expandable dictionaryExpandable dictionary
♣♣ Any type of rightsAny type of rights

Authentication of device,  user, Authentication of device,  user, 
etc.etc.
Revocation per device, user, etc, Revocation per device, user, etc, 
Revocation per licenseRevocation per license
Any digital format, of any typeAny digital format, of any type

....
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Automating Production of 
Cross Media Content 

for Multichannel Distribution
preReviewpreReview Meeting Meeting 

www.AXMEDIS.orgwww.AXMEDIS.org
22 September 2005, Luxembourg 22 September 2005, Luxembourg 

Ver.:2.8Ver.:2.8
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Content:
Producers
Providers
Aggregators
Packager
Integrators
Promoters
Distributors
..

Supporting both B2B 
and B2C distribution
Reducing costs for 
Content Production, 
processing, etc 
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AMXEDIS ConsortiumAMXEDIS Consortium
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Main general ObjectivesMain general Objectives

Produce and distribute cross media content in Produce and distribute cross media content in 
protected manner, integrating B2B and B2C protected manner, integrating B2B and B2C 
sidessides
Allowing the content distribution and Allowing the content distribution and 
collaborative production at B2B level collaborative production at B2B level 
Create a unified European platform for content Create a unified European platform for content 
distribution in terms of DRM and interoperabilitydistribution in terms of DRM and interoperability

Increase accessibility to the European audio Increase accessibility to the European audio 
visual content for its exploitation for visual content for its exploitation for 
entertainment, valorization, etc.entertainment, valorization, etc.
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AXMEDIS B2B Distribution and SharingAXMEDIS B2B Distribution and Sharing

Content Providers

Content Provider

P2P B2B netw
ork

P2P B2B netw
ork

Content Integrators

Collecting Societies
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Internet Distributor
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Kiosks distribution

VOD

Content Integrators
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Main technical ObjectivesMain technical Objectives

reducing costs for content production and management reducing costs for content production and management 
by applying innovative techniques to content creation, by applying innovative techniques to content creation, 
representation (format) and workflow; representation (format) and workflow; 
reducing distribution and aggregation costs in order to reducing distribution and aggregation costs in order to 
increase accessibility with a Peerincrease accessibility with a Peer--toto--Peer (P2P) platform Peer (P2P) platform 
at Businessat Business--toto--Business (B2B) level, which can integrate Business (B2B) level, which can integrate 
content management systems and workflows; content management systems and workflows; 
developing and providing new methods and tools for developing and providing new methods and tools for 
innovative and flexible Digital Rights Management innovative and flexible Digital Rights Management 
(DRM), including the exploitation of MPEG(DRM), including the exploitation of MPEG--21 and 21 and 
overcoming its limitations and support different overcoming its limitations and support different 
business and transaction models. business and transaction models. 
Integrating present CMSs with AXMEDIS framework and Integrating present CMSs with AXMEDIS framework and 
toolstools
Creating a technical AXMEDIS framework for allCreating a technical AXMEDIS framework for all
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AXMEDIS Certifier  &  
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AXMEDIS
Portal

AXMEDIS Multichannel Content Distribution
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AXMEDIS ArchitectureAXMEDIS Architecture
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Network
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One scenario Actors and their relationsOne scenario Actors and their relations

User #1
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Terminal
# 1
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AXMEDIS FrameworkAXMEDIS Framework

Any Proprietary CMS, and Content as files Any Workflow
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Business OpportunitiesBusiness Opportunities
For ALL and for Content Provider/Producers For ALL and for Content Provider/Producers 
♣♣ lower costs of production, protection, B2B distribution and promlower costs of production, protection, B2B distribution and promotion otion 
♣♣ simple and direct access at content coming from many content simple and direct access at content coming from many content 

providers, integrators, etc., in easy manner,providers, integrators, etc., in easy manner,
♣♣ exploitation of a multiexploitation of a multi--channel distributionchannel distribution

For Content Distributors/Mediators to have For Content Distributors/Mediators to have 
♣♣ the possibility of defining several different business models adthe possibility of defining several different business models adapting the apting the 

distribution channel to the users needs and would distribution channel to the users needs and would 
For Content Integrators and Multimedia Publishers to For Content Integrators and Multimedia Publishers to 
♣♣ integrate cross media content and automatically managing rights integrate cross media content and automatically managing rights for for 

complex multimedia products complex multimedia products 
For Final user to get access to the same content on several For Final user to get access to the same content on several 
platforms and locations, to have content at low price, etc.platforms and locations, to have content at low price, etc.
For Collecting Societies to have access at direct reports about For Collecting Societies to have access at direct reports about 
the Content exploitation the Content exploitation 
For IT companies to access at innovative technologies for For IT companies to access at innovative technologies for 
content production and distribution, integrated environmentcontent production and distribution, integrated environment
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AXMEDIS features AXMEDIS features 

Technical solutions related to the above Technical solutions related to the above 
mentioned technical objectives:mentioned technical objectives:
♣♣ Integration with legacyIntegration with legacy
♣♣ Interoperability of content and DRM, multichannel, Interoperability of content and DRM, multichannel, 

etc.etc.
♣♣ Reduction of production costsReduction of production costs
♣♣ DRM improvement, tracking of eventsDRM improvement, tracking of events
♣♣ Innovative technologies in Fingerprinting, modeling, Innovative technologies in Fingerprinting, modeling, 

P2P, DRM, authoring, production, etc. P2P, DRM, authoring, production, etc. 

AXMEDIS framework for allAXMEDIS framework for all
♣♣ European platform for common exploitation of resultsEuropean platform for common exploitation of results
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AXMEDIS FrameworkAXMEDIS Framework

Exploitation of AXMEDIS research and innovationExploitation of AXMEDIS research and innovation
To guarantee the return of investmentTo guarantee the return of investment
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As the AXMEDIS Framework can be exploitedAs the AXMEDIS Framework can be exploited

Exploiting AXMEDIS Framework and ToolsExploiting AXMEDIS Framework and Tools
♣♣ Content Processing (AXMEDIS CP GRID)Content Processing (AXMEDIS CP GRID)

Reducing production costs and timeReducing production costs and time
Accelerating: composition, formatting, protection, feature extraAccelerating: composition, formatting, protection, feature extraction, ction, 
distributions, publishing, etc. distributions, publishing, etc. 

♣♣ Set up and management of single/multichannel Content DistributioSet up and management of single/multichannel Content Distribution with n with 
DRMDRM

♣♣ Customising AXMEDIS Players (PC, PDA, etc.) for creating YOUR Customising AXMEDIS Players (PC, PDA, etc.) for creating YOUR 
PlayersPlayers

♣♣ Customising AXMEDIS P2P tools for B2B Customising AXMEDIS P2P tools for B2B 
Exploiting AXMEDIS InfrastructureExploiting AXMEDIS Infrastructure
♣♣ Accessing to advanced State of the Art and standards solutionsAccessing to advanced State of the Art and standards solutions
♣♣ Sharing Content in a B2B Environment (AXEPTool)Sharing Content in a B2B Environment (AXEPTool)

Any Proprietary CMS, and Content as files Any Workflow
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Short Biography of Paolo NesiShort Biography of Paolo Nesi

Full Professor at the University of Florence, Department of SystFull Professor at the University of Florence, Department of Systems and ems and 
Informatics, and chair of the Informatics, and chair of the Distributed Systems and Internet Technology Distributed Systems and Internet Technology 
LabLab. . 
He is working on technologies related to content production, proHe is working on technologies related to content production, protection, tection, 
security and distribution since several years: (i) languages andsecurity and distribution since several years: (i) languages and tools for the tools for the 
specification of real time systems by means of interval temporalspecification of real time systems by means of interval temporal logic; (ii) logic; (ii) 
metrics and tools for the assessment of software systems; (iii) metrics and tools for the assessment of software systems; (iii) languages languages 
and tools for the coand tools for the co--operative work; (iv) protection and security tools and operative work; (iv) protection and security tools and 
solutions (IMP, MPEG21, certification of devices, etc), (v) distsolutions (IMP, MPEG21, certification of devices, etc), (v) distributed ributed 
systems, P2P, GRID, etc.; (vi) distributed architectures for autsystems, P2P, GRID, etc.; (vi) distributed architectures for automatic omatic 
control, optimisation, industrial applications, supervision, etccontrol, optimisation, industrial applications, supervision, etc. . 

He has been Chair of several international conferences (CSMR'98;He has been Chair of several international conferences (CSMR'98;
CSMR'99; WEDELMUSIC2002), General Chair of IEEE ICSM2001, CSMR'99; WEDELMUSIC2002), General Chair of IEEE ICSM2001, 
WEDELMUSIC2001, IEEE ICECCS 2004. He has published more than 170WEDELMUSIC2001, IEEE ICECCS 2004. He has published more than 170
papers on journals and on conference proceedings. papers on journals and on conference proceedings. 

He has been the project manager several multipartner internationHe has been the project manager several multipartner international projects al projects 
(see those in the reference for example), and co(see those in the reference for example), and co--chair of MPEG AHG on chair of MPEG AHG on 
SMR, coordinating projects with partner companies and research SMR, coordinating projects with partner companies and research 
institutions, such as: AFI, ANSC, BMG RICORDI, EUTELSAT, institutions, such as: AFI, ANSC, BMG RICORDI, EUTELSAT, 
COMVERSE, CRS4, EPFL, FHGCOMVERSE, CRS4, EPFL, FHG--IGD, GIUNTI, HP, IRCAM, OD2, SEJER IGD, GIUNTI, HP, IRCAM, OD2, SEJER 
BORDAS and NATHAN, SUGARMUSIC, CRS4, TISCALI, BORDAS and NATHAN, SUGARMUSIC, CRS4, TISCALI, UnivUniv, Readings, , Readings, 
Univ. Univ. PompeoPompeo FabraFabra, etc., etc.
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ODRL: ODRL: http://http://odrl.netodrl.net//
OMA: OMA: www.openmobilealliance.orgwww.openmobilealliance.org
MI3P, Music Industry Integrated Identifier Project, MI3P, Music Industry Integrated Identifier Project, 
http://www.mi3phttp://www.mi3p--standard.org/standard.org/
MPEG, MPEGMPEG, MPEG--21: 21: www.chiariglione.orgwww.chiariglione.org
MUSICNETWORK: MUSICNETWORK: www.interactivemusicnetwork.orgwww.interactivemusicnetwork.org
WEDELMUSIC: WEDELMUSIC: www.wedelmusic.orgwww.wedelmusic.org
Windows Media:  Windows Media:  
http://www.microsoft.com/windows/windowsmedia/defauhttp://www.microsoft.com/windows/windowsmedia/defau
lt.aspxlt.aspx
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For any Contact InformationFor any Contact Information

Prof. Paolo Nesi Prof. Paolo Nesi 
University of FlorenceUniversity of Florence
Distributed Systems and Internet Technology LabDistributed Systems and Internet Technology Lab
Department of Systems and InformaticsDepartment of Systems and Informatics
Email: Email: nesi@dsi.unifi.itnesi@dsi.unifi.it
http://www.dsi.unifi.it/~nesihttp://www.dsi.unifi.it/~nesi
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