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An AXMEDIS object is like a container where you can put any kind of resource inside.
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AXMEDIS DRM FOR DUMMIES

INTRODUCTION

This manual shows the minimal steps regarding the production, protection, publication and fruition of an AXMEDIS
object with DRM. It does not pretend to be an exhaustive user manual of the AXMEDIS Editor, neither an exhaustive
user manual of the AXMEDIS DRM. It is only devoted to user that would like to make a first tour in the usage of the
AXMEDIS DRM and are starting using the AXMEDIS tools for the first time with DRM.

AXMEDIS DRM AT A GLANCE

AXMEDIS solutions can reduce costs and increase efficiency of content management. AXMEDIS supports the whole
value chain and provides tools to simplify the convergence of media, the media transcoding, and the interoperability
of content enabling multi-channel distribution. AXMEDIS provides a flexible and interoperable DRM, for both B2B and
B2C across traditional and P2P distribution platforms.

AXMEDIS Multichannel DRM is an open interoperable solution for protecting and managing rights for a wide range of
content, from single files to complex cross media and multimedia, distributed on different channels towards different
type of players and devices. AXMEDIS can be used to setup and manage DRM solutions for:

Internet, client server and P2P distribution;

broadcasting, satellite and terrestrial distribution;

production and video on demand distribution, VOD and IPTV;

mobile and PDA distribution;

interactive TV and educational content distribution;

PC, STB/PVR, HDR, PDA, Mobiles, etc.;

physical media: CD, DVD, USB, etc.;

business to business (B2B) distribution;

integrated business to business to consumers (B2B2C) distribution models.

O O O O O O O O O

AXMEDIS DRM can be easily integrated into any distribution channel, allowing you to maintain your front end
distribution solution and customer relationship management tools. In the following figure, the green parts are your
servers and tools and your customers/markets; grey and light blue part are those that can be provided by AXMEDIS or
in which AXMEDIS parts can make the difference with tools.
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AXMEDIS DRM exploits and extends the MPEG-21 standard allowing you to:
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o protect any content formats and types:

o video, audio, images, documents, games, etc.;

o cross media and multimedia content: HTML, SMIL, MPEG-4, etc.;

o collections and combinations of the above mentioned content formats;

o control the exploitation of rights of the above content formats:

o formalization of rights and conditions with formal licenses. The license for content is a digital version of a
contract that contains the list of rights (with related conditions) that can be exploited on that content by a
given user. In AXMEDIS, licenses are formalized in MPEG-21 REL Standard;

o collect and report information about consumption of rights for

o accounting, billing and/or statistical analysis;

AXMEDIS DRM solution provides you:

o tools for content packaging and protection (they may range from simple manual tools to automated tools based
on GRID technology, AXMEDIS Content Processing, AXCP solution), see a summary in the following technical note
http://www.axmedis.org/documenti/view documenti.php?doc id=3624

o DRM servers for (i) controlling the exploitation of rights of protected content, (ii) collecting information about the
exploitation of rights; for example counting the number of times a given content object has been played, by a
given user, on given device, etc. (iii) optionally interacting with an intellectual property ontology to facilitate the
production and verification of licenses.

o players for protected content on PC (MS Windows), PDA (Windows Mobile 5 and 6), STB/PVR (Linux and Kreatel
based), and AXMEDIS Java based Mobile. AXMEDIS players can be customized in several different manners and
can be hosted in WEB pages (AXMEDIS player in the form of Active X).
http://www.axmedis.org/documenti/view documenti.php?doc id=3634

o tools for manual and automated production of licenses, and for accelerating the transformation of contracts to
licenses directly from the contract text, and vice versa for legal validation of licenses.

Front end content distribution servers, e-commerce servers, customer relationship servers can produce licenses for
customers/users. These licenses are required to be posted onto the AXMEDIS DRM Servers via a Web Service call. In
alternative, the same servers can delegate the AXCP GRID to perform the same activity, particularly when there are a
high number of licenses to be produced. For example, in the case of a business models based on subscription; each
new subscription produces a set of licenses to enable the new user to access all the content distributed.

As illustrated in the above figure, it is possible to exploit the P2P technology for content distribution by using AXMEDIS
P2P Network solution which is fully integrated with the AXCP GRID and AXMEDIS DRM. See technical note on P2P
http://www.axmedis.org/documenti/view documenti.php?doc id=3612

AXMEDIS CONTENT AND PLAYERS

AXMEDIS content may range from simple files with single resources such as video, audio, images, documents,
animations, games, etc., to cross media and multimedia content: HTML, SMIL, MPEG-4, etc. Combinations of the
above mentioned content formats can be used, protected and managed in terms of detailed rights. AXMEDIS content
model extends the MPEG-21 standard and allows creating different solutions for your distribution channels. The
model enables you to distribute, for download or streaming, AXMEDIS content packages (also called AXMEDIS
Objects) containing:

o simple single files: audio, video, images, documents, animations, games, etc.;
o reference to external files and/or other AXMEDIS objects as URIs and links;
o content with a large variety of
o metadata, descriptors, classification information, and identification information associated to single
resources and content collections. In addition, any metadata file can be integrated into an AXMEDIS package;
o collections as lists or hierarchically organized files, collections/packages, AXMEDIS objects (nesting levels)
o on which users may navigate, make queries on the basis of metadata of single components or files;

AXMEDIS DRM for dummies
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o with HTML and/or SMIL as presentation layers to provide interactivity to users and presentation of other
files. These allow to set up: menus, lists, text, list of icons, audio play and image presentation, dynamic
advertising integration, etc.;

o with files and internal nested packages protected in different manners with different algorithms, or
selectively non-protected. This allows to create previews and to offer non protected content elements to
show users the product and stimulate them to acquire licenses;

o dynamic scripts to add narrative capabilities, business logics, semantics, and in general to make more intelligent
and interactive the content package behavior. This enables final users to perform activities of content enrichment
(addition of comments and data to content), content transformations (for example the migration to another
platform), content queries inside the content collection, etc. All these features are operated on the basis of user
rights.

For the production of AXMEDIS content it is possible to use AXMEDIS Editor tools for MPEG-21 and AXMEDIS
authoring (SMIL, HTML, MPEG-4, or any other kinds of digital resources), DRM, licensing, protection, packaging,
workflow, playing, etc. AXMEDIS authoring is available on MS Windows. AXMEDIS players run on MS Windows, Mac
0OS X, Linux, Windows Mobile 5, Java mobiles, and are available for PC, STB/PVR/HDR, Media Centers, PDA, and
mobiles. Their GUI and functionalities can be customized (examples of customizations are available). The production
of AXMEDIS content can be also automated by using AXCP tools, see the technical notes.

http://www.axmedis.org/documenti/view documenti.php?doc id=3634

1 AXMEDIS DRM USAGE

In the following, it will be shown how to create a new AXMEDIS object, protect it defining a simple license, publish the
protected object in the P2P. After the publication the object will be opened by an unauthorized player to show how
the protection works. After the authentication, the object can be opened and played by a certified player.

The steps to make a full tour into the AXMEDIS DRM are based on the following phases:

e 1.1: User registration, to be done for all the users, object creators and final users.
e 1.2:Tool certification, to be done for AXMEDIS editor and all your AXMEDIS players.
e 1.3: Creation of an AXMEDIS object (see the collection of examples to see what you can do with them).
o Define and/or change metadata
o Save AXMEDIS object/file on disk, optional.
e 1.4: Request of the final AXOID
e 1.5: AXMEDIS Object protection
e 1.6: Registering your content on the AXMEDIS DRM
o Save AXMEDIS object/file on disk
e 1.7: Distribution
o The AXMEDIS object is ready to be distributed in several different manners
o You can test and verify if a your user can open or not the AXMEDIS object
e 1.8: Licensing an user
o Identify the User to be licensed
=  For your test please use at least two users to see the differences
o Different types of Licenses
=  Parent license, the license to produce other licenses
= User license, the license for the final user
o Decide the License model and grant you prefer to produce
o Licensing activity for one of your users
e 1.9:Final user enjoy and play of AXMEDIS content
e 1.10: how to get information about consumption of the AXMEDIS objects and thus about the exploitation of the
rights enforced into the licenses you created for your users

AXMEDIS DRM for dummies
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All the above activities and many other can be automated by using the AXMEDIS AXCP tools.

Before to create a protected AXMEDIS object, the AXMEDIS Editor tool has to be certified and the user registered in
the AXMEDIS registration portal. Please, follow the following steps to complete the certification procedure. If you are
not interested in creating protected AXMEDIS objects you can skip this part and go directly to the creation section. On
the other hand, this AXMEDIS tutorial has been created especially for those that would like to test the protection
capabilities of AXMEDIS DRM.

1.1 WHAT YOU NEED
To perform the following experience you need to have at the minimum:
e LICENSOR: One computer connected to internet with Windows XP, on which you have to install:

a. AXMEDIS Editor: http://www.axmedis.org/documenti/view documenti.php?doc _id=3720 you can freely
download it and install;

b. An AXMEDIS Player, for example:
http://www.axmedis.org/documenti/view documenti.php?doc id=3715 you can freely download it and

install.

e  CONSUMER(S): One or more computers with installed AXMEDIS players, for example:
http://www.axmedis.org/documenti/view documenti.php?doc id=3715 you can freely download them and

install.
Both the computer have to be connected in Internet.

The first computer will play the role of content producers or distributors LICENSOR. That will package the content, will
protect the content and will produce the licenses to permit at the CONSUMER(s) to use the content object(s) licensed.
In the minimal case exposed in this document, the Producer and Distributor are a unique computer, device, and thus
person, the LICENSOR. AXMEDIS also allows to manage the licensing of the producers toward the distributor, in order
to authorize the latter in producing the licenses. This part is out of the scope of this AXMEDIS DRM for dummies
document. The AXMEDIS DRM reported in the figure is provided by the AXMEDIS organization. If you have the
intention of creating your distribution channel(s), you can install your own AXMEDIS DRM Server for managing one or

more channels.

AXMEDIS DRM for dummies
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The CONSUMERSs are going to use the content produced and licensed by the LICENSOR.

As a limit case, you can reduce the needs to a single computer in which both LICENSOR and CONSUMER may be
hosted but the evidence and the powerful of the solution will be less clear.

1.2 USER REGISTRATION

When the AXMEDIS Editor is opened for the first time, a window asking to register the new user is shown (see the

figure below).

EZ AXMEDIS Editor

File Edit  Wiew ‘Window Help

EESEHE| (§89 O FBE R

) ~ | Open AxMEDIS Object
| it

To use this kool with all Functionalities user registration is nok nesded, Fy | Open AxMEDIS Object
! from database

Register now, if you want to create and use prokected content,

‘With registration vou will receive a user certificate that needs to be imported. T&I Create AXMEDIS Object
from rezource files

‘You can reqister later (Help/Reqister. .. menu),
:@‘I Create AXMEDIS Object
Do you want ko register now? fram query on databaze

Basic steps:

@ 1. Request final 201D

| 2a. &dd rezources...

+'E-' | Zh. Add objects. .

‘fes Mo

By clicking the “Yes” button, the certification procedure starts. This is performed by using your internet browser that
will open a web page asking you mandatory information to be filled in for the correct user registration as below.
Please fill all data.
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c Please note that all fields marked with * have to be filled-in or the registration procedure will not be
completed correctly.

The registration procedure may fail due to:

e Lack of connection;

e You do not have filled all mandatory fields;

e  You have used a nickname already in use (error 12227);

e Some data are missing;

e Etc.

By clicking the “OK” button this information is sent and collected by the AXMEDIS DRM. Thus the AXMEDIS
registration portal sends to you three emails as described below:

e the first email contains an URL to be clicked for the confirmation of the procedure: this is necessary to control
the correctness of the specified email address;

e the second email: after the confirmation of the first email, another email is sent to you at the same email
address stated above, containing your AXMEDIS User ID and the a password. The password is necessary to
import the certificate you will receive in the third email into the AXMEDIS players and other AXMEDIS tools;

e athird email is sent automatically containing in attach the user certificate (a .p12 file). See section 1.3 for the
certification procedure.

The User Certificate received has to be saved on your hard disk in a secure place before starting the import procedure
into your AXMEDIS tools.

Please note that the emails are generated automatically so that:
e  You have to provide a valid email address;

e They may be identified as spam since are automatically generated and this can be easily detected by antispam
tools.

They usually are sent immediately, so that if you do not receive them in few minutes you have to repeat the
registration procedure.

Please note that the tool certification procedure may fail due to:
e Lack of connection;

e The firewall blocks the connection.

1.3 TOOL CERTIFICATION

AXMEDIS DRM for dummies
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All the AXMEDIS tools have to be certified before using and/or generating protected AXMEDIS content. The Tool
Certification has to be performed by a Registered user (see previous section) by using the certificate he/she received

via email during the registration.

To perform the Tools Certification, you have to import the User certificate in the AXMEDIS Editor/Tool (this procedure
is valid also for all the AXMEDIS players, including the AXMEDIS PDA player, but excluding the AXMEDIS Mobile player
for which a simplified procedure is provided). In the AXMEDIS Editor and Players, the import has to be performed by

selecting the menu Help/Import User Certificate... as depicted in the following.

B AXMEDIS Editor

File Edit Wiew Windo:

BEEENEE

Copy user id

Show activities
Guide ko AXMEDIS Editor...
About A¥MEDIS Editor. ..

Please, select the .p12 file received via email and press the Open button.

Loak in: ] [ Desktop LJ “ O % BB
- ljDMy Documents
A :‘ My Computer
Wy Recent WMy Metwork Places
Docurnents

My Metwork,
Places

| Demo_COPOP_Client
[)i-Maestro Client Manager

) Incoming
C)MusicGoals
[opensky
[ AXMEDIS YARIAZIONI I-MAESTRO
[ _cerl,pl2
@Divx Movies
@Documenti Type: Personal Information Exchange
Date Modified: 22/03/2007 11,05
Size! 3,49 KB
File: narne: ]axmedis_user_ceﬂ pl2 _'_j Open |
Files of type: ]Files [.p12) LJ Cancel

[~ Open as read-only

Then, insert the password received by email as stated above to continue the user certificate import procedure and

press the OK button.

AXMEDIS DRM for dummies
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E7 AXMEDIS Editor

File Edit View Windaw Help

e = A A =T A SES

Import User Certificate

Enter password:

Cancel

In the case of success, a message confirming the correctness of the user certificate import procedure is showed. Press

the OK button to continue.

K% AXMEDIS Editor
¥ Yiew Y

FE = EIE RS

Help

= L)

Import User Certificate

i The user certificate has been correctly imported.
Username and password will be used to register AXMEDIS Objects with the AXCS Server

After the Import of the User Certificate, it is necessary to Certificate the tool. In the AXMEDIS Editor and Players,
please open the menuitem Tool certification...in the Help menu

XMEDIS Editor,
e Edit Wiew

==

Copy user id

Show activities
Guide bo AXMEDIS Editor...
About AXMEDIS Editor. ..

This action is commanding your tool to connecting with the AXMEDIS DRM to make the certification. This is possible
only if you are connected with internet. Thus if the operation will be successfully, immediately a message will be

shown confirming the tool certification.
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5% AXMEDIS Editor

File Edit “iew Window Help

BlsdE Fllm 4 (mm elxx

Certification

.
1 ) The tool has been certified

Now, you have certified you tool. You can certify all tools that you have with the same procedure by using your user
certificate. After this you are capable to create protected AXMEDIS objects using the AXMEDIS Editor as described in
the following.

Please note that the procedure of user registration has to be performed only once to enter in the AXMEDIS users lists.
At each user correspond on ID that is called AXUID. AXMEDIS unique User ID. Each user receives one certificate and
that certificate can be used to register a number of AXMEDIS tools. From the AXMEDIS editor to the players. Also
AXMEDIS PDA players can be certified with the user certificate.

The AXMEDIS players have to be certified to play protected AXMEDIS content.
1.4 CREATE A NEW OBJECT

To create an AXMEDIS object from scratch select File/New from the Menu or use the Iﬁl button on the toolbar. Also
in the Activities vertical toolbar a specific button is available.

When a new object is created, a temporary AXOID is produced and associated to it. A temporary AXOID (AXMEDIS
Object ID) can be recognised by observing five zero at the beginning of the ID number as depicted in the following
figure.

EB AXMEDIS Editor

File Edit Resource Wiewer Window Help

BEEHE F0 & % RE et

SXMEDIS View | MPEG21View | Resource Viewer | Metadata Edor Visual Editor Behaviour Editor | DRMEdior | Prot [
Full 7| Open AXMEDIS Object
= : ) [} | | 1 B
=145 Object ] @l = @
@ AH0I0 [urre axmedis: D0000: ob 50z & Dpen AXMEDIS Object
i fram datahase

AXMEDIS Info

~{08] Crublin C
ublin Core T& Create A<XMEDIS Object

from resource files

E Create AxMEDIS Object
from query on database

T a—
hﬁ 1. Request final A=010

2a. Add resources. ..
1; 2b. Add objects

@ 3. Edit Dublin Core

4. Edit SMIL Presentation
ﬁ) 5. Edit DRM

H“ 6. Edit Protection keys
a 7. Register keys on 4XCS

Temporary AXOID

00:00:00

£ — J B :lil j I ggl ﬁl 8. Create licenses

A
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The AXMEDIS Editor appears divided in three main parts:

e the Tree view window on the left, that provides a view of the AXMEDIS object structure; selecting the MPEG-21
panel it is possible to see the hierarchical view of the MPEG-21 structure of the object;

o the Panels View window in the middle, which shows the selected panel; below these panels a combo box is
present showing all the resources available in the object and facilitating the applications of all the different
features to them;

e the Activities windows on the right, that helps to easily find the main features of the Editor and to guide the user
in the basic steps to create a AXMEDIS objects. If necessary this windows can be closed by clicking on the m
button in the high-right corner to enlarge the Resource View window. And it can be reactivated by suing the
subitem into Help menu item.

In the Tree window, initially only three items are present:
e the AXOID, that is the unique AXMEDIS Object Identification number, the is provided in temporary format;
e the AXMEDIS Info item, double clicking on it shows information about the object creator;

e the Dublin Core item, preparing the space for the metadata information in Dublin Core standard format, that you
may have interest to insert.

In order to create a new object, the first step is to add a number of digital resource into the AXMEDIS object. This can
be initially stored in your hard disk as single file or as group of files. The digital resources that for instance you would
like to protect with AXMEDIS DRM and thus that your would like to include into an AXMEDIS objects have to be
identified and ported into the objects. Once the AXMEDIS objects is created and protected it will be ready to be
distributed.

In order to add a digital resource/essence from a file on the local hard disk into the AXMEDIS object you may perform
different possible activities as described in the following:

e  select button —=_ from the toolbar and select the file(s) to be added;
Choose a file E]@
Cercain ‘_) Ritratti j - I'j‘ '
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B kandinskij_ritratto. jog
@'_]koknsdﬂka_ntratm.jpg
@ leger _ritratto.jpg

@'_] lempicka_ritratto.jpg

@“_]mun:ha_ritatm‘jpg

@'_]munm_rih'atm‘jpg

// @smela_rm'atbmpg
@'_]Severini.jpg

Documenti
g)g Nome file: ‘kand\nski]_mmﬁo.pg ﬂ Apri
Fisorse del  Tipofile: | Al Files (" 7) | A
computer .

[ Apriin sola lettura
e A

e drag&drop the resource from a folder directly into the AXMEDIS Editor, dragging one or more resources and
dropping them into the hierarchical view on the left part of the AXMEDIS Editor;
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E neon-v3-2-protected.axm - AXMEDIS Editor

File Edit Resource Wiewer ‘Window Help

EElEE T LR

AXMEDIS Yiew ]

MPEG21 View | Resource Yiewer 1 Metadata Editer

[Full

|

Dublin Care

=l r_’:’ Protected Object [URMN:&:MEDIS:00002:08J:
@ A4010 [URN:2xMEDIS: 0000208 4EEC
€ 2XMEDIS Info

«lslgl

B J:\DNART BEX
File Edit ‘Wiew Favorites Tools  Help .' iu'f
&

= B
e Back - J T /.\ Search = Folders |'* 1}5’0 @ v

*
feddress |£5) JDMART o* v| B o
>
Mame “’ Size  Type = [rate Modified G
1B foot.jpg  CAIES Y e 33KB  JPEG Image 26/03/2008 13.50
un?®

1= | fcmedis_vie e 83,179 KB Mavie file (mpeg) ZE{03{2008 19,12
@i 4 11.mpg 129,361 KB Mavie File (mpeqg) 14/04/2008 17,01
= 5_01.mpg 64,079 KB Mavie File (mpeg) 03/04/2008 13,19

@ neon-the same ritual MPG
iiﬁIa\.-'agna-\u'ignetta‘l.|:||:|t
[C 1 axmedis# 1_premontaggio, avi

37,854 KB Mavie file (mpeq) 05/03/2008 14.14
118KE Presentazione di Mi...  31/03/2008 11.02
52,446 KE  Wideo Clip 05/03/2008 12.06

e add aresource using the contextual menu with a right click on the tree window and selecting Add/Embedded

Resource...

AXMEDIS | wmPEG21 |

Resource View Me

Full

=

Generic Metadsta from XML
Generic Metadata from MPEGZ11dentifier. ..

| Generic Metadata from MPEG2 IRelatedldentifier ...

Generic Metadata from MPEGZIType. ..

New Object with Resource.
Embedded Objzct from file...
Referred Object from file...
Ermbedded Object from DE...

=& Obiect[]
£40ID ab-431-Bb
AMEDIS Info
Dublin Core:
. Resource [kandinskil_porrait pg]
Open
Properties...
Update from database
Request definitive AXOID. .,
Cut Culex
Copy =S Dublin Core
Paste = HEMEDIS Info
Delete Delete
Move up Crrltlp Referred
v down Crr+Down e G
Recreate tree.

The AXMEDIS Editor is capable to automatically recognize all the most important file formats for documents (txt, doc,
pdf, rtf, etc.), images (gif, tiff, png, jpg, etc.), audio (wma, mp3, wav, etc.), video (mpeg, mpg, etc.) and to play them
using the internal player according to the MIME-type defined on your computer. Please note that you can insert also
AXMEDIS objects/files into an AXMEDIS object. so that creating nesting levels. The nested objects can be protected

and licensed as well.

When a resource is correctly embedded, it appears in the tree window with an icon identifying the type of the

Referred Object from OB. ..

resource followed by the prefix Resource and the resource name closed by square brackets.

A Double clicking on the resource opens the Resource Viewer.

If a resource cannot be executed by the resource viewer means that: it has not been recognised in terms of mimetype
so that in your computer you cannot execute/play it with a double clink on the Explorer of the file system. In this
case, you can impose the mimetype by changing the value in the properties of the resource. They can be accessed

with right click on the digital file that cannot visualized, see the example of the following figure.
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SEEE F O BRE e
BXMEDIS View |  MPEG2! View | FesourceViewer | MetadalaEdier | WisualEdkor | BehaviowEdter | DRMA[»
[Ful B
= &% Object [] ¢.|:‘>J@|
iﬁ £X01D [um:asmedis:00000:0bj d 7723
€ 2XMEDIS Info
Dublin Core
[ Fesource [AXME.DIS-MM-DislnbuIiD Properties
*|. Resource [[][=]Bianca.brp]

Resource

Contentld |

Reference ]

MimeType ]imagef’x-ms-bmp

Local path |[rlieBiarco bmp

Hidden r

Object Type |

Type |Embedded

Cancel

In order to impose the right mimetype your have to consult the standard about the mimetype of your file. At each
extension a unique mimetype is asseigned. The AXMEDIS Editor and player are capable to play/rendering more than
400 different resource types. In some cases, for example in the case of audio and video, the rendering of the mime
type may depend on the codec that you have or not installed on your computer. Please consult our AXMEDIS
technicians to satisfy specific requests.

Please note that all the above mentioned operations can be performed automatically by using the
AXMEDIS Content Processing solution, AXCP mentioned before.

‘ 1.4.1 DEFINE AND/OR CHANGE METADATA

In this section how to add the mandatory metadata will be shown. Please, refer to the AXMEDIS Tools User Manual for
detailed information about the Metadata Editor functionalities.

The AXMEDIS Metadata Editor allows the user to add, edit, delete and view metadata elements including Dublin Core
and AXMEDIS Info (AxInfo) using a simple interface with pop up menus and editing boxes. The Metadata Editor can be
opened by selecting “Metadata Editor” tab or by double clicking on a metadata (e.g., AXMEDIS Info or Dublin Core) in
the Hierarchical View on the left side of the main AXMEDIS Editor.

Most of the AXMEDIS Info Metadata are automatically updated by the tool and generally you don’t need to change
them. If you want to access and modify these metadata, double click on the AXMEDIS Info icon on the hierarchical

view.
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A=MEDIS View 1 MPEGZ1 View } Resource Yiewer Metadata Editor 1 Vizual Editor ] Behaviour E ditor DRM Editor ] Protection E ditar Woorkflow Viewer ]
[Ful || |[aMEDIS Infe |
= & Object (] Metadata Editor | p i
tadata Vi Metadata b
&) AX0ID urr swmecis 00000 obj 3cobde21- | Metacate View | Metacate apper |
= $ %% 2
{2%) Resource [index. smil] =43 Axlnfo Element
. Resource [logo.gif] =3 ObijectCreator
. Resource [title. gif] =] Element's Mame: | CreationDate
w] Resource [videol.avi] [addjMove content using Drag Drop ObjectCreatoM arme [AXMEDIS Creator] :
™. Resowce [videal_shot_afFIFG] =] ObjectCreatarlIRL [http: /A w . gy] Element Type: Simple
. Resouce [videol_shot_on.JPG] [=] ObjectCreatorCompany [Your compary] Min Dceurences: 1; Max Docurences: 1
| Resource [videoZ.avi] [=] ObjectCreatarCompanyURL [maitainfo@asmedis.org] El SRR
™| Resowce [videaZ_shot_off JPG] =] ObjectCreatom ationality [your caurnty] LA
™. Resowce [videoZ_shot_on.JPG] =l AccessMode [read_write] Content's Value:  [2008-03-07T 20:14:34
wi| Resource [video3.avi] =] CreationD ate [2008-03-07T 20:14:34]
. Resource [video3_shot_off. JPG] =] LastModificationD ate [2008-03-10T09:53:44]
™. Resowce [videa3_shot_on.JPG] =l Version [1] B -
T -
=] Resource [videod. avi] =] Revision [4] et | J
. Resouce [videod_shot_off. JPG] =] ObjectStatus Content Type: DateTime (yyyy-mm-ddT himm: ss)
N R idend_shot_on.JPG
n:i:ﬁ::z E:L:?mﬁs aen, 1 [ DbiectType [BASIC] Min Length: 0; M ax Length: unbounded

We strongly suggest to insert at least the title as mandatory Dublin Core metadata. This is necessary
since if no metadata will be defined, will be impossible to search the object in the database when it
will be distributed. Please note that for the purpose of this AXMEDIS DRM tour you can avoid to insert
any metadata, the default values are ok. So that if you do not intent to manage AXMEDIS object into a
database please skip the rest of this section.

In order to add the title in your AXMEDIS object metadata please follow the following steps:
e double click on the Dublin Core icon in the hierarchical view of the AXMEDIS Editor to open the Metadata Editor;

e select with the mouse the title element in the Add Sub-Element box and press the Add button;

Add Sub-Element

Move Elements
Uze drag and drop in the tree view to move elements

e The title will be show immediately below the Description folder in the metadata hierarchical view. Select the title
element and write the title in the Element’s Name box.
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Resource Yiewer Metadata Editor l Wisual E ditor ] Biehaviour Editar DR Editor Protection Editor “whork flow Yiewer

| Dublin Core
Metadata E ditor l Ietadata View ] Metadata Mapper ]
SH /%33

== Description Element
=l title [MyTitle]

Element's Mame: |m|,3

Element Type: Complex [Sequence]
Min Occurrences: 0; Max Occurrences: unbounded

Element's Content

Content's Value:  [MyTitle

Erumeratian:

1.4.2 SAVE AXMEDIS OBJECT/FILE ON DISK

When an object has been created it can be overwritten on the local hard disk using File/Save (or using the E button
on the toolbar) or saved as new file using File/Save As... from the menu.

The save procedure can be performed in two AXMEDIS based formats: AXMEDIS format (identified by the .axm file
extension. Please note that the icon of this file is identified by a red X) and MPEG-21 format (identified by one of the
following possible file extension, mp21 or m21. Please note that the icon of this kind of file is identified by a blue X).

Save as @

Save in: | [} Deskiap j = £ El-
= ;.:'|My Docurnents
-—J 'j My Computer
Recent ‘gMy Mebwark Places
—
F
Desktop

ky Documents

<
iy Metwork File name: | ﬂ Save

Places
Save as lype: |A><MEDIS [*.awm) j Cancel |

We strongly recommend to save the file in MPEG-21 format. The mp21 files format is much more faster
and compressed with respect to the AXM format that is an XML based format.

A Please note that all the above operations can be performed automatically by using the AXMEDIS
Content Processing solution, AXCP mentioned before.

AXMEDIS DRM for dummies

=
(0]



AXMEDIS DRM for dummies

1.5 REQUEST FINAL AXOID (UNIQUE AXMEDIS OBJECT ID)

Before licensing of an AXMEDIS object, it is necessary to request the final unique AXMEDIS Object ID number (Final
AXOID) that will identify the object uniquely in the AXMEDIS DRM license server.

Once opened the AXMEDIS objects, to request the final AXOID for that AXMEDIS object, it is necessary to press the
relative button in the activities window, as shown in the following figure. Alternatively it is possible to right click with
the mouse in the first line in the tree view, identified by the object text, and select Request to AXCS final AXOID.

“isual Editor

Behavi 4| *

= |

CEX

EZ neon-video.mp21 - AXMEDIS Editor

File Edit Resource Viewer ‘Window Help

Y| (% O % BRE|

= erer;i&XMEDIS Dbiect EXMEDIS Yiew ] MPEG Yiew Elesaunzs Vi
rom file:

(§ | Open #<MEDIS Object (Ful || || Resource finde:
from database - ,ﬁ. b L | .._I,

Open

£ Create AXMEDIS Object . I~

& fram resource files Cpen with 4

& Create AXMEDIS Object Expand item

from query on database

Fequest ko AxCS Final AX0I0
Register bo &xC5...
Generake new bermporary AX0I0

Basic steps:

Requests to AXCS the id to uniquely identify the object all over the worldl e
=T T

To get the final AXOID the AXMEDIS Editor contact the AXMEDIS DRM server so that even in this case you have to be

connected to Internet.

When successfully performed, the AXMEDIS object will be get a new AXOID, this time definitive, not temporary as

described above.

E= neon-v3-2.axm - AXMEDIS Editor,

File Edit Resource Yiewer ‘Window Help
SEEB F8 H L el ek
AXMEDIS View | MPEGZ1 View |

) 2XMEDIS Info

Diublin Core

{1 Resource [indes.smill
Resource [logo.gif]

Please note that all the above operations can be performed automatically by using the AXMEDIS
Content Processing solution, AXCP mentioned before.

This activity is performed by establishing a connection with the AXMEDIS DRM servers and in particular with the PMS
and AXCS. To this end, failures of this procedure may be due mainly to:

e Lack of connection;

e  Your active firewall;

e  Problems on the network;

e  Your do not have certified the tools.
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1.6 AXMEDIS OBJECT PROTECTION

Typically you may be interested to protect a non protected AXMEDIS object. You can recognize a non protected but
registered AXMEDIS object quite easily. In the next figure, the AXOID presenting the first 5 charts different from 00000
means that the AXOID has been finalized, while the Blue and Red AXMEDIS logo for the Object root indicates that the
object is not protected.

E= neon-v3-2.axm - AXMEDIS Editor,

File Edit Resource Yiewer ‘Window Help
AEEHB 9 H L BE e

AXMEDIS View | MPEGZ1 View |

Ax010 [URN:4:<MEDIS:00002:0B.):.DEE4E1BD-BADE-3224-98
) 2XMEDIS Info

Diublin Core

) Resource [indesx. smil]

Resource [logo.gif]

In order to protect the AXMEDIS object that you have loaded into the AXMEDIS Editor, it is necessary to define the
algorithm to be used for the protection and some protection parameters. This activity can be performed in the
integrated Protection Editor tab of the AXMEDIS Editor. The AXMEDIS protection tools are loaded from the
AXMEDIS plug-ins. So that additional AXMEDIDS protection tools can be produced by using the AXMEDIS plug in
development kit and added posting them in the directory of the plug ins.

As showed in the following figure, as a first step it is necessary to select in the Available Tools window, the encryption
algorithm to be used and then press the green arrow in the middle of the right panel to confirm the selection. The
name of the tool will be shown in the right window (Protection Information).

EZ neon-v3-2.axm - AXMEDIS Editor

File Edit Protection Editor Window Help
== RS HE AT R - o
AXMEDIS View 1 MPEGZ1 View | Resourceiewsr | MetadstaEdior | VisuslEdtor | Behaviow Editor | DRM Editor Pratection Editor I “wiarkflow Yiewer
|Fu\| ﬂ |Db\ect [URM:£XMEDIS:00002:0BJ: DEE4E1BD-BADB-3224-9819-306B6729981C] L]
=48 Object [] Awailable Tools Protection Information
@ £x01D [URN:A<MEDIS:00002:08.):DEB4E1BD-BADE-3224-9B Bl
@ HMEDIS Info | = |
Dublin Care 3DES
@) i LN B CasT ‘Adds the tool ko the left ko the tool chain on the nght‘
*| FResource loga.qif] DES
Blowfish
. Resource [title.gif] Cassar cipher
] Resource [videol. awi]
*. Resource [videol_shot_off.JPG)
™, Resouice [videol_shol_on.JPG]
] Resource [videoZ. avi] Move Up
. Resource [video2_shot_off.JPG]
™|, Resource [video2_shot_on.JPG] tove Dawn
w!] Resource [viden3. avi]
™. Resouice [video3_shol_off.JPG]
*| FResource [video3_shot_on.JPG]
w!] Resource [videod. avi]
*|. Resource [videod_shot_off.JPG]
*. Resource [videod_shot_onJPG)
™. Resource [bgZjpg]
*| Resource [coverjpg]
Edit Delete
Tool Details Pratection Information D etails
Toolid:
urraxmedis:ipmp:toolid: 0005
Type:
for authoring [encryption/decmyption]
Description:
Pertarms enciuption and decryption using AES.
Walid keylenght from 16 to 32 and ivienght equals to 16 bytes.
< »

To make a first experiment we suggest using the AES algorithm. Immediately a new window will be shown containing

the Protection Information parameters to be provided.
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As showed in the following figure, the fields in the Protection Operation window have to be filled-in with the

following parameters:

key: a string of 16 characters (in this case abcdefghijkimnop); You can change the values if you like!

iv: astring of 16 characters (in this case abcdefghijklmnop); You can change the values if you like!

keylength: an integer number representing the total characters to be inserted in the key field (16 in this case);

ivlength: an integer number representing the total characters to be inserted in the iv fields (16 in this case).

Protection Operation ﬁ|

AES

Performs encrpption and decryption using AES.
‘Yalid keplenght fram 16 to 32 and ivlenght equals to 16 bytes.

Parameters

Mame Type Walue Paranneter Description

key STRING | abcdefghiklmnop | key to be used for encyption

i STRIMNG | abcdefghiklmnop | encryption initialization wector

keylength | INT16 1B key length shauld be from 16 ta 32 bytes

ivlength INT1E 16 initialization vector length should be 16 by
< kd

Please note that, if the fields keylength and ivlength have a different number, the characters to be inserted in the key

and iv fields have to be changed accordingly or you will receive an error message.

When all the fields have been completed, it is possible to press the OK button. The defined protection information will

be displayed in the Protection Information Details window. And thus the AXMEDIS object will be protected.

The AXMEDIS object has been produced and can be saved on the disk in AXM or MP21 formats, see section 1.4.2.

Please note that a protected and not registered objects contains the protection information directly inside. So that it is
encrypted but it can be opened since it contains the sensible data in the object body. Please do not distribute those
objects: they are only temporary objects for the producer. You can recognize the AXMEDIS object that are protected
and not registered by loading them into the AXMEDIS Editor. They present the protection icon of the object and at the

same time the resources are visible without accessing to licenses, as shown in the following figure.

Ex miptv-video-for-mobile-protected.mp21 - AXMEDIS Editor,
File Edit Protection Editor  Window  Help

SEEHE FY9 O L E e

AXMEDIS View | MPEGZ1 View |

[Ful

=l

-4 Protected Object [URN:4XMEDIS:00002 0BJ:D51C0CCC-7ADE -

h@ A010 [URM.&x<MEDIS:00002:08.):051 COCCC-790B-3F57 £
B &<MEDIS Info

Dublin Core

(%) Resource [index.smi]

@ Resource [tithe. tat]

], Resource [top.jpa]

(2] Resource [video.smil

*J Resource [videoBq.gif]

= Resource [CIMGO301. 3gp]
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In the following figure is depicted the whole process to related to the protection and the registration of the AXMEDIS
object to better explain the steps needed to produce the AXMEDIS protected object.

) Registration
I.?ratectlorl on AXCS
[see s2c. 1.6} is2e s, L7}

——— ) e
;( AXMEDIS x

AXMEDIS AXMEDIS

Nen protected object Protected object Protected and
registerd object
= & Object (] =1 &P Protected Object = &Y Protected Object
D) axop [UHN! D 2x0ID (URN ) ax010 [URN
*Fleely opened :Fleely on;r_wfd . «COpened by licensed users
= Mon protected Protectedinformation +Protected information

Please note that all the following operations can be performed automatically by using the AXMEDIS
Content Processing solution, AXCP mentioned before.

If you are a not registered user and you try to create protected objects, you will receive the following error.

Register

‘fou are not a registered user,

0 be able bo use and create protected content you need ko register,
1\ tobeashiet d create protected content d to regist

Do you wank ko register as content creator?

es Mo

To avoid this error you have to be registered as described in Section 1.1.

1.6.1 DEFINE THE LICENSE URL [OPTIONAL]

If a non authorised user tries to open a protected object, he will receive an error message showing that he is not
authorised to do the operation. In some cases it is possible to define also a Licensing URL so that, when a non
authorised user will try to open the protected object, a web pages will be automatically showed. This web page could
be used to allow non authorised users to buy a license for the protected object. In this section how to add the
Licensing URL to a protected object will be described.
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e To add the License URL select the DRM Editor tab in the AXMEDIS Editor tool. A new dialog will be shown
asking for if you want to create a PAR or an Internal PAR (see next figure);

ResouiceViewsr | MetadataEditor | VisualEdtor | Behaviour Editor DRM Editar l Pratection Editor Workflow v 4| ¥
| Object [urn: axmediz: 00000: obj:faf2e1 7d-fec0-40c3-901 2-4cbl co0d3b50] ﬂ
par
LY o
A

ANMEDIS DRM Editor and Viewer

License: |

Mew PaR
Create a new PAR @

Thiz object does not contain any Potential Available Right [PAR].
‘wihat kind of PAR do you want to create 7

Intermal PAR

ok Cancel

e Select PAR and press OK;

e Inthe DRM Editor menu in the AXMEDIS Editor select the Set PAR URL item;

E% AXMEDIS Editor
File Edit BeRIERSGIGE YWindow  Help

Set PAR LRL
AMEDT cet paR Status

Full Import license

= Expart license
g Launch license editor
8 2<MEDIS Tnfo
B8 Dublin Core

e anew dialog will be showed where the URL of the web page to be opened has to be specified;

EZ AXMEDIS Editor

SESEHB F% & @ stk

=48 Obiect [I| LRL ’7
S

$ w0
3
Dubli 0K, | Cancel |

e write your URL in the dialog and press OK. For example, fill-in the dialog URL with the following text, by
making a cut and paste of it into the dialog,
http://www.yourportal.com/license.php?axoid=<AX0ID>s&axuid=<AXUID>. You will see thatin
the AXInfo metadata a new item has been added (see next figure);
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File Edit Metadata Editor ‘Window Help

BB §9% O 4 RE e

% AXMEDIS Editor

portal http://www.yourportal.com,

AAMEDIS View 1 MPEG2T View | Fiesource Viewer Metadata Editor I wisual Edior | Behaviour Editor DR Editor Frotection Editar Wiorkflow iewer |
[Full ||| #MEDIS Info
=& Obiect [ Metadata E dior
Metadata Vi tetadata M

& AX0ID [ axmecdis: 00000 obi faf2e] 7o ec-dced 8012-4ck | eadta Visw | Mot apos |

© AMEDIS Irfo = IR AEE:

Dublin Core

=3 Ainfa Element
=24 DbjectCreator

[=] £%CID [URN:AXMEDIS:00002 BUS:BC249. ] Element's Name: || icensingURL
=] OhjectCreataame [A<EDIS Creator]
[=] ObjectCreatorlIRL [http: /A, w. pyppyn]
=] ObijectCreatorCompany [Your compary]
=l ObjectCreataiCompanyURL [mailtainfo@axmedis.org]
=] ObijectCreatarM ationality [your countiy]

E] AccessMode [read_wiite]

=] CreationDate [2008-04-29T12:21:59]

=] LastModificationD ate

Element Type: Simple
Min Dccurrences: 1: Max Dccurrences: 1

Element's Content

Content's Value:  [hitp: /v, axmedis. org/license. php?

ar0id=<AX0ID > Earuid=<A=UID >

% ;Z’:i:!r{‘l[]ﬂ] Enumeration: [ -]
=] DbjectStatus Content Tupe: AnyUR|

=] DbjectType [BASIC]
=24 PotenlialtvailableRights
(=2} LicensingURL [hitp.
= 4 rlicense
=] rograntGroup

tin Length: 0; Max Length: unbounded

Element's Attributes

Name Type Value

when a non authorized user will try to open a protected object, he will be automatically redirected to your

passing to the http protocol the parameters of current AXOID and

AXUID related to the license for that object (see for details standard http protocol).

1.7 REGISTER ON AXCS

When the protection phase has been completed, it is necessary to register the protection information for the

protected AXOID in the AXMEDIS DRM

server (precisely AXCS server). This operation is executed by pressing the

Register keys on AXCS button in the Activity tool bar on the right. Each time a user will try to open the protected
object, he/she will have to get the grant authorization from the AXMEDIS DRM on the basis of a licenses and if granted
the protection information will be recovered automatically by AXMEDIS tool from the AXMEDIS DRM server.

Thus, before to send the object on distribution the final step to complete the object creation is to perform the

registration on AXCS.

Before making the registration you will have the possibility of saving the final version of the registered and protected

object into your hard disk and thus in a file.

The entire process of registration and save is started by suing in the Activity toolbar, the button.7.Register keys on

AXCS, or from the general menu.

The pressing of the button 7.Register keys on AXCS will open a small dialog as depicted in the following figure,
asking if you would like to save the AXMEDIS protected and registered object to a file or into an AXMEDIS database. In
this case, the tour does not include the usage of the data base so that please select the save on disk.
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AHMEDIS View l MPEG21 View ] Fesource Viewsr l Metadata Edit
[Ful =l
=48 Object [] & | = 'r'gl
o ax0iD [UR
£ 24MEDL
Bl Register to AXCS
28] Resoun

. Resour Fieqistering a protetcted 2x0bject to AxC5 stores protection information
™, Resourd onlyin the A<CS server.

warning! after r_egistration to 2¥CS the object can be a_cces_sed anily if

avald licence iz available in the PMS Server. Alter registration,
g Resourd 4o you want to zave the object to file or upload the object to DE?

& 2:223: Save to file... | Save to Database. .. Cancel

“] PResoun

After your choice (Save on File), you will see a new window asking if you want that a new license is automatically
created for the object for yourself. In this manner you will be able to access to the protected object you create in the
future, please select Yes. This will be clarified later in this document.

Register to AXCS

<P Do you wank ko create on the PMS a distributor and an end-user license For:
) object: URN: AXMEDIS:00002:06):4EEC2915-9BAG-38F5-5867-A063BA0BE3CA
user | URN:AXMEDIS: 00002 :BUS: BC249B6C6-9096-3061-6147-A650353453930C
rights : play, enhance, adapt, embed, diminish

es [yl J

Register to AXCS

-
o | ) The licenses have been created,

Please note that all the above operations can be performed automatically by using the AXMEDIS
Content Processing solution, AXCP mentioned before.

This activity is performed by establishing a connection with the AXMEDIS DRM servers. To this end, failures of this
procedure may be due mainly to:

e Lack of connection;

e  Your active firewall;

e Problems on the network;

e  Your do not have certified the tools.

1.8 DISTRIBUTION OF THE AMEDIS OBJECT

AXMEDIS DRM for dummies
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object can be distributed in the AXMEDIS P2P network by using the AXEPTool available for free download in the
following link: http://www.axmedis.org/documenti/view documenti.php?doc id=3840. Once downloaded you can
get the AXMEDIS P2P user manual from the main start menu All Programs of windows.

You can visit the AXMEDIS showcases area in the AXMEDIS portal to see real example regarding the use of the
AXMEDIS technology for different channels of distribution. In this section we will show you only how to distribute the
protected object in P2P network by using the AXEPTool. Please, download and install the tool before go ahead.

When the tool has been installed and opened, you will find the following user interface.

Help About

Previous ” Next ” Refresh | Tracker : http: k is.org: XTrackvz/

[%] Home Page r (] Search r [x] C r|z| D

AXEPTool '#

[[+3

Homepage
Search
Catalogue
Downloads
Settings

Automating Production of Cross Media Content
for Multichannel Distribution

Publication ‘&

Publish

Search: 5¢, =

Axmedis Solutions Showcases Affiliation News & Events Downloads Framework Parners Contacts

Welcome to AXMEDIS! w  EXITECH (Hexogla
AXMEDIS is the ultimate solution for cross-media content business. The novel T
AXMEDIS approach provides tools for an efficient and valuable content reative Content Online... 2007-12-21: TELSE

management: from production, elaboration, management and protection, to a
real multi-channel distribution.

AXMEDIS Framework supports and automatizes the digital content management along the whole value chain.
Offering you an enlarged set of tools for content capable to satisfy even the most complex requests of your

*

business. With AXMEDIS multi-channel distribution you can provide the same content for streaming or n

downloading for different platforms and channels: Satellite, PC Windows or Mac, PDA, Mobile, Set-Top-Box, IP- -

TV, and many others. :

3

Inject AXMEDIS Technology in your factory with AXMEDIS ! 4

CONTENT: . ) I 2
Sl Lo P i ol Tt it |

— PRODUCTION AND DISTRIBUTION

To publish a new object you has to click on the “Publish” button on the left column.

After clicking on the « Publish » button of the publication menu, the application will open a file chooser dialog box.
Just select the file you want to publish from your local hard disk and click on Open when you are done.

The application will then open a popup window while the publication is in progress. At the end of the publication:
o The file will be published on the tracker server;
e The torrent file will be created on your local hard drive in the directory specified in your configuration.

Please, refer to the AXEPTool User Manual for additional information regarding the use and the features available in
the AXMEDIS P2P tool.

To this end, failures of this procedure may be due mainly to:
e Lack of connection;

e Your firewall blocks the AXEPTool, please unlock when it is executed for the first time. The same for the Java since
the AXEPTool is based on Java;
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e Problems on the network.

1.9 LICENSING THE OBJECT

To authorize a user to open the AXMEDIS protected object you create, you have to follow the following steps:
e identify the User ID, called AXUID, AXMEDIS user ID;

e license your protected object to him to perform some action, the called right to be granted.

These steps are described in details in this section.

Please note that all the following operations can be performed automatically by using the AXMEDIS
Content Processing solution, AXCP mentioned before.

‘1.9.1 IDENTIFY THE USER TO BE LICENSED

As described in previous Section 1.1, each AXMEDIS user after his registration is identified by a unique AXUID. This
AXUID is automatically sent to the user by email after the registration in the Registration Portal, see above for the

registration.

If a user asks you to be authorised to open a protected AXMEDIS object produced by you, you have to create a license
for him and decide which operations he can do and the eventual conditions associated to those operations. For
example to play once, to play as many time you like at 1 Euro of cost, to play for ever, to play only in October 2008,
etc.

To start the production of the license, You have to know the AXUID of the users you like to license. For the purpose of
this tour you can create a number of fake users and take their AXUID from email they received with their registrations.
The AXUID is a long string like the following:

AXUID URN:AXMEDIS:00005:BUS:AB123CD4-5678-9012-E345-F67G8901234H.

Please note that the previous AXUID is not a valid ID but is only an example. Please note that your user
have to have certified their tools in order to use the protected and licensed content on their AXMEDIS

players.

‘ 1.9.2 DECIDE THE LICENSE YOU PREFER TO PRODUCE

To define the rights to be licensed, it is necessary to open the AXMEDIS License Editor by pressing the Create Licenses
button in the Activity toolbar on the right. The AXMEDIS License Editor is part of the AXMEDIS Editor, so that you have
to open the AXMEDIS Editor.

A new window will be opened allowing to define the rights according to the MPEG-21 REL standard. For additional
information regarding the use of the License Editor, please see the AXMEDIS Tools User Manual. By using the License

Editor you can produce two kinds of licenses.
e the license for a final user; a license to authorize an user to perform some actions on a given AXMEDIS object;

e the license for a distributor; a license to authorize a distributor to produce licenses of the first kind to final users;

AXMEDIS DRM for dummies
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To better understand this process it is necessary to know some basics of the MPEG-21 REL syntax, that is the standard
used in AXMEDIS for digital rights management.

In AXMEDIS, the Producer LICENSOR can issue a license to a Distributor LICENSOR, and thus the Distributor LICENSOR
is able to issue licenses to final users. This process is depicted in the following figure.

License

x —  CONSUMER

In this manner, it is created a chain of licenses where the license for the final user is issued by the Distributor
LICENSOR, according to the parent license defined by the producer. The rights expressed in the final user license have
to be the same defined in the Parent License. To produce the Parent License it is not necessary to know the AXUIDs of
all the users, but only to know the ID of the Distributor (AXDID). It is only the Distributor LICENSOR that has to known
the AXUIDs of his users to issue the final licenses to them. What is important is that the Final User license depends on
the Parent License you defined and the Distributor LICENSOR is not allowed to issue licenses with different rights with
respect to what you defined in the Parent License. This is the so called B2B DRM of AXMEDIS DRM.

To produce a simple license for a CONSUMER, here in the following it will be shown an example where you are going
to create a license inserting as Distributor LICENSOR yourself. After this, you will be able to create a license for a
CONSUMER. It a simplified model.

In order to proceed in this direction you have to follow the next steps in order to produce the Parent License for your
yourself. The license that you are going to produce will enable yourself to produce licenses for the final user to play 5
times an AXMEDIS object identified by its AXOID. So that in order to perform the following steps you need to have:

e The AXOID of a registered protected AXMEDIS Object coming from section 1.7. In order to get the AXOID without
rewriting it manually you can load the AXMEDIS object having that AXOID and, by right click on the AXOID item in
the hierarchical view, select the Copy AXOID item in the contextual menu (see next figure);

E miptv-video-for-mobile-protected.mp21 - AXMEDIS Editor

Fil= Edit Resource Yiewer ‘Window Help

QB F9 & ¥ Bty Yy

AXMEDIS View | MPEG21View | e
[Full =l
=-& Protected Object [URN AXMEDIS-00002-0B)-D51COCCC- 7906+ qﬂ
i 201D [LIRN. A e— g
@ BXMEDIS o | oo .

Dublin Core

I:E.:I Resource [index,  Edit Properties...
Lg Resource [title. b
*| Resource [top.jp
() Resource [video  [ragrt »
™. Resource [video

w| Resowce [CIMG  Content processing plugins. ..

e Your AXUID as received by email during registration.
Thus you can proceed in creating the Parent License for your yourself:

e open the protected and registered object to be licensed, that one that it has been saved at section 1.7;
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open the AXMEDIS Editor and it internal License Editor by clicking the Create Licenses button in the Activity
toolbar on the right;

In the AXMEDIS Editor/License Editor select the Menu File/New. A new license will be created and you will see
some new folder in a hierarchical view of the License Editor (see next figure);

ER AXMEDIS License Editor

File Edit Help

SE] Licerse
[ GrantGroup
[0 lszuer

Licenze

select the GrantGroup folder in the hierarchical view and press the Creates Grant button;

GrantGroup

Currently there are no grants.
Use the button below to add one or more grants.

=

a new folder named Grant will be shown in the hierarchical view below the GrantGroup folder. By selecting the
Grant folder, a new License Grant form will be shown on the right with the fields to be filled in to define the

license;

copy in the Principal field the your AXMEDIS User ID (AXUID); The principal is the recipient of the grant you are
providing licensing the final user or the distributor;

leave the Resource field blank, in this case;

select the Right r:issue. A confirmation will be shown asking if you are sure, that you want to create a License for
a Distributor. Click OK to confirm;

=7 License %
= aw GrantGroup

(27 Grant License grant
[23 lssuer Frircipal (&UI1D)
|UHN:A><MEDIS:UUUUS:BUS:AB123CD4-58?8-9012-E345-FB?GBSU1234H [~ Diomain

Fesource [4X]

Axmedis

iterm uri

Leave this field blank

:\.’/ This will create a distribukor grant., Sure?

Ok | Cancel |

a new folder called GrantGroup will appear below the Grant folder in the hierarchical view. Select this GrantGroup
folder and click the Creates Grant button on the right part of the License Editor window. You will see that the
hierarchical view is like the following figure;
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ES AXMEDIS License Editor FEX
File Edit Help

--[17 License %
= == GrantGroup

= mw Grant License grant
- mw GrantGrou - Principal [2eUID)
[:l | I~ Domain
(5 tssuer Rezource [Ax010]
| item uri
Right
|none j

e |eave the Principal field blank and copy the AXOID in the Resource field. The AXOID has to be one corresponding
to a protected and registered AXMEDIS object;

E% AXMEDIS License Editor

File Edit Hel i i
b e Leave this field blank
=7 Licenze %
-l mw GrantGroup
= mw Grant License grant

—|-mw GrantGrou - Principal (20
(7 Grant
3 1ssuer

|UF|N:A><MEDIS:DUDD2: 0BJ:4EEC2315-38.A6-33F5-308 7-ABB 3BA0R B3CA tem uri

|n0ne -

Add new condition button

e  Press the button on the left to Add new condition. A new window will be opened to select the condition
associated to the right. Please select Number in this case and press OK to confirm;

Condition g|

‘ Mew Condition

| -
Mumber

Teritory

Fee

e Write a number to define the Number of times that the AXMEDIS Object identified by the AXOID can be played (5

times in this case);
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B3 AXMEDIS License Editor M=1E3
File Edit Help

--[17 License %
= == GrantGroup

= mw Grant License grant
- s GrantGrou - Principal [2eUID)
(3 Grant | [~ Domain
B3 tssuer Resource (4010
|UF|N:A><MEDIS:DUDD2:DBJ:4EEC291 B-9B.AE-35F8-888 7-A5E 3BA0B B3CA, itern uri
Right
|m:-c:|3|ay ﬂ

MNumber of times

e Click on the menu File and select Save to server to store the license on the AXMEDIS DRM server. On this basis, if
all will go successfully, you will receive a final message confirming the storage of the license with the License ID,

which is a unique number associated to the license;

QK.
200:LID4142

=[] Licens

—|- G,

fsser Resource [2=010)

To this end, failures of this procedure may be due mainly to:

Lack of connection;

Your firewall blocks the AXMEDIS Editor;

e Problems on the network.

1.9.3 ISSUE THE LICENSE FOR A FINAL USER

Now you are a Distributor LICENSOR and thus in the conditions to produce licenses for final users. This process is

similar to what has been described before.

To produce the license for a final user you have to follow the following steps, and in addition you have to be prepared

to provide the AXUID of your users:

e openthe AXMEDIS Editor/License Editor by clicking the Create Licenses button in the Activity toolbar on the right;

e Inthe AXMEDIS Editor/License Editor select the Menu File/New. A new license will be created and you will see
some new folders in a hierarchical view of the License Editor (see next figure);

ER AXMEDIS License Editor

File Edit Help

SR} Licen:se
[ GrantGroup
23 lssuer

License
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e select the GrantGroup folder in the hierarchical view and press the Creates Grant button;

GrantGroup

Currently there are no grants.
Uze the button below to add one or more grants.

&

e anew folder named Grant will be shown in the hierarchical view below the GrantGroup folder. By selecting the
Grant folder, a new License Grant form will be shown on the right with the fields to be filled in to define the

license;
e copy in the Principal field the AXUID of the user you want to authorize;
e copy in the Resource field the AXOID of the AXMEDIS Object to be licensed;
e save the license on the AXMEDIS DRM server as above;

e  Press the button on the left to Add new condition. A new window will be opened to select the condition
associated to the right. Select Number in this case and press OK to confirm;

Condition g|

| Mew Condition

| -
Mumnber

Teritony

Fee

e In the Number of times field, write the number 5 in this case, as defined in the Parent License before.

/_\ Please note that as Distributor LICENSOR you are authorized to issue licenses that are identical in terms

of rights and conditions to the Parent Licenses received from the Producer LICENSOR.

Now, each time that the registered user identified by AXUID will try to play the AXMEDIS object will be able to play it

only 5 times. After the consumption of those 5 plays the AXMEDIS object will not be anymore playable by him.

Please note that you can create a license and specify your AXUID as Distributor but you cannot create a
license where you specify your AXUID as Final User. This is due to the fact that in this case your new

CE license would be in conflict with the license automatically created at the step showed in section 1.6.

If you create a license in conflict with a parent license yet stored in the AXMEDIS DRM and associated to

the same object (AXOID), you will receive an error message like one of the following.

: oK.
400: MOT VALIDATED TO PARENT LICENSE, 400: NOT YALIDATED TO PARENT LICENSE, DIFFERENT NUMBER OF CONDITIONS,

AXMEDIS DRM for dummies

w
N



AXMEDIS DRM for dummies

1.10 OPEN A PROTECTED OBIJECT

Please take note of the following considerations regarding the use of an AXMEDIS protected object.

When you load a protected object, you will not see any resource in the hierarchical view (as showed in the next figure)

since to access to all resources you has to be authorised, as illustrated in Section 1.6.

E neon-v3-2-protected.axm - AXMEDIS Editor

File Edit Resource Yiewer ‘Window Help

SEEE §8 & 4 EBE

AXMEDIS View | MPEG21 View |

[Full
=y Protected Obiect [URN:&XMEDIS:00002:0BJ:4EEC2915-9BA5-38FE
o A%0ID [URN:AXMEDIS:00002:0BJ:4EEC2915-9BA6-35F8-888 7
€ 2XMEDIS Info
Dublin Care

If you are authorised to access to the resources in the protected object, double click the Protected Object line in the

hierarchical view. You will see the following message.

® | This object is under Digital Right Management,
“—T() Do vaou want ko execise the play grant?

Yes Mo

By clicking yes, after some seconds, if you are authorised you will be able to access to all the resources in the object

If you are not authorised and you try to open a protected object, you will receive the following error message.

Error &|

ERROR: access nok granted For play
Authorisation Failed from the PMS License Server:
- alicense Far "play" is missing

Mo licensing URL defined

In the previous image you can see that is showed also the message “No licensing URL defined”. Please see Section
1.6.1 for additional information regarding this.

If a not certified tool tries to open a protected object, the following message will be shown.

ERROR.: tool werification failed
Tool has been disabled. A tampering action has been detected

To avoid this error certify the tool as described in Section 1.1 and 1.2.
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1.11 HOW TO GET INFORMATION ABOUT USER’S CONSUPTION

By using the AXMEDIS technology it is possible to take trace of all operations performed by users on protected
objects. In this manner you will be able to collect information about consumption of rights for accounting, billing
and/or for statistical analysis.

On the basis of the rights consumption specified into the licenses all the actions performed by the users (Action Log)
are stored on the AXCS server. This information can be requested in an automated manner by the AXMEDIS tool
CAMART, that can be installed on a remote server, or on the Portal BackOffice. All the information stored by CAMART
can be exported through XML into various formats by using AXMEDIS tool All. A conversion profile can be defined
according to the needs of the administrative database. The obtained can be used in producing monthly reports (or
reports with different periodicity), or maybe for statistical purposes: for instance to understand the commercial data

of a certain songs in a given region or period.
For additional information regarding this part, download the following technical note:

e  Technical Note on AXMEDIS DRM, MPEG-21 DRM, Interoperable DRM:
http://www.axmedis.org/documenti/view documenti.php?doc id=3616

e Technical Note EN on How to integrate the AXMEDIS DRM into an e-commerce portal and content
distribution solution for content on demand and subscription :
http://www.axmedis.org/documenti/view documenti.php?doc id=3736

1.12 CONTACTS

If you have questions don’t hesitate to contact our technical staff. We at your disposal to clarify any problem you may
encounter in the use of the AXMEDIS tools.

Prof. Paolo Nesi

Office: +39-055-4796523

LAB:  +39-055-4796425

FAX:  +39-055-4796469 or 363

email: nesi@dsi.unifi.it

1.13 ACRONYMS

By working with the AXMEDIS tools you will encounter many different acronyms. The following tables will help you to
be confident with the most used of them.

LIST OF AXMEDIS ACRONYMS FOR IDENTIFICATIONS

AXCID Unique AXMEDIS Object Creator ID, can be creators: publishers, producers, authors, integrators, etc. All who
can produce a new AXMEDIS object. A Creator is the only one entitled to ask for an Object ID

AXDID Unique AXMEDIS Object Distributor ID
AXID In AXCS can be an B2BUserID such as AXDID or AXCID or a AXUID, this could be called AXGUID
AXLID Unique AXMEDIS License ID
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AXOID Unique AXMEDIS Object ID
AXRID AXMEDIS Rule ID

LIST OF AXMEDIS ACRONYMS FOR TOOLS

AXCP

AXCP
AXCS
AXDB
AXEPTool

AXFW
AXinfo

AXMEDIA

AXMEDIS DB

AXMEDIS
Factory

AXOM
AXQS
CAMART
P&P

PAR
PMS

AXMEDIS Content Processing (composition, adaptation, fingerprint, formatting, protection, publication,
etc.)

AXMEDIS Content Processing (Editor, scheduler, engine etc.)
AXMEDIS Certifier and Supervisor
AXMEDIS database

AMEDIS P2P tool for content distribution and sharing at level B2B, among companies with AXMEDIS
tools for content production, processing or distribution

AXMEDIS Framework

visible information into AXMEDIS objects, replicated into the protected part. In the AXInfo is included
the identification, the metadata, workflow, history, fingerprint, etc.

AXMEDIS Client Peer in the P2P network of AXMEDIS Clients on PC, see TISCALI distribution, see
distribution toward PC on Internet

AXDB

a company that has the possibility of creating AXMEDIS objects. An AXMEDIS factory typically has
AXMEDIS database, AXCP tools, and a connection via AXEPTool to other AXMEDIS Factories

AXMEDIS Object Manager

AXMEDIS Query Support

AXMEDIS Core Accounting Manager and Reporting Tool

Programme and Publication tool, AXMEDIS P&P

Potential Available Rights, expresses in Mpeg-21

AXMEDIS Protection Manager Support, it can be Client, Home and Server

LIST OF MPEG21 ACRONYMS AND TERMINOLOGY

REL

Rights Expression Language

1.14 REFERENCES AND LINKS

AXMEDIS TUTORIALS
o General Tutorial and Overview (November 2007, Barcelona, Spain)
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e  PPT: http://www.axmedis.org/documenti/view documenti.php?doc_id=3653

e Videoonpartl

e Videoon part?2

e Videoon part3

e Videoonpart4d

e Videoon part5

e Videoon part6
o Content Production Tutorial (AXMEDIS 2007 Conference)

http://www.axmedis.org/documenti/view documenti.php?doc id=3869
o Content Distribution Tutorial (AXMEDIS 2006 Conference)

http://www.AXMEDIS.org/documenti/view documenti.php?doc_id=2666
o Content Processing Tutorial (AXMEDIS 2006 Conference)

http://www.axmedis.org/documenti/view documenti.php?doc id=3868
o  Workflow Tutorial (AXMEDIS 2006 Conference)

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2652
o AXMEDIS general overview and content production tutorial, March 2008

AXMEDIS TOOLS FOR FREE DOWNLOAD

o General download page: http://www.axmedis.org/documenti/documenti.php

o AXMEDIS content production tools include:
http://www.axmedis.org/documenti/view documenti.php?doc id=3722
Free Download of AXMEDIS Content Production Tools (editor and GRID AXCP tools, PnP, DRM editor, etc.), all
what you need to create AXMEDIS objects and process any kind of content automatically: SMIL, HTML, MPEG-21,
content adptation,, fingerprint, crawling, indexing, cms, search, retrieval, control of P2P, etc. and much more. See
documentation included

o AXMEDIS players for PC:
http://www.axmedis.org/documenti/view documenti.php?doc id=3715
AXMEDIS PC player version 1.2 January 2008. Free download, AXMEDIS player, MPEG-21 player, cross media
player, SMIL, HTML, MPEG-4 ,etc

o AXMEDIS multiskin player for PC:
http://www.axmedis.org/documenti/view documenti.php?doc id=3716
AXMEDIS MultiSkin PC player version 1.2 january 2008. Free download, AXMEDIS player, MPEG-21 player, cross
media player, SMIL, HTML, MPEG-4, with different skins available.

o AXMEDIS Active X Player for PC for Web Pages, AXMEDIS .Net Player, MPEG-21 player, SMIL, HTML, MPEG-4,
cross media, more than 200 file formats:
http://www.axmedis.org/documenti/view documenti.php?doc id=3717

o AXMEDIS player plus EUTELSAT OPENSKY client integrated
http://www.axmedis.org/documenti/view documenti.php?doc id=3767

o AXEPTools: P2P client tool for establishing connection with the AXMEDIS P2P B2B network as Business User:
http://www.axmedis.org/documenti/view documenti.php?doc id=3840

o AXMEDIA: P2P client tool for establishing connection with the AXMEDIS P2P B2B network as final users:
http://www.axmedis.org/documenti/view documenti.php?doc id=3841

o  AXMEDIS PDA player for Windows Mobiles 5 and 6:
http://www.axmedis.org/documenti/view documenti.php?doc id=3842
It is capable to play AXMEDIS objects based on SMIL, HTML, video, audio, MPEG-4 files, etc. AXMEDIS PDA player
for AXMEDIS MPEG-21 content including resources with presentations layer based on MPEG-4, HTML and SMIL
Unzip the file, copy the CAB file and execute it on the PDA

o Collection of Objects for AXMEDIS player for PDA (Jan 2008):
http://www.axmedis.org/documenti/view documenti.php?doc id=3748

AXMEDIS TECHNICAL NOTES

o AXMEDIS Content Model and Tools, Authoring Tools, Players for MPEG-21, PC, PDA, Mobile, STB, PVR, HDR, etc.

(in English)
o AXMEDIS Content Model and Tools, Authoring Tools, Players for MPEG-21, PC, PDA, Mobile, STB, PVR, HDR, etc.

(in Italian)
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O O O O O O O

o O

AXMEDIS Content Processing GRID all features listed (in English)

AXMEDIS Content Processing GRID Tutte le caratteristiche descritte (in Italian)

AXMEDIS P2P Controlled network all features listed with cases (in English)

AXMEDIS P2P Controlled network tutte le caratteristiche, con alcune casistiche (in Italian)

AXMEDIS DRM, MPEG-21 DRM, Interoperable DRM (in English)

AXMEDIS DRM, MPEG-21 DRM, DRM interoperabile (in Italian)

Technical note on how to integrate the AXMEDIS DRM into an e-commerce portal and content distribution
solution for content on demand and subscription

Come integrare AXMEDIS DRM in un portale per la distribuzione di contenuti digitali (in Italian)

AXMEDIS Show Case, AXMEDIS Mpeg-21 Content distribution via datellite dta broadcast, EUTELSAT OPENSKY
Technical note on the ELION AXMEDIS content on demand trial and solution, how to exploit AXMEDIS framework
to create an cross media content distribution with DRM and automated production, and connection with P2P
Technical note on the TEQ IPTV AXMEDIS trial and solution, how to exploit AXMEDIS framework to create an IPTV
with DRM and automated production, and connection with P2P.

AXMEDIS SOLUTIONS

o

Content Management Automation, AXCP:

http://www.axmedis.org/com/index.php?option=com content&task=view&id=94&Itemid=33

AXMEDIS controlled P2P:

http://www.axmedis.org/com/index.php?option=com content&task=view&id=97&Iltemid=34

AXMEDIS production tools and players:

http://www.axmedis.org/com/index.php?option=com content&task=view&id=101&Itemid=35

AXMEDIS DRM, MPEG-21 DRM:

http://www.axmedis.org/com/index.php?option=com content&task=view&id=99&Itemid=36

FAQs: http://www.axmedis.org/com/index.php?option=com content&task=blogcategory&id=7&Itemid=73

AXMEDIS SHOWCASES

O

O O O O O O O O O

Content Distribution to Licensed Domains via DVB-T and P2P (BBC)

Protected Video on Demand Distribution via P2P toward PC (Tiscali)

Protected Video on Demand (VOD) Distribution to PC (ELION)

Content Distribution via Satellite Data Broadcast (DVB-S) to PC and STB (EUTELSAT)
Content Distribution to Kiosks (ILABS)

Video on Demand (VOD) Distribution to Set Top Box (TEQO)

Content Posting Tool, for Final User content production/publication/DRM (SIAE)
Variazioni: Enrichment of Cultural Content

AXMEDIS Content and Tools: Automatic Production

AXMEDIS Controlled P2P Network

AXMEDIS FRAMEWORK SPECIFICATION

o

AXMEDIS Framework General aspects, Editor and Model

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1891

AXMEDIS Command Manager http://www.AXMEDIS.org/documenti/view documenti.php?doc _id=2686
AXMEDIS Object Manager and Protection Processor:

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1972

AXMEDIS Editor and Viewers: http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2213
AXMEDIS External Editors, Viewers and Players:

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2211

AXMEDIS Content Processing Area:

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1958

AXMEDIS External Processing Algorithms:

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2017

AXMEDIS CMS Crawling capabilities:

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1907

AXMEDIS Database and query support:

http://www.AXMEDIS.org/documenti/view documenti.php?doc _id=1932
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AXMEDIS AXEPTool and AXMedia Tools:
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2718
AXMEDIS Programme and Publication Tools:
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1885
AXMEDIS Workflow Tools:

http://www.AXMEDIS.org/documenti/view documenti.php?doc_id=1883
AXMEDIS Certifier and Supervisor and networks of AXCS
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1952
AXMEDIS Protection Support

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1882
AXMEDIS Accounting and Reporting :
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1887
Definitions Terms tables links http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1388

AXMEDIS REPORTS ON BASIC ENABLING TECHNOLOGIES

O

Content Model and Managing, MPEG-21, authoring, etc.
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2324
Content indexing and querying:
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2436
Content processing, Composition and Formatting
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2374
Content sharing and Production on P2P:
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2454
Content Protection and Supervision http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2371
Content Distribution via Internet
http://www.AXMEDIS.org/documenti/view documenti.php?doc_id=2451
Content Distribution via Mobile
http://www.AXMEDIS.org/documenti/view documenti.php?doc_id=2442
Content Distribution via Satellite data broadcast
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2313
Usability issues

http://www.AXMEDIS.org/documenti/view documenti.php?doc_id=2339
AXMEDIS vs DMP MPEG21 Analysis http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1063
AXMEDIS Framework Infrastructure, guidelines and some tools
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1391
AXMEDIS Framework Validation and integration
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2445

BASIC KNOWLEDGE REPORTS

O
)
)

User requirements http://www.AXMEDIS.org/documenti/view documenti.php?doc_id=1712
Use Cases http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1824
Test Case http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2023

‘ CONTENT MODELING AND TEST CASES

o

o O O O

Content Aspect Specification http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1389
Content Aspect Specification Appendix http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1670

Content for Test Cases and Validation http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1393
Content Selection Guidelines http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1390
Multilingual Guidelines and Technical Solutions

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1427

AXMEDIS Editorial Format Guidelines and basic examples

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1394

AXMEDIS FRAMEWORK DEMONSTRATORS, CASES, TRIALS, FOR DISTRIBUTION ETC.
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requirements and use cases of AXMEDIS ELTEO of the content distribution for DVB-T to STB of Telecom Lithuania,
and content distribution of Telecom Estonia
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2978

requirements and use cases of the 4HOME take up, demonstrators of BBC, Tl, SDAE, including domains, AXMEDIS
for broadcasting, and OMA integration and distribution

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2976

Specification final version of Take up AXMEDIS ELTEO for Video on demand, STB, IPTV solutions based on
AXMEDIS technology: http://www.AXMEDIS.org/documenti/view documenti.php?doc_id=3096

Integrated CMS integration aspects: http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2853
Integrated prototype: automated content production and formatting:
http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2939

Integrated Distribution on demand via Internet

http://www.AXMEDIS.org/documenti/view documenti.php?doc_id=2951

Integrated distribution via satellite data broadcast:

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2954

Integrated distribution towards mobiles:

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2945

Integrated Distribution towards PDA via Kiosks:

http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2944

Content Posting Portal, Content Posting for Final User publication, SIAE Trial presentation:

e  http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2922

e  http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2923

VARIAZIONI project portal: http://www.variazioniproject.org/

BROCHURES AND PRESS CUTTING (A PART)

O

O O O O O

AXMEDIS Project Brochure (v. March 2008)

http://www.axmedis.org/documenti/view documenti.php?doc id=3871

Annual Public Report (2007): http://www.axmedis.org/documenti/view documenti.php?doc id=3621
Annual Public Report (2006) http://www.AXMEDIS.org/documenti/view documenti.php?doc id=2471
Annual Public Report (2005) http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1439
AXMEDIS Project Synopsis http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1668

Digital Media in Italy presentation http://www.AXMEDIS.org/documenti/view documenti.php?doc id=1669
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